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1. Mecto pucyuninHsbl B cTpyktype OITIOII

Mucuunnuza 51.0.33 MeTozbl U cpeficTBa KpUIITOrpaguueckoi 3aiiyuThl MHPOPMALIMK OTHOCUTCS K
o0si3aTelbHOM YacTy 0Opa30BaTeTbHOM MTPOTrPaMMBbI.

2. IInanupyembie pe3y/ibTaThl O0yYeHHsI MO JAUCIUIUIMHE, COOTHECEHHbI€ C TUIAHUPYEMBIMH
pe3y/ibTaTaMi OCBOeHUsI 00pa3oBaTe/bHON MpPorpaMmbl (KOMIETeHHMAMH M HWH/UKATOPaMH
AOCTYDKeHHsI KOMITeTeHI[Ui)

MemoOdbl U cpedcmea
Kpunmoezpacguueckoti
3awjumel
uHpopmayuu npu
peweHuu 3adau
npogpeccuoHanbHoli
oesame/nbHOCMU;

OCHOBHble Xapakmepucmuku
wuegpoe - munosble
nomouHble u 6/104Hble Wu@pbl
- OCHOBHble
Kpunmoepaguueckue
NPOMOKO/bL U CUCMeMbl
wugposaHusi ¢ OMKpbIMbIM
KAIOUOM - munoeble
Kpunmoepaguueckue
cpedcmea u cucmembl
3awumbl UHgopMayuu u ux
npoepamMMHO-annapamuyio
peanusayuro

OIIK-10.2: Ymeem: -
paccuumbi8ams CA0HCHOCMb
munoebix
Kpunmoezpaguueckux
a20pUMMO8 - NPUMeHsIMb
munoebie
Kpunmoezpacguueckue
cpedcmea u cucmembl
UHpOPpMAyUOHHOTI

6e3onacHocmu

- OCHOBHble mpebosaHus,
npedosiensieMble K COBpeMeHHbIM
anzopummam wugposanus

- OCHOBHble XapaKkmepucmuku
610uHbIX wiugpos: DES, TOCT
28147-89, TOCT P 34.12-2015 u
I'OCT P 34.13-2015, AES

- OCHOBHble XapakmepucmuKu
nomouHbix wugpos: A5/1, RC4
- ceolicmea
Kpunmoepaguueckux
npOMmMOoK0/108, Mpex3manHbil
npomokon Lllamupa

- OCHOBHble cucmembl
wuhposaHusi C OMKpbIMbIMU
KAIOUaMU: aneopumm obmeHa
Kaiouesoll uHpopmayueil
HAupu-Xenrmana,
kpunmocucmema RSA

- Xapakmepucmuku
3/eKmpOHHOL noonucu,
0CHOBHble mpeboeaHus,
npedesensemble K
Kpunmoezpaguueckum hyHKyusm
XewuposaHust, anzopumm

xewuposarus SHA

OIIK-10.2:

Ymemb:

- paccuumbl8ampb CA0HCHOCMb
munoebix Kpunmozpaguueckux
anzopummos: DES, AES, TOCT
28147-89, 'OCT P 34.12-2015

- NpUMEHAAMb OCHOBHble

®dopmupyemsbie IInaHupyemMble pe3yabTaThl 00yueHus mo gucouiuinHe | HanveHoBaHMe OI€HOYHOI0 CPeACTBA
KOMIIeTeHI[UH (Moayn10), B  COOTBETCTBMM C HHAMKATOPOM
(xop, cofepykaHve | AOCTHIKeHHs KOMIIeTeHI[UH
KOMTIETEHIIVN) Nupukarop poctwkeHusi | PesyabTarsl 00yueHust Jns Tekymiero | /ins
KOMIIeTeHI[UH 10 AMCLHUIUINHE KOHTPOJIA NPOMEXKyTOUHOMI
(xopm, cofiep>kaHue ycrieBaeMoCTH arrecranyuu
VHAWKATOpa)
OIIK-10: Cnocobex |OIIK-10.1: 3Haem: - OIIK-10.1: CobecedosaHue
ucnonb308amb mpebogaHus K wugpam u 3Hamb: SK3AMEH:

KoumposnbHble
80NpOCh!




6esonacHocmu

Kpunmoepacguueckue cpedcmea

U cucmemb! UH(pOpMAYUOHHOL

3. CTpyKTypa u copepkaHHve AUCLMILIUHbI

3.1 TpyA0eMKOCTb AUCLUII/TUHBI

OoyHasn
OO011as TPY/J0EMKOCTD, 3.€. 3
Yacos o yuedGHOMY I/IaHy 108
B TOM 4HC/Ie
ay/JUTOpHbIe 3aHATHA (KOHTaKTHas padoTa):
- 3aHATHSA JIEKIIMOHHOI'0 THUIIA 32
- 3aHATHSA CEMHUHAPCKOro THIA (MpaKTHYeCcKUe 3aHATHS / 1abopaTopHbIe padoThI) 0
- KCP 2
caMocTosTe/IbHasA padoTa 29
IIpomexyTouyHas arrecTanysa 45
JK3aMeH

3.2. CozepxaHWe JUCLUIIIMHbI

(cmpmeypupoeaHHoe no memam (pClS‘aeﬂClM) C YKdsdHuem 0mee0eHHO20 HA HUX Ko/auuecmed

axkademuuecKux udacos U 8uobl yuebHbIX 3aHamuil)

HanmeHoBaHue pa3/ie/ioB U TeM AUCLIUILIAHBI Bcero B TOM 4ucC/le
yachl
( ) KonrakrHas pabora (paboTa Bo
B3alMO/IefiCTBUH C NperofiaBaTesieM),
Yackl U3 HUX
3aHSTHS CamocTosTenbHas
CeMHUHapCKOoro paGora
3ansTUsA TUMa 00yuatoLjerocs,
JIEKIIMOHHOTO | (TIpakTHueckue | Bcero Hacel
TUMa 3aHsaTHs/1abopa
TOpHBIe
paboTshI), yacsl

$ ¢ $ d ¢

0 0 0 0 0
1. OcHoBe! Teopuu lllenHoHa. Hafie)xHOCTBb IM(POB. 8 4 4 4
2. CucTeMbl CUMMETPUYHOTO IIU(POBaHMUS. 14 8 8 6
3. CrcreMbl aCUIMMETPUYHOTO HIH(POBaHUsL. 12 6 6 6
4. OTKpBITOE pacrpocTpaHeHue Kmouei. Xel-(QyHKIUsA. D1eKTPOHHast 12 6 6 6
LudpoBas MOAMMCH.
5. Kpunrorpaduyeckiie MeTo/ibl 3alljdThl UHGOPMALUY B 15 8 8 -
Te/IeKOMMYHUKAIMOHHBIX CeTX.
Arrecrarus 45
KCP 2 2
Hroro 108 32 0 34 29




Copiep>kaHue pa3/e/ioB U TeéM JUCIUTLTHHBI

1. OcHoBsl Teopuu [llenHoHa. Hage)xHOCTh IMQpOB.

2. CrcTemMbl CUMMETPUUYHOTO IU(PPOBAHMUS.

3. CucteMbl aCHMMeTPUYHOTO IK(pOBaHUSL.

4. OTKpBITOE pacnpocTpaHeHye Kmouel. Xe-QyHKUYs. D/1eKTPOHHast LM POBasi MO/IHCh.
5. Kpunrorpagryeckrie MeTo/bl 3aL{UThI HHGOPMaLUU B TeJIEKOMMYHUKAIIMOHHBIX CETSIX.

4. YueGHO-MeTOjHUECKOe 00ecrieueHHe CaMOCTOSITe/IbHO PadoThI 00yUaromuxcs

CamocrosTenbHasi paboTa oOydaroL[uxcsi BK/IOuaeT B cebsi MOATOTOBKY K KOHTPOJIbHBIM BOIIPOCAM U
33/laHusIM [/l TeKyIlero KOHTPO/Si U MPOMEXYTOUYHOM aTTeCcTaly 10 WTOraM OCBOEHUS AUCLIUTLIMHBI
MPUBEIeHHBIM B TI. 5.

OnekTpoHHO-0MbMMoTeuHast crctema "FOpaiT"

5. ®oHJA OLEHOYHBIX CPeJCTB /I/Ifi TeKYI[ero KOHTPOJIS1 YCIeBaeMOCTM U HNPOMEeXyTOYHOMI
aTTecTalMi Mo JUCIUILIMHE (MO/Y/II0)

5.1 TunoBble 3ajjaHusA, HeOOXOAUMBIE /I OLEHKH Pe3y/JbTaTOB 00y4yeHHs NPH HPOBeJeHHH
TeKyIlero KOHTPOJIsl yCIIeBaeMOCTH C yKa3aHMeM KpUTepHeB X OLleHUBaHHUA:

5.1.1 TunoBsle 3apanus (oneHouHoe cpenctBo - ColecefoBaHue) /I OLEHKH
copmupoBanHocTu Komnerenyuu OITK-10:

. CTorkocTb wundgpos. NMpasunno Kepkxodda.

. HeHape)XHOoCTb WndpoB 1 pacCTogsHNE e AUHCTBEHHOCTN.

. MoHATMe 6/104HOr0 N MOTOYHOr O WKudpa.

. KombuHupoBaHme 6104HbIX LLINGPOB.

. OcHoBHble xapakTepuctukn DES, AES.

. Poccninckue ctaHgapTbl WngpoBaHns. OCHOBHbIE XapaKTEPUCTUKN.

. KpunTtorpagusa ¢ oTKpbITbIMU KJto4aMn. OLAHOCTOPOHHMNE PYHKLNN.

. Anropnt™ Onddpun-XennmaHa obMeHa Kato4eBON MHGOPMaLnen.

. KpunTtorpagunyeckme npoToKOJibl.

10. KpunTtorpaguieckne pyHKLNN XeLLNpoBaHUS.

11. DneKkTpoHHas ungposasa noanncb. CBONCTBA 3/IEKTPOHHONM LNUGPOBON NOAMUCH.
12. IHpacTpyKTypa OTKPbITOro pacnpoctpaHeHuns kaodven (PKI) n ee 0CHOBHble KOMMNOHEHTHI.

OCoOoONOOUL A WNR

Kpurtepuu oueHuBanus (oneHouHoe cpecTBo - CobeceoBaHme)

Ouenka Kpurtepun ouieHMBaHus

Bce kommeTeHI[uM (4acTH KOMITeTEHIMH), Ha (HOPMHUPOBaHKe KOTOPBIX HarpaB/ieHa AUCIUATUIMHA,

3auTeHo
chopMUpOBaHbI Ha YPOBHE He HUXKe «Yy/I0B/IeTBOPUTETHEHO»

He Xots 6b1 0/jHa KOMIeTeHL|sI CHOPMHPOBaHa Ha YPOBHE «HeY/|0B/IeTBOPUTEIHLHO» WM Ha YPOBHE
3a4TEHO | «IIJIOXO»




5.2. OnucaHue KA/l OlleHUBAHUsI Pe3y/IbTaToB 00yueHHs M0 JUCLIMILIMHE NPU MPOMe)XXYTOUHOMN

aTTecTalu

IITkana oneHUBaHUs C()OPMHUPOBAHHOCTH KOMIIeTeHLINH

YpoBen
b
copmu Hey/A0BJIeTBOP Y/A0OBJIETBO O4YeHb
J10X0 X0pOoIIO0 OT/IMYHO MPeBOCX0/{HO
POBaHH UTEe/JIbHO pHMTe/ILHO XopouIo
OCTH
KoMIeT
eHIHH
(uHpUK
aropa
AOCTHIK He 3aUTeHO0 3a4YTeHO
eHus
KoMIIeT
eHIHiT)
YpoBeHb
OtcyTcTBHE YpoBeHb poset
N . 3HaHWH B
3HAHUI MuHuManeH | 3HaHUM B obBeMe YpoBeHb
TeOpeTHUeCcKoro o obneme, ’ 3HAHUH B
YpoBeHb COOTBETCTBY YpoBeHb
MaTepHaa. M JIOTTyCTUMBI | COOTBETCTBY obbeme, .
3HaHUN HIDKe . oLeM 3HaHUH B
HeBo3Mo>XHOCTB 11 ypOoBeHb o1emM COOTBETCTB
MHHUMaJIbHBIX o rporpaMme obbeme,
3HaHUSl | OLIEHUTH MOJIHOTY N 3HAHUM. rporpamme yIOLIeM
o TpeboBaHUI. TOJITOTOBKH TIpeBbILIAOLIe
3HaHUM [Homny1eHo MO/ArOTOBKH rporpamme
Nwmem mecto . JonymeHo M IIpOrpammy
BCJIE/ICTBHE MHOTO . Jony1eHo TO/IFOTOBK
rpyOble OIUOKH HECKOJIbKO MO/IOTOBKHU.
OTKaza HerpyObIx HECKOJIbKO u. Ombok
HeCyll[eCTBe
obyuarolerocs ot omrbok Herpy6bIx HHEIX HeT.
oTBeTa ommbok
oboK
IIpogemoHc
TPUPOBAHBI
[TpomemoHc PHp
[IpogemoHc | Bce
IIposeMoOHC | TpUpOBaHbI
TPUPOBaHbl | OCHOBHbIE
TPUpOBaHbl | BCe
BCE yMeHUs.. IIpogemoHcTp
OCHOBHbIE OCHOBHbIE
OTcyTcTBHE OCHOBHBIE Perenst HWPOBaHkbI BCe
[1pu pereHun YMeHHUS. yMeHusl.
MHUHUMaJIbHBIX yMeHusl. BCe OCHOBHbIE
. CTaH/apTHBIX Perenst Periens! Bce
YMeHUM. PerieHbl Bce | OCHOBHbIE yMeHwUsl.
3a/jau He THUIIOBbIE OCHOBHBIE
HeBo3moxHOCTh OCHOBHbIE 3a/lauu C PeiieHsl Bce
TPOJIEMOHCTPUP | 3ajauu C 3a/jauu ¢
OLIeHUTb Ha/THune 3a/jauu. OT/Ie/IbHBIM | OCHOBHBIE
YMmenus N OBaHbI HerpyobIMH | HerpyObIMU
YMeHUH BrimoniHensr | u 3aJaum.
OCHOBHbBIE omubKaMu. | OIIMOKaMMU.
BCJIE/ICTBHE BCe 33/laHus | HecyllecTB | BbimonHeHbl
yMmeHus. Vimeny | BeinonHeHsl | BbinonHeHbl
OTKasza B [TOJIHOM €HHbIMU BCe 3aJjaHuisl, B
MecTOo rpy0Oble BCe BCe 3a/jaHust
obyyatorjerocsi ot o006BeMe, HO HeZiloueTaM | TOJIHOM
OLIMOKH 3a/laHUs], HO | B IOJIHOM
oTBeTa HEKOTOpble H, obbeme 6e3
He B obneme, HO
d BBITIO/THEH HeJI0UeToB
TI0JIHOM HEKOTOphble
HeJoueTaMy | bl BCe
obbeme C
3a/laHUSA B
HeJoueTaMu
TIOJTHOM
obbeme
Nwmeetcsa
OtcyTcTBUE IIpogemoHc [IpogemoHc
MHHUMaJIbH IIpozsemoHC
0a30BBIX [pu pereHun . TPUPOBaHBI TPUPOBaHbI
bIii Habop TPUPOBaHbI IIpozemMoHCTp
HaBBIKOB. CTaHZAPTHBIX 6a3oBbie HaBbIKU
HaBBLIKOB 6a30BbIe HpOBaH
HeBo3Mo>XHOCTB 3a/jau He HaBBIKU TIPA pu .
st HaBBIKU TIPU TBOpUECKU
OLIeHUTb Ha/Inuyue | TMPOJeMOHCTPUD pelleHruu pelLeHun
HaBbIiku pelLieHus pelLleHnn MOAX0[ K
HaBBLIKOB OBaHbI 6a30BBIE CTaH/,ApTHBI HecTaH/apT
CTaH/apTHbI CTaH/lapTHBI pelleHuo
BCJIE/ICTBHE HaBbIKU. VIMenu X 3a/ia4 C HBIX 3afiau
X 3a/1a4 C X 3azau 6e3 HeCTaH/JapTHBI
OTKaza MecTOo rpy0Oble HEKOTOPbIM 6e3
HEKOTOPbIM ommboK U X 3a/1a4y
obyuarorierocsi OT | OMIUOKK u OLIMOOK U
u HeJJ0ueToB
OTBeTa HeJoueTaMu HeZI0UeTOB
HeZloueTaMu
IITkana oneHMBaHUA [IPU IPOMEXYTOUHOHN aTTeCTaliiu
OueHka YpoBeHBb NOJrOTOBKH




MPEeBOCX0/JHO Bce xkommeTeHIMM (YacTd KOMIIETeHIMH), Ha (OpMUpOBaHWEe KOTODLIX HarlpaBjeHa
JMCLUIVIMHA, COPMUPOBAHBI Ha YDOBHE He HIDKE «IIPEBOCXO[HO», IMPOJEMOHCTPUPOBAHEI
3HaHUS, YMeHWs, B/afieHuss 110 COOTBETCTBYIOLMM KOMIIETEHL[SIM Ha YPOBHE BBIIIe
pe/lyCMOTPEHHOT 0 TIPOrpaMMoi
OT/INYHO Bce kommereHUMM (4acTM KOMIIeTeHLMH), Ha (OpPMUpDOBaHME KOTOPBIX Harpas/eHa
JUCLITUIAHA, COPMHPOBAHBI HAa YPOBHE He HIDKe «OTJIMYHO».
3auTeHo OUYeHb XOpOLI0 Bce KommeTeHIMM (YacTW KOMITeTeHLMH), Ha (OpMHpOBaHHe KOTOPHIX HarpaBieHa
JMCLUIUIMHA, COPMHUPOBaHBI HAa YPOBHE He HHXKe «0UeHb XOPOLLO»
XOpOoLIo Bce kommereHUMM (4acTM KOMIIeTeHLMH), Ha (OpPMHpPOBaHME KOTOPBIX Harpas/eHa
JUCLITUTNHA, CHOPMHUPOBAHBI HAa YPOBHE He HIDKE «XOPOILIO».
yAoBJeTBOpUTe/Nb | Bce KommeTeHIMM (YacTH KOMIETeHIMH), Ha (OpPMHMpOBaHHMe KOTOPbIX HarpaB/ieHa
HO JUCLIIUIAHA, C()OPMHPOBAHLI HAa YPOBHE He HIDKe «Y/[OBIIeTBOPHTEIBHO», IIPY 3TOM XOTS OBI
0JjHa KOMITleTeHL{usi ChOpMUPOBaHa Ha YPOBHE «YZOBIETBOPUTEEHO»
HeyjoB/eTBopuTe | X0Ts Obl OjHa KOMIIeTeHLMst CQOPMHMPOBaHA Ha YPOBHE «HEY/|OB/IETBOPUTE/IBHOY.
JIBHO
He 3aUTeHO
TJIOXO0 XoTs1 6bI 0/]HA KOMITETeHLUs1 CHOPMUPOBAHA Ha YPOBHE «ILIOXO0»

5.3 TunoBble KOHTPOJ/IbHBbIE 3aflaHUsi WM HWHbIe MaTepHa/ibl, HeO0XOAMMBbIe A/ OLIEHKHU
pe3y/IbTaToB 00yuyeHHMsi Ha MPOMEKYTOYHOM aTTeCcTallMi C YKa3aHHeM KpHUTepHeB HX
OLleHMBAHMS:

5.3.1 TumnoBbie 3apaHus (oueHOUHOe CPeACTBO - KOHTpO/IbHBbIE BOMPOCHI) /I OLEHKHU
chopmupoBanHocta KommnereHuu OIMTK-10

. TeopeTrueckast ¥ MpakTU4YecKasi CTOMKOCTb KPUTITOCUCTEM.

. Croiikoctb mmmdpog. [Tpaeuno Kepkxodda.

. Teopema IlleHHOHa 0 COBepILIEHHOW CEKPETHOCTH.

. MaTemartrueckuie 0CHOBBI Kpuntorpaduu. HeHazieskHocTh 1K(poOB U pacCTosiHYE eIMHCTBEHHOCTH.
. [ToHsiTHE 6/I0YHOTO U TIOTOYHOTO Hdpa.

. AnropuTMbl 1M poBaHus Ha OCHOBe ceTell DeticTers.

. PexxriMbl paboTe1 6;10uHbIX mHdpoB. KombuHupoBaHue 6/10YHBIX HIM(POB.

. Crangapt mmdpoBanus AaHHbIX DES. OCHOBHBIE XapaKTePUCTHKHU.

. Poccuiickue crangapts! mmdposanus 'OCT 28147-89, TOCT P 34.12-2015 u 'OCT P 34.13-2015.
OcHOBHBIE XapaKTepUCTUKH.

© 00 O Ul &~ WIN -

10. Cranpapt mmmdpoBanusa AES. OcHOBHBbIe XapaKTepHUCTHUKM.

11. TToTokoBsbIi1 Kpp A5/1. OCHOBHBIE XapaKTEePUCTHKU.

12. IMotokoBeii mKpp RC4. OcHOBHBIE XapaKTePUCTUKH.

13. Kpunrorpadusi ¢ OTKpLITBIME KitouaMu. OJHOCTOPOHHKE (GYHKLIUA. AJITOPUTMBI LIHUGPOBaHUS U
M(POBOIL MOAMHUCH.

14. Anroputm duddu-XemimaHa oOMeHa K/IOUeBol HH(GOpMaLi1ek.

15. Kpunrocucrema RSA.

16. Kpunitorpacguueckue npoTokossl. I1pobeMs! Kpunrorpaguyeckux MpoToKooB. TpexaTanHblii IPOTOKOI
IMTamwupa.

17. Kpunirorpaduueckue GpyHKUuM XemupoBaHusi. OCHOBHbIe TPeOOBaHUS, TIPeIbsIB/IsieMble K
KpunTorpaduyeckuM GyHKIUSAM XeIlIMpPOBaHUSI.



18. DnekTponHHas 1udpoBas noanuck. CBoHCTBaA 3/71eKTPOHHONM LIU(PPOBOI MOATIHCH.

19. AnropuTtm xemmpoBanus SHA.

20. OTKpBITOE pacnpocTpaHeHue Kmoueil. THdpacTpykTypa oTKpeiTOoro pacrnpocrpadenusi kitodeid (PKI) u ee
OCHOBHbIe KOMITOHEHTBI.

21. CucreMsl 371eKTPOHHOM Oe30macHOCTH B GHUHAHCOBOI cepe. CTaTHueckas U JUHaMHUecKast
ayTeHTU(MKALYA JaHHbIX Ha KapTax.

Kputepuu oneHuBaHus (o1jeHOYHOe cpe/CcTBO - KOHTPO/IbHBIE BONIPOCHI)

Onenka Kpurepuu orieHMBaHUs

Bce komrereHiuy (4acTv KOMITeTeHIM), Ha pOpMHUPOBaHKe KOTOPLIX HarlpaB/ieHa
IUCIUTTHHA, CHOPMUPOBAHBI Ha YPOBHE He HIKe «IIPeBOCXO/IHOY,

NIPEBOCXOHO
NIPO/IeMOHCTPUPOBAHB] 3HAHUsI, YMEHUs], B/IafleHus [10 COOTBETCTBYIOLINM
KOMIIeTEHLIMSIM Ha YPOBHe, BhblLlle IIpelyCMOTPEHHOT0 ITPOrpaMMoi
Bce komneTeHIMY (YacTH KOMIIeTeHIMIH), Ha GOpPMUPOBaHKe KOTOPLIX HallpaB/ieHa
OT/IMYHO JVCLIMTIIHA, C)OPMUPOBAHBI HA YPOBHE He HIDKE «OT/IMUHO», TIPYU 3TOM XOTsI ObI

OHd KOMIIETEHIHA CCl)OpMI/IpOBaHa Ha YPOBHE€ «OT/IMYHO»

Bce komrieteHiuy (4acTv KOMITeTeHIM), Ha pOpMHUPOBaHKe KOTOPLIX HarlpaB/ieHa
OueHb XOPOLIO JUCIUTTHHA, C(HOPMUPOBAHBI Ha YPOBHE He HIDKe «0UeHb XOPOIIIO», TIPU 3TOM
X0Ts1 OBbI 0ZJHa KOMITeTeHI[|si ChOpPMHUPOBaHa Ha YPOBHE « OUeHb XOPOILIO»

Bce komneTeHIMY (4acTH KOMIeTeHLMH), Ha GOpMUpPOBaHMe KOTOPbIX HarlpaB/ieHa
XOpOLLO JUCLIMTUIMHA, COPMHPOBAHBI HAa YPOBHE HE HIDKE «XOPOIIO», TIPU ITOM XOTs OBl
0JiHa KoMIleTeHL{us1 C(OOpMHPOBaHa Ha YPOBHE «XOPOLIO»

Bce xommeTeHI[uM (4acTH KOMIIETEHIUH), Ha (HOPMHUPOBaHMEe KOTOPBLIX HarpaBjieHa
JUCLUITMHA, cOPMUPOBaHBI Ha YPOBHE He HIKe «YJOB/IETBOPUTEEHO», TIPU

YZIOB/IETBOPUTE/TLHO
5TOM XOT# GBI O/IHa KOMITETeHLUsI C)OPMHUPOBAHA HA YPOBHE
«y[JOBIETBOPHUTE/IEHO»
XoTs 66l 0JjHa KOMIeTeHLHsl CQOPMUPOBAaHa Ha YPOBHE «HEY/[0B/IeTBOPUTE/ILHO»

HeY/I0B/IETBOPUTE/ILHO . (opap P Y P ’
HU Of[Ha U3 KOMITETeHIUH He c(pOpMUPOBAaHa Ha YPOBHE «ILIOX0»

I/I0X0 XoTs 661 0JjHa KOMIeTeHLMsl cQOPMUPOBAaHa Ha YPOBHE «ILIOXO0»

6. YueOHO-MeTOANUYECKOE U HH()OPMALIMOHHOE 00ecreueHne JUCIUTUTHHBI (MOAYJIs)

OcHOBHasi uTeparypa:

1. BacunbeBa U. H. Kpuritorpadrueckrie MeTo/bl 3al{uThl UH(GOpMaluu : yueOHUK U npakTukym / Y. H.
BacusnbeBa. - Mockga : FOpaiir, 2023. - 349 c. - (Beiciiee obpa3oBanue). - ISBN 978-5-534-02883-6. -
Tekcrt : anektpoHHbI // DBC "FOpaitt"., https://e-lib.unn.ru/MegaPro/UserEntry?
Action=FindDocs&ids=839932&idb=0.

2. 3aneunukoB C. B. Kpunrorpaduueckue MeToAbl 3aliUThl HHGopMaruu : yue6HuK / C. B. 3areuHukos,



O. B. KazapuHn, A. A. Tapacos. - Mockga : FOpaiir, 2023. - 309 c. - (Boiciiee o6pa3oBanue). - ISBN 978-
5-534-02574-3. - Tekcr : snekTpoHHbiii // OBC "FOpaut"., https://e-lib.unn.ru/MegaPro/UserEntry?
Action=FindDocs&ids=842677&idb=0.

3. Jlocw A. b. Kpunirorpaguueckrie MeTo/ibl 3allIUThI UH(MOPMALIUK JJ1 U3Y4aloIUX KOMIIbIOTEDPHYIO
Oe3ortacHOCTh : yuebHUK / A. B. Jlock, A. FO. Hectepenko, M. U. PoxXKOB. - 2-e u3j. - Mocksa : FOpaiir,
2023. - 473 c. - (Boiciiee obpa3oBanue). - ISBN 978-5-534-12474-3. - Tekct : 3neKTpoHHbIH // 3BC
"FOpaitt"., https://e-lib.unn.ru/MegaPro/UserEntry? Action=FindDocs&ids=840431&idb=0.

[ononmHuTebHAs TUTEpaTypa:

1. BBeZieHUe B TeOpeTUKO-UMCI0BbIe MeToAbl Kpuntorpaguu / I'myxos M. M.,Kpyrnios U. A.,ITnukyp A.
b.,YepemyiikuH A. B. - Cankr-Iletep6ypr : Jlansb, 2022. - 400 c. - JonyigeHo YMO By30B 110
obpa3oBaHuio B 06/1acTH MHPOPMAL[MOHHOW 6e30MacHOCTU B KauecTBe yueOHOro 1ocoOust /i71s CTY/IeHTOB
BBICIIIMX YueOHBIX 3aBe/leHUH, 00yuaromuxcs 1o criefiuanbHoCTH «Kpunrorpadusi». - Kaura us
KoJinekuu Jlanb - MHdopmatuka. - ISBN 978-5-8114-1116-0., https://e-lib.unn.ru/MegaPro/UserEntry?
Action=FindDocs&ids=799760&idb=0.

2. ®omunuér B. M. Kpurnirorpaduueckue MeTo bl 3aliuThl MHGoOpMaLyuy B 2 4. Yacts 1. MaTeMaTHuecKue
acrekThl : yueOHUK / B. M. ®omuuép, [I. A. MenbHUKOB ; TIo7 pejakiyei B. M. ®omuuéBa. - Mocksa :
FOpatiT, 2023. - 209 c. - (Breiciee o6pa3oBanue). - ISBN 978-5-9916-7088-3. - TeKCT : 3/1eKTPOHHBIH //
9bC "FOpaiit"., https://e-lib.unn.ru/MegaPro/UserEntry? Action=FindDocs&ids=846028&idb=0.

3. ®omunuér B. M. Kpurnirorpaduueckue MeTo bl 3aliuThl MH(GOpMalyuy B 2 4. Yacts 2. CucTeMHbIe U
TIPYK/Ia/JHbIe acTieKThl : yueOHuK / B. M. ®omuués, [I. A. MenbHUKOB ; TIOZ, pefakiyeit B. M.
domuuéBa. - Mockaa : FOpaiir, 2023. - 245 c. - (Beiciiee ob6pa3oBanue). - ISBN 978-5-9916-7090-6. -
Tekcrt : snekTpoHHbIi / DBC "FOpaitt"., https://e-1ib.unn.ru/MegaPro/UserEntry?
Action=FindDocs&ids=847475&idb=0.

[TporpammHoe obecrieueHue 1 IHTepHeT-pecypchl (B COOTBETCTBUH C CO/iepyKaHWeM JIUCLUITAHBI):

1. HatmoHanbHbili ctanzapt Poccuiickont @enepatiuu 'OCT P 34.12-2015 «MHpopMalioHHast
TexHonorus. Kpunrorpadguueckas 3aiura uH@opmaiuu. biounslie mmdpsi». — M.: CtanzapTuHdopM,
2015.

(untepHeT-pecypc: http://protect.gost.ru/document1.aspx?control=7&id=200990 , uHTepHeT-pecypc:
http://www.tc26.ru/standard/gost/GOST_R_3412-2015.pdf)

2. HamonanwHbii ctanaapT Poccuiickoit @epeparuu 'OCT P 34.13-2015 «MHbopmaLioHHas
texHosiorus. Kpunrorpadguueckas 3aifura uHbopmanyu. Pexxumbl paboThl 6/104HBIX IHMGPOB». — M.:
CrangaptuHdopm, 2015.

(uHTepHeT-pecypc: http://protect.gost.ru/documentl.aspx?control=7&id=200971 , unTepHeT-pecypc:
http://www.tc26.ru/standard/gost/GOST_R_3413-2015.pdf)

3.TOCT P 34.10-2012 «MHudopmaroHHas TexHosorusi. Kpunrorpaguueckas 3aiura nHGOpMaLyu.
[porieccel hopMUpoBaHUs U TIPOBEPKU 1eKTPOHHOM 1iudpoBoit noanucu». — M.: CTangapTuH@opm,
2013.

(unTepHeT-pecypc: http://protect.gost.ru/document.aspx?control=7&id=180151)

4.TOCT P 34.11-2012 «MHpopmaroHHas TexHosorusi. Kpunrorpaguueckas 3amyra uHGOpMaLUH.
OyHKIMS X31MpoBaHusi». — M.: CtangapTuadopm, 2013.

(unTepHeT-pecypc: http://protect.gost.ru/v.aspx?control=7&id=180209)

5. ®epnepanbHbIii 3aK0H «O06 3/1eKTPOHHOM moanuck» ot 06.04.2011 N 63-P3



(unTepHeT-pecypc: http://www.consultant.ru/document/cons_doc_LAW_112701/)

6. 'OCT P 34.10-2001 «MudopmarmoHHas TexHosorus. Kpunrorpaduueckas 3ammura UH(OOpMaLUU.
[Tpoueccel (hopMrpoBaHUs U NMPOBEPKU 31eKTPOHHOM L poBoi noanucu». — M.: I'occtangapt Poccuw,
2001.

(unTepHeT-pecypc: http://protect.gost.ru/v.aspx?control=7&id=131131 , uHTepHeT-pecypc:
http://standartgost.ru/g/TOCT_P_34.10-2001)

7. FIPS Publication 197. Specification for the Advanced Encryption Standard (AES). — National Institute
of Standards and Technology (NIST), 2001.

(unaTepHeT-pecypc: http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.197.pdf)

8. FIPS Publication 46-3. Specifications for the Data Encryption Standard (DES). — National Institute of
Standards and Technology (NIST), 1999.

(uHTepHeT-pecypc: http://csrc.nist.gov/publications/fips/fips46-3/fips46-3.pdf)

9.T'OCT P 34.10-94 «MupopmaroHHas TexHosorusi. Kpunrorpaguueckas 3aiura MHGOpMaLUH.
[Tporiegyprl BHIPAOOTKH 1 TIPOBEPKH 3/IEKTPOHHOM 1M(MPOBOM MOITUCH Ha 6a3e aCUMMETPUYHOTO
Kpunrorpaduueckoro aiaroputma». — M.: 'occtangapt Poccuu, 1994.

(untepHeT-pecypc: http://docs.cntd.ru/document/1200004855 , iHTepHeT-pecypc:
http://standartgost.ru/g/TOCT_P_34.10-94)

10. T'OCT P 34.11-94 «MHupopmaroHHas TexHosorusi. Kpunrtorpaguueckas 3ampyra uHGOpMarLyu.
@yHK1MA X31KrpoBaHus». — M.: ['occrangapt Poccuy, 1994.

(unTepHeT-pecypc: http://protect.gost.ru/document.aspx?control=7&id=134550 , uHTepHeT-pecypc:
http://standartgost.ru/g/TOCT_P_34.11-94)

7. MaTepua/ibHO-TEXHHYECKoe ofecneyeHre AUCHUIUIUHBI (MO/YJIs1)

YueOHble ayAWTOPUM [i/is TIPOBeJieHHs yueOHBbIX 3aHSITHM, TpeJyCMOTPeHHBbIX 00pa3oBaTe/bHOM
MIPOrpaMMOM, OCHAI[eHbl MYJbTUMEAUMHBIM 000pyZOBaHHeM (TTPOEKTOP, 3KpaH), TeXHUUYeCKUMHU
cpeAcTBaMu 00yYeHHsl.

[MTomereHust A7IsT CAaMOCTOSITe/IbHOM paboThl 00YYarOIMXCSl OCHAIL[eHbl KOMITbIOTEPHON TEeXHUKOW C
BO3MOJKHOCTBIO TMOAK/IOUeHUss K cetd "VHTepHeT" u obecrieueHbl [OCTYIIOM B 3JI€KTPOHHYIO
nH(OpPMaIMOHHO-00pa3oBaTeIbHYIO Cpesy.

IIporpaMMa cocTtaBieHa B cooTBercTBUM C TpeboBanusmMu PI'OC BO 10 Hampa/ieHUIO
noArotroBKu/crietianbHocTH 10.05.02 - MHbopMalioHHas 6e301acHOCTb Te/IeKOMMYHHUKAIJMOHHBIX
CUCTEM.

ABtop(b1): PoTkoB Jleonus FOpbeBrY, KaHAUAAT TEXHAUECKUX HayK, JOLIEHT
T'opbyHOB AsiekcaHip AleKCaHZPOBHY.

3aBenyromuii kageapoii: Potkos Jleonns FOpreBrY, KaHAWAT TEXHUUECKUX HAYK.

ITporpamMmMa oio6peHa Ha 3ace/jJaHUM MeTOANUECKOM Komuccuu ot 18 fekabpst 2023 rofa, MPOTOKOJ
Ne 09/23.
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