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1. MecTo nucuMIIMHBI B cTpyKType OOII

Hucnunnmuna 51.0.15 «MadopmanmonHas 6€30macHOCThY OTHOCHTCS K 00s13aTEIbHOM YacTH.

MecTO IMCHHUILIMHBI B y‘leﬁHOM IJIaHE 06pa30BaTeJ’[LHOﬁ IMporpaMMmabI

brnok 1. [Jucummmmael (Moxynw) | Auctoumimua  B1.0.15 «Mudopmanmonnas  6e30MacHOCTDY
OO0s3arenpHas 9acTh oTHOcHTCcA K obs3aTenbHON yacth OOl HampaBieHUsT TOATOTOBKH
38.03.01 «DxoHOMHKA»

2. HnarmpyeMble pe3yJbTaThbl Oﬁy‘leHI/lﬂ 0 JUCHUIIJINHE, COOTHECEHHDbIEC C IVIAHUPYEMBbIMH

pe3yJbTaTaMM 0CBOeHHsI 00Pa30BaTeJIbHOM MPOrpaMMbl (KOMIIETEHUUSIMH H
HHIHKATOPAMH JIOCTHKEHH S KOMIIETEHIIHI)

I[Inanupyemblie pe3yabTaThl 00y4eHHs M0 TUCHHUILINHE HaumenoBanmue
dopmupyemble (MoyJ110), B COOTBETCTBHYU ¢ MHIUKATOPOM /J0CTHKEHHUSI OIIEHOYHOT0
KoMneTeHuHH (Ko, | KOMIEeTEeHIuH cpelacTBa
coepxaHue HNupukarop PesynbTarel 00yyeHus
KOMIIETEHIINH ) JAOCTHKEHUS N0 TUCHHUILIHHE**

KOMIIeTeHIMU™
(xom, conepxanwe
WHANKATOpa)
[K-3. Cniocoben [IK 3.1. ®opmupyet, | 3HaTh: HOPMATHBHBIE, OPraHU3ALIOHHbIE 3anauw, TecT,
aHaIN3UPOBATH U aHAIN3UPYeT U Cpe/ICTBA 3aIUTHI HHPOPMAIIMH TIPH JICKYCCHS
MHTEPIPETHPOBATH UHTEPIPETUPYET (OpMHUpPOBaHUN OTYETHOCTH, IUIAHOB,
JTAHHBIC (mHAHCOBO- MPOEKTOB XO3AHUCTBYIOIIUX CYOBEKTOB
OTEYECTBEHHOU U HKOHOMHUYECKYIO YMeThb: UCTIONB30BaTh COBPEMEHHEIE
3apyOeKHOM nHpopmanuro CpPe/ICTBA ¥ TEXHOJIOTHH 3aLIUTHI TaHHBIX.
(hMHAHCOBOIA, Bnanets: cpencTBamu coopa, 00paboTKH
OyXranTepcKou u W aHaJIN3a JJaHHBIX C PUMEHEHUEM
MHOI nHpopManum, crcteM MH(OPMAIMOHHON 0€301acHOCTH.
BIABIIATH TeHAeHmK | [1K 3.2. BeisiBrsier 3HaTh: COBPEMEHHBIE CPE/ICTBA H 3amaum, Tecr,
W3MEHEHUS TEH/ICHIIHU 1 BO3MOXHOCTU CHCTEM WHPOPMAIHOHHON JTIUCKYCCHS
SKOHOMHUYECKHUX U HCIIOJIB3YET Oe3omacHocTH Ipu 00paboTKE
COIMAIEHO- pe3yJIbTaThl aHANIM3a | OTYETHOCTH B LIEJISAX HPUHATHS
HKOHOMHYECKHX WHPOPMALTUH ISt YIpaBJIEHYECKUX PEIICHUH
nokasareiel u TPUHSTHS YMeTh: UCTIONB30BaTh CPENICTBA
UCTIONIb30BaTh YIPaBJICHUYCCKUX MH()OPMALIMOHHBIX TEXHOJIOTHIA TIPH
MOJTyYCHHBIC pereHuH penreHnH npopecCHOHATBHBIX 33/1a4.
CBEICHUS JUIS Brnanets: HaBbIkaMu paboThI ¢
TPUHSATHS COBPEMEHHBIMH CHCTEMaMHU
YIPaBIEHYECKUX MH()OPMALIMOHHO 0€301TaCHOCTH NPU
peuieHuit MIPUHATUU YIIPABIEHUYECKUX PELICHUI
OIIK-6 OIlK-6.1 3HaTh: MPUHIHUITEI PaOOTHI COBPEMEHHBIX 3anmaum, TecT,
Cnocoben [Tonnmaer MH(POPMALIMOHHBIX TEXHOIOTUH JUCKYCCHS
IIOHUMATH MPUHITUTIBI pa6OTBI YMeTsh: OmpeacsIATL COCTaB .
IIPHHLAIBL paGOTHI COBPEMEHHBIX npodecCHOHANBHBIX 3a]1ad, pemaeMgm Ha
COBPEMEHHBIX B — gggom MPUMEHEHUS IPUHLUIIOB pabOThI
HHGbOPMATHOHHBIX . PEMEHHBIX WH(POPMAITHOHHBIX
o TEXHOJIOTUM TEXHOJIOTHIA
TEXHOJIOTUH U .
BrnaneTb: HaBBIKOM IPaMOTHOI

HUCIOb30BATE X MOCTAaHOBKU TPOQECCHOHANBHBIX 3a]1ad,
UL pELICHUA 3781 pelaeMbIX Ha OCHOBE TIPUMCHEHHSI
npodeccHoHaTbHOMI NPUHITUIIOB PA0OTH COBPEMEHHBIX
IEeATENBbHOCTH MH()OPMALIMOHHBIX TEXHOJIOTHI

OIIK-6.2 3HaTh: MOPSIOK MPUMEHEHHUS KIIOYEBBIX | 3ajadd, TeCT,

Hcnonszyer NPUHIMIIOB  paboTBl  COBPEMEHHBIX JUCKYCCHS

MH(QOPMALIMOHHBIX  TEXHOJIOTHH M




MPUHIUIBI paOOTHI
COBPEMEHHBIX
MH(POPMALMOHHBIX
TEXHOJIOTUH JUISA
pelieHus 3a1a4
npogeccuoHaIbHON
JeSATeIbHOCTH

pemeHus  3aga4  NMPoECCUOHATBHOM
JESITeTIBHOCTH

YMeTs: HCIIOJIBb30BAaTh KIIIOYCBBIC

TIPUHITATIBT paboThI

MHPOPMALUOHHBIX

COBpPEMEHHBIX
TEXHOJIOTUH g
pereHus npodecCHOHANBHBIX 3a1a4

Brnagers: HaBbIKOM MIPaKTHIECKOTO
WCTIOJIb30BaHMS  KIFOUEBBIX TMPHHIIUIIOB
paboTHI COBPEMEHHBIX HHPOPMAITHOHHBIX
TEXHOJOTHHA  JUIs  peIleHus  3aaad
po(heCCUOHAIBHBIX 3a]1a4

3. CTpykKTypa U coep:KaHHe TUCHUTLIHHBI

3.1 TpyaoeMKOCTb JUCHUIIIMHBI

ouHasi popma 04YHO-3204YHas popMa
o0y4eHus o0y4eHus
OO0mas Tpy10eMKOCTh _ 4 3ET 4 3ET
Yacos 1o yueOHOMY IIaHY 144 144
B TOM 4HcCJIe
ayJAUTOPHBbIE 3aHATHUSA (KOHTAKTHasi padora):
- 3aHATHS JEeKIMOHHOI0 THUIA 32 8
- 3aHATHS CEMHHAPCKOr0 THNA 32 8
( mpakTHYecKHe 3aHATHS)
CcaMoCTOsITeIbHAsA padoTa 42 90
KCP 2 2

HpOMe)KyTO‘IHaH aTrecranus —

JK3ameH - 36

3.2. Conep:kanne TUCIHUNIHHBI
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Tema 1. Teopernueckue 18 17 5 1 5 |1 10 2 8 15
ACTICKTBI
nH(OpMaLMOHHO
6e3omacHoCTH
9KOHOMHYECKHX CHCTEM

Tema2. IToustue 18 17 5 1 5 1 10 2 8 15
HHGPOPMAIHOHHEIX YTPO3 U
WX BHJIBI

Tema 3. l'ocynapctBenHoe | 18 17 5 1 5 1 10 2 8 15
peryiaupoBaHue
nH(OpMaLMOHHO
6e3omacHoCTH

Tema 4.ITonxomsl, 14 19 3 2 3 2 6 4 8 15
MPUHIUIIBL, METO/IbI 1
cpencTBa o0ecTiedeHUs
0e30IMacHOCTH

Tema 5. Opranusanus 22 19 7 2 7 2 14 4 8 15
CHCTEMBI 3aIIUTHI
uHdopmanuu

Tema 6. MeHEIXMEHT U 16 17 7 1 7 1 14 2 2 15
ayJUT CUCTEM
UHPOPMAITHOHHON
0e30IMacCHOCTH

B T.4. TeKynmii KOHTpOIH | 2 2 2 2

[Tpomexxyrounas 36 36
aTTeCTAIHS -

Htoro 144 | 144 32 8 32 | 8 66 18 42 90

[IpakTuueckue 3aHATHS (CEMHUHApCKUE 3aHATUS) OPraHu3yloTCs, B TOM 4ucie B dopme
NPAaKTUYECKOM IOATOTOBKHM, KOTOpas IpeaycMaTpuBaeT YydacTHe OOydyalolIMXCsl B BBINOJHEHUU
OT/IENIbHBIX 2JIEMEHTOB PabOT, CBSA3aHHBIX ¢ OyayIIel MpodecCuOHAIBHON AeTETHLHOCTBIO.

[IpakTHyeckass NOATrOTOBKA MpeArnojiaraeT IIMPOKOE HCIOJIb30BaHWE B Y4eOHOM Ipolecce
AKTUBHBIX U HMHTEPAKTUBHBIX (OpPM MNPOBEAEHHUS 3aHATUN (KOMIIBIOTEPHBIX MPOTPAMM, JEJIOBBIX HID,
pa300op KOHKPETHBIX CHUTyalluil) B COYETaHWU C BHEAYJUTOPHOH paboToil C 1enbio GOpMHUpPOBaHUS U
pa3BUTHS NPOQPECCUOHANBHBIX HABBIKOB CTYIEHTOB. B paMkax JaHHOrO Kypca BO3MOXHBI BCTpEUH C
MPEJICTABUTENIAMU KOMITAHUHN pPa3NuYHbIX (POPM COOCTBEHHOCTH, TOCYNAPCTBEHHBIX U MYHHUIIUIIATbHBIX
OpraHoB.

Ha mnpoBenenne mnpakTHMYECKHX 3aHATHH (CEMMHAapCKHX 3aHATHI) B (GopMe  MpaKkTHYECKOU
MOJATOTOBKUA OTBOAMTCS 4  daca.

[IpakTudeckasi MOArOTOBKA HaNpaBieHa Ha (OPMUPOBAHUE U Pa3BUTHE:

- IPaKTUYECKHX HAaBBIKOB B COOTBETCTBUM C mpodunem OIl: awmarumuueckoti Oesmenvrocmu u
komnemenyuu IIK-3: CrnocobeH aHaIM3MpOBaTh U HMHTEPIPETUPOBATH JAaHHBIE OTEYECTBEHHOW U
3apyOexxHON (PMHAHCOBOM, OYXTanTEepCKOW W HWHOW HMH(OpMAIUU, BBISBIATH TEHICHIIMW W3MEHEHUS
HKOHOMHYECKUX U COLMAIbHO-3KOHOMHYECKHX MOKa3aTeei U MCII0Ib30BaTh MOJyUYEHHbIE CBENCHUS A
MPUHSTHS YIPABICHUYECKUX PELICHHI.

Texylmuii KOHTPOJb YCHEBAEMOCTU pEANIM3yeTCs B paMKax 3aHATHM CEMHHApCKOrO THIIA,
TPYIIIOBBIX WJIM WHIUBHIYATBHBIX KOHCYJIBTAIIHH.

4. Y4eOHO-MeTOIMYECKOe O0ecrevyeHne caMoCTOSITeJIbHOIH padoThl 00ydarommxcst

B XO04€ M3YUCHUA IAUCHUIINIMHBI YACIISACTCI BHHUMAHUC KAaK TCOPCTHYCCKOMY YCBOCHUIO MOHATHUH
nH(popManMOHHOW 0€30MacHOCTH, TaK W MPUOOPETEHUIO, Pa3BUTHIO M 3aKPEIUICHUIO MPaKTHUYECKHX




HaBBIKOB U YMEHHI 10 MCIIOJIB30BAHMIO CIICIIHATU3UPOBAHHBIX HH(OPMAIIMOHHBIX CPEJCTB U TEXHOJIOTHIA
npu opranuzanuu b 5KOHOMHYECKUX CUCTEM.

Ha neknusix packpbIBarOTCs OCHOBHBIE BOIPOCHI PACCMATPUBAEMOM TEMBI, JEJIAIOTCS aKLEHTHI Ha
HauOoJiee BaXKHbIE, CIIOKHBIE M IPOOJIEMHbIE IOJOXKEHHUS H3y4aeMOro Marepuana, KOTOpble JOJIKHBI
OBITh IPUHATHI CTYIEHTAaMU BO BHUMAHHUE.

Ha npaktuyeckux  3aHATHAX, OPHUEHTHPOBAHHBIX Ha MpeAMEeTHyr oOmacte  Oynymiei
npoeCCUOHATBHON  IESATEIBHOCTH CTYACHTOB, BBIOOPOYHO KOHTPOJIUPYETCS CTEIEHb YCBOCHUS
CTYJCHTAMHM OCHOBHBIX TEOPETHYECKMX IIOJIOKEHUH. PaccMmarpuBaercss TEXHOJIOTHA NIPUMEHEHUS
alnapaTHO-IIPOrPaMMHBIX cpelacTB st opranusauuu HWb. Ilpu pemenun mnpakTHYeCcKuX 3aaHui
UCMOJB3YIOTCSl HE TOJIbKO MHCTPYMEHTAJIbHBbIE CpEJICTBA MH(POPMALMOHHBIX TEXHOJIOTMH Ou3Hec-
UHIYCTPUH, HO ¥ METOJIbI ¥ IOHATHS JUCUUIUIMH (PMHAHCOBO-3KOHOMHUYECKOT0 OJI0KA.

ITocne u3ydyeHns KakI0i TEMbI IIPELyCMATPUBACTCS BBINOIHEHUE CTYIEHTAMHU CaMOCTOSITEIIBHON
paboThI C MPOBEPKOW KaK CTEIEHU YCBOSHHS MMH TEOPETHUYECKHX, 3HAHMIA, TaK U 0ObeMa M KadyecTBa
IpUOOPETEHHBIX TPAKTUYECKUX HABBIKOB U YMEHUH.

B xone camocrosiTennbHON paboOThl, MPU MOATOTOBKE K IUIAHOBBIM 3aHATHUSAM, SK3aMEHY CTYICHTBI
aHAJIM3UPYIOT IOCTaBJICHHBIE IpenojaBaTeieM 3afauyd U NpoOJeMbl U C MCIOJIb30BaHUEM Y4eOHO-
METOAMYECKON JIUTepaTypbl, MHPOPMALMOHHBIX CHCTEM, KOMIUIEKCOB W TEXHOJIOTUH, MaTepHaloB,
HalIeHHBIX B I1100aJIbHON ceT IHTepHEeT, HaXOAT MYyTH MX pa3pelreHus..

Jns moCTMKEHUs IOCTAaBJICHHBIX LEJIEW INPEnoAaBaHus AUCLUIUIMHBI PEAIM3YIOTCS CIENYIOLINE
CpPEeZCTBA, CIIOCOOBI M OPraHU3aLMOHHBIE MEPONIPUATHSL:

- U3y4EHUE TEOPETHUYECKOro Marepuana JUCLHUILIMHBI Ha JIEKIUMU C MCIOJb30BaHUEM
KOMIIBIOTEPHBIX TEXHOJIOTH;

- CAMOCTOATENIBHOE U3YYEHUE TEOPETUYECKOI0 Marepuaia JUCHUIUIMHBI C UCIIOJIb30BaHUEM
Internet-pecypcoB, HHPOpPMAIIMOHHBIX 0a3, METOANYECKUX Pa3pabOTOK, CIELUAIBHOW U Hay4HOU
JIUTEPaTypHl;

- 3aKpEIUICHHE TEOPETHUYECKOr0 MaTepuaja IMpU IPOBENCHUM INPAKTUYECKUX 3aHATHH C
UCMOJb30BaHUEM  y4eOHOrO W HAayyHOro OOOpYJOBaHUS, BBINOJHEHUS  MPOOJIEMHO-
OPHUEHTHPOBAHHBIX, IOUCKOBBIX, TBOPYECKUX 3aJaHUN.

CamocrosTenbHas pabora sBiseTcsl Hanbosee AEsTEeIbHBIM U TBOPYECKHM IPOLECCOM, KOTOPBIH
BBITIOJHSAET PSIl IUIAKTUUECKUX (PYHKIIMN: CIOCOOCTBYET (POPMUPOBAHUIO TUATIEKTUYECKOTO MBIIICHUS,
BbIpa0aThIBaE€T BBICOKYIO KYJIbTYPY YMCTBEHHOTO Tpy/Ja, COBEPLIEHCTBYET CHOCOOBI OpraHu3aluu
ITO3HABATEJILHON NEeSATENbHOCTH, BOCITUTBHIBAET OTBETCTBEHHOCTb, LEJIEyCTPEMIIEHHOCTD,
CHUCTEMaTHUYHOCTh M TOCJIE0BAaTENILHOCTh B pad0Te CTYACHTOB, Pa3BUBACT Y HUX OepeXKHOE OTHOLICHUE K
CBOEMY BPEMEHH, CITIOCOOHOCTh JOBOAMUTH IO KOHIIA HA4YaTOE JEJIO.

KoHTposibHBIE BONPOCHI M 3aJaHus JUIsl NPOBEACHUS TEKYIIETO KOHTPOJISI W IIPOMEKYTOUYHOMU

aTTeCTallUH 110 UTOraM OCBOCHHS TUCUHUILIMHBI TIPUBE/ICHBI B 1I. 5.2.

JIns obecriedeHUs] CaMOCTOSITENBHOW PabOThl OOYYArOIIMXCS HCIIONIB3YETCSl AJIEKTPOHHBIE KYpCHI
«upopmarmonnas  6e3omacHoctb»  (https://e-learning.unn.ru/enrol/index.php?id=4715 u https://e-
learning.unn.ru/enrol/index.php?id=4760), co3ganHbie B cucteme 3JeKTpoHHOro oOyuenus HHIY -
https://e-learning.unn.ru/.

5. DoH/T OLEHOYHBIX CPEACTB JIsl MPOMEKYTOYHOM aTTEeCTALMH 10 JUCIUILINHE (MOIYJIIO0),
BKJIFOYAIOIIWH:

5.1.  Onwucanue mKana OLUEHUBAHUS PE3YIbTATOB O0OYUYEHHUS MO TUCIUIUINHE

IlIkana ouennBaHus cpopMUPOBAHHOCTH KOMIIETEHIMIA
YposeHb 1 topmup 1
copmupoBan
MJ10X0 HEeY/IOBJIETBO | Y/IOBJIETBOPH X0pouIo O4YeHb XOPOIIo OTJIMYHO MPEeBOCXOTHO
HOCTH
. PUTEILHO TeJTbHO
KOMIIeTeHIHIT



https://e-learning.unn.ru/enrol/index.php?id=4715
https://e-learning.unn.ru/

(MHIUKATOpPA He 324TeHO 3a4TEeHO
JAOCTHKEHHUS
KOMIIeTeHIMii)
OtcytcTBHE YpoBeHb MunumaneHO | YpOBeHBb YpoBeHb YpoBeHb YpoBeHb
3HAHUH 3HAHWUH HIDKE JIOTTYCTUMBIH 3HAHUH B 3HAHUH B 3HAHUH B 3HAHUN B
TEOPETUYECKO | MUHHMAJIBHBI | YpOBEHBb o0BeMe, oOBeme, o0beMe, o0beMe,
ro MaTepuaia. | x 3HAHUI. COOTBETCTBYIO | COOTBETCTBYIOII | COOTBETCTBYIO | IIPEBBIIIAIOIIE
TpeboBaHUI. JomymieHo meM eM IIporpamme meM M IIPOTpaMMy
34a HeBosmoxHOC | Hmenn mecto | MHOrO nporpamMme MOJITOTOBKH. porpamMme MOJITOTOBKH.
HaHUS
== Tb OLICHUTH rpyObIe HETpyObIX TIOJITOTOBKH. JomymieHo TIOJITOTOBKH,
NIOJHOTY OIINOKH. OIIMOKH. Jonymeno HECKOJIBKO 0e3 ommooK.
3HaHHI HECKOJIbKO HECYIIECTBEHHBI
BCIIEJICTBHE HErpyObIX X OIIMOOK
OTKasa oImubdoK
o0ydaromeroc
sL OT OTBETa
OtcyrcTBHE IIpu pemennu | IIpomemonctp | IIpomemonctp | Ilpomemoncrpu | IIpomemonctp | IIpomemoncTp
MHHUMAIBHBI | CTAaHAAPTHBIX | MPOBAHBI HPOBaHbI BCE POBaHEI Bce HpPOBaHBI BCE HpPOBaHBI BCE
X YMEHUH . 3a1a4 He OCHOBHEIC OCHOBHEIE OCHOBHEIE OCHOBHEIE OCHOBHEIE
HeBo3MOXHOC | IMPOJEMOHCTP | YMEHHSI. YMEHHSI. YMEHHSI. YMEHHS,pene | yMEHHS,.
Tb OLICHUTh HUPOBaHBI Pemenst Pewens! Bce Pewens! Bce HBI BCE Pewens! Bce
HaJIM4Yne OCHOBHEIE THUIIOBEIE OCHOBHEIC OCHOBHEIE OCHOBHEIE OCHOBHEIE
v YMEHHI YMEHHSI. 3a7a4H C 3a7a4H C 3a7a4u . 3a7aqHu C 3a7a4n.
MEHUS
BCJICJICTBUE HETpyOBIMU HEeTpyOBIMU BEIoTHEHBI Bce | OTIEIBHBIMU BeimosHeHBI
OTKaza Nwmenn mMecto | ommbkamm. OIIHOKaMHU. 3a7aHusl, B HECYIIECTBEH BCE 3a/IaHU,
obyuaromeroc | TPyOble BrimonHeHsr BrimonHeHsr TIOJTHOM HBIM B MIOJTHOM
s1 OT OTBETA OHOKH. BCC 3aIaHMS BCe 3aJlaHus, B | 00bEME, HO HEJIOYCTaMH,
HO HE B MTOJTHOM HEKOTOpBIE C BBITIOJTHEHBI obbeme 6e3
TOJTHOM 00BeEME, HO HEJ0YeTaMU. Bce 3amanus B | HENOYCTOB
oOneme. HEKOTOpBIE C TIOJTHOM
HEJI0YETaMH. obBeMme.
OtcytcTBHE IIpu pemienun | Umeercs IIponemonctp | Ilpomemonctpu | Ilpopemonctp | IIponemoHncTp
BJIaJICHHS CTaHIAPTHBIX | MHHUMAJIBHBI | MPOBaHBI POBaHBI MPOBaHEI UpPOBaH
MaTepHaIoM. 3aJa4 He 31 6a3oBbIe 6a3oBbIe HaBbIKH TBOPYECKUH
HeBo3MOXHOC | ITPOJIEMOHCTP HaBBIKH HaBBIKH TOJXOM K
Tb OLICHUTh HUPOBaHbI Habop IIpH PEIICHUN | penieHuro
Hagbixkn N — 6330BEIC HABBIKOB IS | HPH PENICHHH | TIPH PeIeHHH HECTAHIAPTH | gecTaHAApTH
HABBIKOB HABBIKH. peuieHus CTaH/IAPTHBIX CTaHIApPTHBIX BIX 337124 Oe3 BIX 32724
BCJICJICTBUE CTaHJApTHBIX | 3a]a4 C 3amay Oe3 OUIMOOK 1
OTKa3a Mmemn mecto | 3amad ¢ HEKOTOPBIMH ommoOoK 1 HEJ[09YETOB.
obyuaromeroc | TPyobie HEKOTOPBIMH HeJ0YeTaMH HEJI0UEeTOB.
S OT OTBETA OmmOKH. HeIoueTaMu
Ixkana oueHKH NPHU MPOMEKYTOYHON ATTECTALUN
Ounenka YpoBeHb NOATOTOBKH
MPEBOCXO0/THO Bce xommereHiuu (4acTd KOMIIETEHIIMI), HA (OPMHPOBAHHE KOTOPBIX
HarpaBJICHA JUCHUILINHA, C(i)OpMI/IpOBaHBI Ha YpPOBHC HC HUIKC
«IIPEBOCXOAHO», MPOACMOHCTPUPOBAHBI 3HAaHHSA, YMCHUA, BJIAJACHUSA I10
COOTBETCTBYIOIINM KOMIIETCHIIUSIM Ha YPOBHE, BBIIIE IIPETYCMOTPEHHOTO
IporpaMMon
OTJIUYHO Bce xommereHiuu (4acTd KOMITETEHIIMI), HA (OPMHUPOBAHHE KOTOPBIX
3a4TEHO HampaBlicHa JUCIWIUIMHA, C(QOPMUPOBAaHBI Ha YpPOBHE HE HIDKE
«OTJIIUYHO», IPHU ITOM XOTA OBl OJHAa KOMIICTCHIUA C(i)OpMI/IpOBaHa Ha




YPOBHE «OTIHIHO»

O4YeHb XOPOIII0 Bce xomnereHnmu (4acTH KOMIIETEHLWH), HA (HOpPMHpPOBAHUE KOTOPHIX
HalpaBlieHa JWCIUIUIMHA, CPOPMHUPOBAHBI HA yPOBHE HE HIDKE «OYEHB
XOpOIIO», TPU 3TOM XOTA OBl OJHAa KOMHETeHIus chopMHpoBaHA Ha
YPOBHE « OYEHb XOPOIIO»

X0pOIII0 Bce xommereHmmm (4acTH KOMITETEHITHI), Ha (OPMHPOBAHUE KOTOPBIX
HampaBlieHa JUCIHHIUIMHA, C(QOpPMHPOBaHBI Ha YypPOBHE HE HUXKE
«XOpOIIO», MPH 3TOM XOTS OBl OJHA KOMIIETCHIUS C(HOpPMUpPOBAHA Ha
YPOBHE «XOPOIIIO»

yaoBJjeTBopuTes | Bee kommereHunn (4actv KOMNETEHIMH), Ha (HOPMHUPOBAHHE KOTOPBIX
BHO HalpaBl€Ha [AWUCUMIUIMHA, C(OPMUPOBaHBI Ha YpPOBHE HE HIDKE
«yIOBJICTBOPUTEIIBHO», TPH 3TOM XOTS OBl OJHA KOMIICTEHIMS
chopMHpOBaHa Ha YPOBHE «yIOBJIETBOPUTEIHHO

HeyJI0oBJeTBOpUT | XoTd Obl  onHa  KommeTeHmus  cHOpMUpPOBaHa  Ha  YPOBHE

eJIbHO «HEYJIOBJICTBOPUTEIBHO», HH OJHA U3 KOMIIETCHIWH HE CPOpPMHpOBaHA
He 32a4YTeHd HA YPOBHE «ILIIOXO0Y
JI0XO0 XoTs ObI 01HA KOMTIETEHIIHSI COPMHUPOBAHA HA YPOBHE «ILIOXOY»

5.2. TunoBble KOHTPOJIbLHBIE 321aHUsI WM HHBbIE MATEPUATbI, HEOOXOAUMbIE
JJI51 OLIeHKHU Pe3yJIbTAaTOB 00y4YeHHUSI.

5.2.1 KOHTpOJIbeIe BOIIPOCHI K 3K3aMEHY 10 TUCHUIIJINHE «I/IHq)OpMaIII/IOHHaﬂ 0€30IacHOCTb)

Bomnpoc Kon
KOMIIETCHIIMU
OCHOBHbIE TEH/ICHIIUY Pa3BUTHUsI MHPOPMATU3AIMN B YKOHOMHKE. OIIK -6
OCHOBHBIE TOHATHA HHPOPMALMOHHON 6€30I1aCHOCTH B 3KOHOMHUKE. OIIK -6
WudopmanmonHas 6e30macHOCTh B IU(PPOBOI IKOHOMHUKE. OIIK - 6
OkoHOMHUYECKast HHPOpMAIIUs KaK TOBap U 00BbEKT O€30MaCHOCTH. OIIK -6
Cucrema 3amuThl KHPOPMALIUHU H €€ CTPYKTYpa. OIIK -6
HudopmannonHbie yrpo3bl, UX BUABI U TPUIUHBI BOSHUKHOBEHHUS. OIIK -6
WubopManmoHHbIe YTPO3BI 1T TOCYAapPCTBA. OIIK -6
WHubopManoHHbBIE YTPO3EI U KOMITAHUH. OIIK -6
WHupopManmoHHbBIE YTPO36I IS JIHIHOCTH ((PU3HIECKOTO JINTIA). OIIK -6
JeiicTBus 11 COOBITHS, HApYIIAIOIIHE HHPOPMAITHOHHYIO O€30MACHOCTD. OIIK -6
JInyHoCTHO-TIpO(eCCHOHATIbHBIE XapaKTEPUCTHKH U JICUCTBHS COTPYAHUKOB, CIIOCOOCTBYOLIUX OIIK - 6
peanu3anuy HHGOPMAITMOHHBIX YTPO3.
Crioco6b1 Bo3ie#icTBIS HHGOPMAIIOHHBIX YTPO3 Ha O0BEKTHI. OIIK - 6
BremHne u BHyTpeHHHE CyOBEKTH HH)OPMAIIHOHHBIX yTPO3. OIIK - 6
KomnbproTepHsle MpecTymiIeHns U UX KiIacCH()UKAINS. OIIK - 6
Hcroprueckue acneKkTsl KOMIBIOTEPHBIX IPECTYIUIEHUH U COBPEMEHHOCTb. OIIK - 6
CyOBbeKThl ¥ MPUYUHBI COBEPLICHUS] KOMITBIOTEPHBIX MTPECTYIUICHUH. OIIK -6
BpenoHocHble IporpaMMBbl, UX BUABL. OIIK -6
HcTopus KOMIBIOTEPHBIX BUPYCOB U COBPEMEHHOCTD. OIIK -6
I'ocynapcTBeHHOE perynupoBanue HHGpOpMaMOHHOM 0€3011aCHOCTH. OIIK -6
JearenbHOCTh MEX/yHapOIHBIX OpraHu3anuii B chepe nHPOpMaMOHHON 6€301aCHOCTH. OIIK -6
HopmaTtuBHO-TIpaBOBBIE acTIeKTHI B 001aCTH HH(POPMAMOHHOH 6e3omacHocTH B Poccuiickoit OIIK - 6
®denepanuu.
Joxrpuna napopManmonHoit 6e3onacHocty Poccum. OIIK - 6
YTro0BHO-TIPaBOBOM KOHTPOJIb HaJl KOMITBIOTEPHOU MPECTYIMHOCThIO0 B Poccum. OIIK - 6
®enepanpabie 3akoHBI 10 1B B PO. OIIK - 6
ITonutrka 6€30MaCHOCTH M €€ TIPHUHIIUTIBL. OIIK - 6
®parMeHTapHBIN 1 CUCTEMHBIN MTOAXO0/] K 3aIUTe HHPOPMALIUH. OIIK - 6
MerToibl M Cpe/ICTBa 3aIIUTHI HHpOpMaNny. OIIK - 6




OpranuzanuonHoe obecnieuenne Ub. OIIK - 6
Opranuzanys KOHQUIACHIHATLHOTO EI0MPON3BOICTRA. TIK -3

KoMIiekc opraHn3aiMoHHO-TEXHIIECKUX MEPOTIPUATHH 110 00ECTICUSHHUIO 3aITUThl HHPOPMAITHH. IIK -3
HmxeHepHO-TeXHUIECKoe o0ecredeHrne KOMIIbIOTEPHON 0€30MacHOCTH. K -3
OpraHu3alMOHHO-IIPaBOBOI1 CTATYC CIIyXObI O€30MaCHOCTH. K -3
3amuTa undopmanun B HTEpHETE. K -3
DJeKTpoHHas 110YTa U €€ 3aluTa. K -3
3amuTa OT KOMIBIOTEPHBIX BUPYCOB. K -3
«bobHBIE» MOOMIIBHUKN M UX «JICUECHHE). [K-3
[NomynsapHbIe aHTHBUPYCHBIE IPOTPAMMBI M HX KJIacCU(UKAITHSL. K -3
Oprasnu3anysi CHCTEMBI 3aIIUTH HH()OPMAITIH YKOHOMHYECKIX 00BEKTOB. K -3
Kpunrorpaduyeckie MeToab! 3aUTH HHOOPMAIIHH. K -3
OTanbl IOCTPOCHUS CHCTEMBI 3aIUTH HH(OPMAITHH. K -3
Ornenka 3¢ (GeKTUBHOCTH WHBECTUIINH B MHPOPMALMOHHYIO 0€30MIaCHOCTb. K -3
[Tnan obecrieueHns: HeNpepbIBHON pabOTHI M BOCCTAHOBJIECHUS ()yHKIIMOHUPOBAHHUS K -3
ABTOMATH3MPOBAHHOW MH()OPMALMOHHON CHCTEMBI.

VYnpasnenue nHGpoOpManrOHHOH 6€30MaCHOCTH Ha TOCYIapCTBEHHOM YPOBHE. K -3
Aynut Ub aBTOMaTH3UPOBAHHBIX OAHKOBCKHX CHCTEM. [K-3
DNeKTpOHHAs KOMMEPIIHA U €€ 3alInTa. IK-3
MeHeKMEHT U ayJuT HH(POPMAaIJMOHHOW 0€30MacHOCTH Ha YPOBHE MPEATIPUSATHS. [K-3
WudopmanronHas 6€301aCHOCTb MPEIIPHHNMATEIBCKOHN 1ESTETbHOCTH. [K-3
Obecnieuenne HHPOPMAITMOHHONW OE30MTACHOCTH JOJDKHOCTHBIX JIHI. TIK-3

5.2.2. TunoBble 3a1aHus AJ5 OLEHKHU chopmupoBanHocTH KomneTenuuu _OIIK-6

1. Onpenenuts MeCTO W POJb WH(DOPMANMOHHONW OE30MaCHOCTH IMPH HUCIOJIH30BAHUHU JTHYHOTO
KOMIIBIOTEpAa U MOOMIBHBIX yCcTpoWcTB. (OXapakTepu3oBaTh IOCIEICTBUS B3JIOMa BAlllUX JIMYHBIX
AKKayHTOB B COIl. CETSX, 3JIEKTPOHHOM MOYTHI.

2.Bb1 pabortaere Oyxraiarepom-skoHomuctoM. Ilon Bammm normHoM u mapoiieM co cuera
OPEeNNpUATHS YIIIM OOoNbIIME CYMMBI JIEHEI HEU3BECTHBIM KoOHTpareHtaM. llocnencrsus, Bama
OTBETCTBEHHOCTb.

3.Bb1 paboraere knmeHTCKUM MeHemkepoM. C Bamiero koMmploTepa MOXHINEHA KIMEHTCKAs
6a3a. KonkypenTsl mnpemioxunun Bammm kineHTam Oojiee NpUBJIEKaTeIbHbIE YCIOBUS M IIEHBI.
ITocaencTBust. Bama oTBETCTBEHHOCTE.

4.TlpuBenure mnpuUMEpbl HapylmeHUs WHGPOPMALMOHHON 0e30MacHOCTH U3  COOCTBEHHOM
npakTuku. Oxapaktepusyiite nocienctsusa. Kakue nedcTBUS NpeaNpUHUMAIO PYKOBOACTBO Bameit
opranuszanuu? Kak B ganpHelIeM ckiiaablBajgach Kapbepa BUHOBHBIX COTPYAHHUKOB?

Tunosble 3aganus Ajs oueHkn chopmupoBanHocTu komnerenuun _I1K-3_

1.3amura nndgopmauuu ot c6oeB 060py10BaHUS U CJYyUaiiHON MOTepH

1. OTBerbTe Ha Bompoc: «Uto moapasymeBaercss moj cb6oem oOopyaoBaHUA?», «UTO O3Ha4aer
cilydaiiHas nmoteps uHpopMauu?»

2. OnpenenuTe METObI 3aILUTHI

1 mepuoamueckoe apxXMBHUPOBAHUE MPOTPAMM U TaHHBIX. [IpudeM, o CII0BOM «apXHBHPOBAHUEY
MIOHUMAeTCsl KaK CO3JaHue MPOCTON pEe3epBHOM KOMHMM, TaK M CO3/aHUE KOMHM C MpPeIBapUTEIbHBIM
ckatueM (KoMrpeccueit) nHpopmMarn. B mocneaHemM ciaydae HCIob3YIOTCS CIeHaabHbIe TPOrpaMMBbI-
apxuBatopsl (Arj, Rar, Zip u ap.);

2 aBTOMaTHYeCcKoe pe3epBupoBaHue (aiioB. Eciam 00 apXuBUpOBaHHH JOJDKEH 3a00THTHCS cam
MOJIb30BaTeNb, TO MPU HCIHOJIB30BAHUU MPOTPaMM aBTOMATHYECKOTO pPE3epPBUPOBAHMS KOMaHAAa Ha
coxpaHeHue Jroboro (aiina aBTOMaTHYEeCKH AyOnupyeTcss M Qaill coxpaHseTcs Ha JABYX aBTOHOMHBIX
HOCUTEISIX (HampuMmep, Ha JABYX BHHYECTepax). BrIXoJ U3 cTpos OJHOTO U3 HUX HE MPHUBOAMUT K MOTEpE
uHpopmanuu. PesepupoBanne (ailioB MUPOKO UCTIONH3YETCS, B YaCTHOCTH, B OAHKOBCKOM JIEIIe.

3 mepuoauyeckas MpoBepKa UCIPaBHOCTH 000PYA0BaHUS (B YACTHOCTHU - MOBEPXHOCTHU KECTKOTO
JIMCKa) TpU TOMOIM creluaibHbix mnporpamm. Hanpumep: Disk Doctor, ScanDisk . ITomoGubie
IPOTpaMMBbI MTO3BOJISIIOT OOHAPYXKHUTh JePEKTHbIE YUACTKH HA MOBEPXHOCTH JUCKA M COOTBETCTBYIOIIUM
00pa3oM UX TOMETHUTh, YTOOBI TIPH 3aMKMCU WH(POPMAITUN ITH YIACTKHU ObUTH 00O ICHHI.

4 mepuonuyeckas ONTHUMM3aLUs (JepparMeHTalMs) IUCKa IS PAlUOHAIBHOTO pa3MELICHHS



¢aiinoB Ha HEM, YCKOpeHUs pabOThI M YMEHBIIIEHHUS €r0 U3HOCA.

Onpeneante MeTOAbI 3alIMTHI OT CJIAYYAHHOM MOTEpPU WJIM MCKaKeHUs: WHpopManum,
Xpansawelcs 6 Komnviomepe:

1 aBTOMaTM4ecKUH 3ampoc Ha TMOATBEPKICHUE KOMaHAbI, IPHUBOIAIICH K H3MEHEHHIO
COJICPKUMOTO Kakoro-nmubo ¢aitna. Ecnu Bbl XoTHTE ynanuth (aidn win pa3MecTUTh HOBBIM (ailn mox
pEaKTOpbl MO3BOJISIIOT CHENaTh JOKYMEHT JOCTYIHBIM TOJIBKO JJIsl YTEHUS WM CKPBITh (aili, caenas
HEJIOCTYITHBIM €r0 UMsI B ITporpamMmax padoTsl ¢ (aitinamu;

2 BO3MOXXHOCTb OTMEHUTb IOCIeHUE AeHCTBUs. Eciu BBl pegakTupyeTe TOKYMEHT, TO MOYKETe
MOJIB30BAThCsl (PYHKUIMEH OTMEHBI MOCIETHEro JACHCTBUS WM TPYIIbI JSHCTBUN, UMEIOMIEHCS BO BCEX
COBPEMEHHBIX pegakTopax. Eciau Bl OIIMOOYHO yAamwiIn HYXHBIH ¢ailil, TO crnenuaabHble IpOorpaMMsl
MO3BOJIAIOT €r0 BOCCTAaHOBUTH, IIPAB/A, TOJIBKO B TOM Cllydae, KOTJa Bbl HUYETO HE YCIEJIM 3alHUCaTh
HOBEPX yJalleHHoro ¢aiina;

3 pasrpaHuWYeHHE JIOCTyla TOJIb30BaTele K pecypcam (aillloBOl CHUCTEMBI, CTPOTOMY
Pa3JeNIeHNI0 CUCTEMHOTO U MOJIb30BATENbCKOT0 PEKUMOB PaOOThl BEIUMCIUTEILHOU CUCTEMBI.

OtBetbTe Ha Bonpoc: «UTo 03HavaeT 3amuTa HHPOPMALUU OT KPaXKu?»

Omnpexnenute METOABI 3aIIUTH HH)OPMAIIH.

Heo0xonnmble nosicienusi. [lo qaHHBIM aHaIMTUKOB, UCTOUYHUK 80% yrpo3 uH(OpMamoHHON
0€30IIaCHOCTH KOMITAaHUU - 3TO €€ COOCTBEHHBIH mepcoHasl. COTpyIHUKH pabOTalOT € JTOKyMEHTaMH
COCTaBJIAIOLIMMHM KOMMEPYECKYIO0 TalHy, CJIEeI0BaTelIbHO, OHHM IOJY4YarOT BO3MOYKHOCTb HAHECTH
CYIIECTBEHHBI YpOH NPEANPHUATHIO TiepenaBas KOH(DUICHIMANbHYIO WH(POPMAIHI0 KOHKYpPEHTaM,
BBIKJIJIbIBAs B ITyOJMYHBIN TOCTYIl WJIM MPEAOCTABIAA JIIOOBIM 3aMHTEPECOBAHHBIM uLaM. [Ipuuun s
NOJOOHBIX JIEHCTBUH MOXET OBITh CKOJBKO YTOAHO - KOH(MJIHMKT ¢ paboTojmaTelieM, BHEUIHHE YrpO3bI,
IIaHTaX, JKeJaHue 3apaboTaTh U T.1. Bo3aMokHOCTEH TOXKE XBaTaeT - TOKYMEHThl MOYKHO CKOIIMPOBATh Ha
usb-aucK, mocIaTh MO 3JEKTPOHHOM MOYTE HITH MIPOCTO BBUIOKHUTH B UHTEPHET.

3ampeTuTh JOCTYNl K JIOKyMEHTaM, COJEpXalldM KOMMEpPYEeCKyl TailHy aOCOJIOTHO BCeM
COTPYJIHUKAM HEJb3d - BEIb KTO-TO K€ JIOJDKEH MX co37aBaThb M oOpabaTsiBaTh. Ho KOHTponmupoBath
NepCOHAJI UMEIOLIUH T0CTYI K CEKPETHON MH(POpMAIIK HEOOXOUMO.

Cuctems! 3amutsl MHopManuu noctpoeHHble Ha 06a3e (aiiepBOIOB M aHTMBHPYCOB HE MOTYT
3allUTUTh OT XHUIIEHUH (Kpak) KOH(PUIECHUMAIbHON HHQOpPMAIMKU MPEANpUSTHS, COTPYIHUKAMH,
UMEIOIMMU B CUJIY CBOMX CIYXXEOHBIX O0Os3aHHOCTEHl OecHpensTCTBEeHHbIM JOCTYN K CEKpPETHBIM
JaHHbIM. OHUM MPOCTO /71 3TOTO HE NMpeAHA3HAUYEHBI.

B Hacrosimmee BpeMs MOXHO BBIIENUTh CIEAYIOIIME CHOCOOBI  3alIUTBl  OT  KpPaxH
KOH(UIEHIMATBbHOW HH(OPMaLUK COTPYIHUKAMHU:

1. OTKIIOYUTD JUCKOBOIBI, USDh-mopThl, ceTh - 3(PQEeKTHBHOCTH MaKCHMalbHas, 3aTpaTrhl
MHHUMAJIbHBI, HO TPUMEHHUTh MPAKTHYECKHA HEBO3MOXHO - yepe3 USD-MOPTHI 4acTo MOAKIFOYAIOT MBIIIb C
KJIaBHATypol, ceThb sBisgercsi ocHoBoM WT-unpacTpykTypsl HmpeanpusTHs ¥ JOCTYIl B HHTEPHET B
OOJBIIMHCTBE CITyyaeB HYXeH A paboTel. K ToMy k€ BO3MOXHO, YTO COTPYJHHUKY 4acTO HAAO IO
pabote mepeHocuth Ooinbiine 0ObeMbl MH(OpMaIK (He BCs ke MH(opMarus ¢ KOTopoid oH paboTaeT
CEKpETHas ), TaK YTO BO3MOKHOCTh MOJKIF0UYATh USD-THUCKH XKeTaTeIbHO TOXKE OCTABUTb.

2. IlepenaBaemyio B ceTh MH(pOpMAIMIO QWIBTPOBATh aHAIU3ATOpaMH Tpaduka U OIOKUPOBAThH
nepemady cekpetHoil. K cokameHuro, 3TH METOIBI TOASTCS TOJBKO JUIsl (UIBTPAIMM BXOJSIICH
UHpOpPMaLIUK - T.€. 17151 OJJOKMPOBKH BUPYCOB M Pa3BIEKATEILHOIO HApUMep KOHTEHTa. MakCUMyM 4ero
MOKHO JIOCTHYb - 3TO 3alllUTa OT HENpEeJIHAMEPEHHBIX NEHCTBUIl MepcoHaa, BIEKYIIMX CIydalHYIO
yTeuKy cekpeTHoH wuHpopmanuu. OT mnperHaMEepeHHOTo XMIIEHHS KOH(QUACHIUAIBHBIX JIaHHBIX
nonobnoe I[IO He cmacer, T.K. 3alUTy MOXHO oOMaHyTh Hampumep. K ToMy ke ocTaioTcs He
HOJKOHTPOJBHBIMU CHEMHBIE HOCHUTENU (B OCHOBHOM USD-TUCKHM , T.K. NUIIYIIUMHA ONTHYECKUMHU
MPUBOJIAMHU pabOyne MeCTa OCHAIIAIOTCS HE OYEHb YacTo).

3. Pasrpannuenue noctynma K HOpPTaM BBOJAA/BbIBOJA. BONBIIMHCTBO MOAOOHBIX MHpOrpamMm
MpEACTaBISIET cO00# MpocTO rpadudecKkuil HHTEpPEc, ABIMIOMMUICT HAICTPOHKON HA/l CTaHIAPTHBIMHU
sanmTHeIME MexaHudmamu OC  WIindows, KOTOphIii IO3BOJSET YCTaHABIMBATH IpaBa JOCTyNa K
pa3IMYHBIM MopTaMm (Hampumep, USb) s moboro momp3oBarens. DTO peIICHHE TAaKKEe HE JIUIICHO



CephE3HBIX HEJJOCTATKOB:
BO-TIEPBBIX - KOHTPOJb HE PacHpOCTpaHseTCs Ha HHQPOpMAIHUIO, MEepelaBaeMyl0 MO CETH; BO-
BTOPBIX - TIPaBa CTaTHYHBI, T.€. HEBO3MOXKHO PAa3pPEIINTh MOJIb30BATEN0 KOMUPOBATH HA
USb-1rcK HeceKpeTHYIO HH(DOPMAIIUIO U 3alPETUTh KOITMPOBATh CEKPETHYIO.

4. Cucrema 3ammutel Mupopmamuu SecrecyKeeper Corporate - paspabaTeiBajiaCh C y4€TOM
HEJOCTaTKOB TMEpBBIX Tpex crnocoboB. OcHoBHoe HazHaueHue Cucrembl 3amutbl HMubopmanuu
SecrecyKeeper Corporate - mpemoTBpalieHHE HECAHKIIMOHUPOBAHHOTO PACIPOCTPaHCHHS (Kpax U
yTe4eK) KOH(UICHIUATLHON HH(OPMAITUH.

SecrecyKeeper Corporate gaer ciyx6e 6€30maCHOCTH MPEANPUATHS CIICIYIOIINE BOZMOKHOCTH:

pean30BaTh MOJTHOMOYHBIN KOHTPOJIb JOCTYNAa K CMEHHBIM HOCUTEISIM HH(OpPMALIUU, TAKUM KaK

JIMCKETHI, USh- duem-nucku u 1.11.;

OTPaHUYUTH JIOCTYH K KOH(puUIeHIHalIbHON uHpopManuu coTpyaHnukoB WT-nonpasaeneHuit;

pazaensaTh nHPOPMAIHIO, XPAHSIIYIOCS KaKk Ha pab04MX CTAaHIHMIX COTPYIHUKOB, TaK U HA

cepBepax I0 CTENEeHU CEKPETHOCTH;

NPUCBOUTh  KAXJIOMY COTPYAHHUKY TPEANPHUATHS IEPCOHAIBHBIA YpOBEHb JOCTyHa K
KOH(pHICHIIMAIbHON HH(OpMAaIuu;

OTPaHUYUTh HECAHKIIMOHMPOBAHHOE paCIpOCTpaHEHHE KOH(PHICHIMAIbHOH HH(OpMAnu Ha
OCHOBE CTETIEHU CEKPETHOCTH JaHHBIX U YPOBHEH NOCTyMa COTPYAHHUKOB;

JUHAMUYECKH PETYJIHPOBATh MPaBa JOCTYIA COTPYIHUKOB K yCTPOHCTBaM NepeHoca HHPOPMaLuu
(muckeTsl, USh-mucku, WHTEpHET) B 3aBUCHMOCTH OT YPOBHS JOCTyNa COTPYAHHKA W YpPOBHEH
CEKPETHOCTH JIOKYMEHTOB C KOTOPBIMH BelleTcs paboTa;

MPEIOCTABIATH JaHHbBIE M0 padoTe ¢ KOH(PUICHIMATBHOM HH(OpMAaLIUEH.

Ha mo6oii ¢aitn MOXHO YCTaHOBUTH METKY KOH(UICHIMAIBHOCTH - rpud (oOmemocTymHas,
ciyxeOHasi, CeKpeTHas);

['pud MoxkeT OBITH yCTAaHOBJICH Ha MH(POPMALUIO OCTYN K KOTOPOW NMPENOCTABISIETCS 1O CETH
(ymaneHHO), TaKyl0 Kak HanmpuMmep 0a3bl JaHHBIX, KOPIIOPATUBHBIE HHTEPHET-TIOPTAJIBI U T.1I.

Jlnst cOTpyTHUKOB BBOJSTCS CIEAYIOIINE YPOBHHU JOCTyMa (KaKIbId U3 KOTOPBIX TAKKE MOMKET
MIPUHUMATh 3HAUYEHUS - OOIIEIOCTYITHAS, CITy)KeOHast, CEKpETHas):

YpOBEHB JIOCTyNa K WH(OpMAIUU - ONpeaenseT K nHOopMalluu ¢ KaKUM MaKCUMaJIbHBIM TpuQoM
MOYET MOJYYUTh JOCTYI COTPYIHUK;

YpOBEHb JOCTYNa K CETH - OmpeaenseT HHPOpPMAIHMI0 C KAaKUM MaKCHUMAalbHBIM TpuQoM,
COTPYAHUK MOKET Iepe/iaTh B CETh;

YpOBEHBb JIOCTyMa K CMEHHBIM HOCHUTEINSIM - OmpenaesseT WHGOpMaIHI0 C KaKUM MaKCHMaIbHBbIM
rpudoM, COTpYAHUK MOKET CKOTUPOBATh HA CMEHHBIM HOCUTEITh.

5.2.3. TunoBble NpaKTHYECKHE 32IaHUS 15 OLeHKH copmupoBaHHocTH KomneTeHuun__ OIIK-6_
1. Kak no otHomenuro k nadopmaruu Bamiel opranuzanuu BeayT ce0si KOHKYpUPYIOIIHE GUPMbI?
[TeITatoTCst 1M OHM 3aMOIyYUTh BaXxKHYI0 HHPopManuo? KakuM 06pazom 3T0 mporUCcXouT?

2. Caiit ¢pupmbl. YTo JOMTyCTUMO Ha HEM pa3MemiaTh? YMECTHO JIM pa3MelIaTh 00pasibl JOTOBOPORB?

Brickaxute Bame mHenue. Kak celiuac B ycioBusAxX kpu3uca pazMeniarsh npaiicsl? C MUHMMaIbHOU
LeHOM OT Kakoi To cymMbl? [ToscauTe Bamy nosunuro.

3. Hekas ¢upma pemmna ToproBaTb TeM e aCCOPTMMEHTOM 4YTO M Bamia ¢pupMma. 3amnpaiinbaeTt
npaiic y MocTaBUIMKA, IPOrPAaMMHUCTBI TOJHOCTHIO KOMUPYIOT Balll MHTEPHET-Mara3uH, MEHSIIOT TOJIbKO
IJIaBHYIO CTpaHuLy cairta. Kak aTo npenynpeauts 3apanee? Onuimunre Bamm neficTBus.

4. YV Bac mnebonbmas ¢upma. Bux npedarenpHocTH npuaymaite camu. Kak  yrpossl
UH(POPMALIMOHHOM 0e30MacHOCTU Ballel AesTeNIbHOCTH Bbl npexanonaraere? Kak Bl Oyaere 3aluiiarh
uH(popmanuo?

5. UT-cnenmanuct Bameil pupmbl. Kak Bel Oyznere padorats ¢ HuM? [lo goroBopy? Bo3bmere ero B
mrar? Kakue 00sS3aHHOCTH BBI JJIi HETO MPEAYCMOTPHUTE C y4eTOM TpeOoBaHUN HH(POPMAITMOHHOMN
6e3omacHoctu? bromker orpannueH. Ha 4To BeI IutaHupyeTe MOTPAaTUTh JACHBIH B MEPBYIO OYepeb Ipu
corpynaudectBe ¢ UT-cnennanucrom?



6. Ha xakoii mnardopme Bbl Ob1 MOpyUmiIn pa3padboTars cailtT komnanun? OOOCHYWTE pelIeHue.
OtBeTbhTe Ha Bonpoc: «UTo Takoe KOMIIBIOTEPHBIN BUPYC?».

HazoBuTte pasHOBUAHOCTH BUPYCOB

OmnpenenuTe METO/IbI 3AIUTHI OT BUPYCOB.

HeoOxonumble mnosicHeHus. KoMIBIOTEpHBIM BHpPYCOM HAa3blBacTCA CHELUAIBHO HalMCAHHAS
porpaMma, CrIiocOOHasi CaMOCTOATEBHO CO3[aBaTh CBOM KOIMHU M BHEIPATHCS B JIPYTHe MPOTPaMMBI, B
CHUCTEMHBIE 00JacTH JUCKOBOM MaMATH KOMIIBIOTEPA, PpACIpPOCTPAHATHCS IO KaHajlaM CBS3H.
OTnuuuTenbHOM 0COOEHHOCTHIO KOMIBIOTEPHOTO BHpYCa SBISETCA MaJCHBKUI 00BEM MPOrpaMMHOIO
KoJa

Hanpumep, Bupyc MOKeT BCTaBUTh ce0sl B HA4aJI0 HEKOTOPOH MPOrpaMMBl, TaK YTO KaXIblii pa3 mpu
BBINOJIHEHUH 3TOM MPOrpaMMbl NEPBbIM OyJeT aKTUBU3UPOBATHCS BUPYC. Bo BpeMs BBINOIHEHUS BUPYC
MOKET IIPOU3BOAUTH HAMEPEHHYIO IIOpUY, KOTOpask celdac K€ CTAaHOBUTCS 3aMETHOM, UJIU IIPOCTO UCKATh
JIpyTrHe IporpaMMbl, K KOTOPBIM OH MOXET IIPUCOEIMHUATH CBOU KOMMM. Eciu «3apak€HHas» porpaMma
OyZIer nepenaHa Ha Jpyroil KOMIIBIOTEP Y€pe3 CETh WM JIUCKETY, BUPYC HAYHET 3apa’kaTh IPOrpaMMbl Ha
HOBOM MalllMHe, Kak TOJbKO OylIeT 3amylleHa NepeAaHHas Iporpamma. TakuM crmocoOoM BHpYC
IIEPEXOUT OT MAILMHBI K MalIMHE. B HEKOTOPBIX CIIy4astX BUPYCHI
[IOTUXOHBKY
Koaconduinatss BHpycos | Caemue pacrpoOCTPAHAIOTCA Ha

‘ JIpyrue mporpaMMsl U HE

Danionne MIPOSIBIISIIOT ce0s, TIOKa HE
§ FLR peae = . HpOH?:OﬁI[éT
SR Far pyrostne OIIPECACIICHHOC CO6I>ITI/IG,
Harpumep, HACTYIUT
HoxyMermiec 3aJaHHas 1aTa, HayuHas
) ~__ Cc KOTOpoil oHM OyayT
«pa3pyuiaTrb» BCE BOKPYT.
PasnoBugnocren

= KOMIIBIOTEPHBIX BHUPYCOB
Hepewaenthue OYEeHb MHOTO.
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Ilo cpede obumanus supycos.

Cemegvle 6upycbl WCIONB3YIOT MJISi CBOErO PAacHpOCTPaHEHUS KOMAaHIbl W TMPOTOKOJIbI
TEJIEKOMMYHHUKAIIHOHHBIX CETEH.

Qaiinosvie supycyl 4aie Bcero BHeapsioTcsa B ucnoiaHsiemMble (ailiibl, UMEIOIINE pacIIMpEeHUe
.€Xe ¥ COT, HO MOTYT BHEIPSATHCSA U B (ailiibl C KOMIIOHEHTaMH ONEPAIMOHHBIX CUCTEM, JpaiBephl
BHEIIIHUX YCTPOWCTB, OOBEKTHBIC (pailibl U OMOIMOTEKHU, B KOMAaHJIHBIC MakeTHbIC ¢aiibl. [Ipu
3alycKe 3apakeHHBIX MPOrpaMM BUPYC Ha HEKOTOPOE BpeMs IOJy4aeT YIpaBlIe€HHE U B ITOT
MOMEHT MPOU3BOJUT 3aIUIAaHUPOBAHHbIC AECTPYKTHUBHBIC ICHCTBUS U BHEAPEHHE B Ipyrue Qailyibl
IPOTPaMM.

3aepyzounsie 6upycbi BHENPSIOTCS B 3arpy304HbIA CEKTOp MJUCKEThl WM B TJIaBHYIO
3arpy304HYIO 3aIUCh JKECTKOIO AMCKaA. Takol BHUpPYC M3MEHSET IIPOrpamMMmy HadaJbHOW 3arpys3ku
OTEpAI[MOHHON CHCTEMBbI, 3amyckas HeoOXOAMMbIE MJii HapylleHHs KOH(UACHINAIbHOCTH
POTPaMMBbl WJIM TIOJMEHSS, 7Sl STOU K€ IIeTIH, CUCTEMHBbIE (Daiiiibl, B OCHOBHOM 3TO OTHOCHUTCS K
daitnaM, o0ecreunBaOIIUM JOCTYII [T0JIb30BATENCH B CUCTEMY.

Hoxymenmuvie 6upycel (Maxkposupycwvl) 3apa)kaloT TEKCTOBbIE (ailyibl PEeJaKTOpPOB MU
ANIEKTPOHHBIX TaOJHUII, UCIOIb3YsI MAKPOChl, KOTOPbIE COMPOBOXKIAIOT TaKue JOKYMEHTHL. Bupyc
AKTUBU3UPYETCS, KOT/Ia JOKYMEHT 3arpy»aeTcsi B COOTBETCTBYIOIIEE IPUIIOKECHHUE.

Ilo cnocoby 3apadicenus cpedvl 0bumanus

Pe3uoenmuvie 6upycei TOCIE 3aBEpUICHUS WHQHUIMPOBAHHOW MPOTPAMMBI OCTAIOTCS B
OMEpaTUBHOM TMaMATH M MPOJOJDKAIOT CBOM JECTPYKTUBHBIE JEHCTBHUS, 3apaxkas Apyrue
UCTIOJTHAEMBIE TIPOTPAMMBI, BIUIOTH JI0 BBIKIIIOUEHHUS KOMITBIOTEPA.

Hepe3uoenmuvle 6upycevl 3alyCKalOTCSl BMECTE C 3apaXCHHOW MPOrpaMMOM U yIalSIOTCs U3
IIaMATH BMECTE C HEW.

1o ancopummam @yHkyuornuposanus

Iapazumupyrowue 6upycbi — 3TO BUPYCHI U3MEHSIOIINE COJEPKUMOE 3apAKEHHBIX (aiiIoB.
OHu 7erko OOHApYKMBAIOTCS M yHANSIOTCS U3 (Qailia, Tak Kak MMEIOT BCErJa OJUH M TOT Ke
BHEJIPSAEMBII IIPOIPAMMHBINA KOI.

Tposanckue Konu — BUPYCBI, MacKUpyeMble IOJ TOJE3HbIE MPOrpaMMbl, KOTOPBIE OYEHb
X0YeTcsi MMETh Ha CBOEM KommbioTepe. Hapsiay ¢ mone3HbpIMH (YHKIHMSIMH, COOTBETCTBYIOIIUMHU
yCTAQHAaBJIMBa€MOW NpPOTrpaMMe, BHPYC MOJKET BBINOJHATH (YHKIMH, Hapyliarolme padoTy
CHUCTEMBI, WJIK cOOMpaTh nHPOpMaIuo, 00padaTbIBa€MyIO B HEM.

TposiHell — 3TO pa3HOBUIHOCTh BUPYCA-4epBsl, KOTOPBIM MOKET 3HAUNTENILHO MOBpeAUTh Bar
1K, HacTOJBKO CEpbE3HO, YTO MOXKET CIIOMaTh Ball KoMIbroTep 3a c4eT OOLIMPHOIO NOBPEXKACHNUS,
KOTOpPOE MOKET ObITh HEOOpaTHMMbIM. A Tak e TPOSHIBI CTHPAKT KECTKUH TUCK, MOCHUIAIOT
HOMEpa W Tapoiu Bammux KpeaWTHBIX KapTOYEK MO COOTBETCTBYIOIIEMY aAPECY, HCIOIB3YIOT
KOMITBIOTEP B MMPOTHBOIPABHBIX IIEIIAX.

TposiHckuit KOHBb Mmon Ha3BaHuem Spy Sheriff 3apa3zun MWIIHOHBI KOMIBIOTEPOB MO BCEMY
Mupy. DTOT BHpYC rpynmnupyercs kak malware, T. e. 3moBpeaHoe nporpaMmuoe obecriedenre. Ha
KOMITBIOTED U €r0 CUCTEMY OH HE€ OKa3bIBaeT BJIHMSIHHE M HE HAHOCHT € Bpela, HO BBIHYXIAeT
HOSBIATHCS BCIKMM HEMOHSATHBIM BCIUIBIBAIONIMM OKHaM. [lodTu Bce Takue OKHa BBINIAIAT Kak
COOOIICHNE OT CHCTEMBI, COOOIICHHS, KOTOpBIE HANPSMYIO 3asBISIFOT O TOM, 4TO BBl 00s3aHBI
YCTAaHOBUTh TO, WJIM HWHOE IMpOorpaMMHOe oOecredeHrue. BOoNbIIMHCTBO aHTUBHUPYCOB HE B
COCTOSIHUM OOHApyXWTh W YHIHTh O3TOT BHPYC. OJTOT BHUPYC JACPKUT TOJ KOHTPOJIEM
COCTaBJIAIONINE, KOTOPBIE YIPABISAIOT (YHKIMEH BOCCTAHOBJIEHUS CHCTEMBbI, HMEHHO IO3TOMY C
MIOMOIIIBIO 3TOH (QyHKIMK ynanuTh Bupyc Spy Sheriff e ynacrcs. [Topoit TpostHCKHE MpOrpaMmbl
MOTYT HaXOJWTBCS B apXHBax, KOTOpPble BHEUIHE BBITJAAT Oe3omacHbIMU. OtTaenbHble TposHbBI
MPUMEHSIOTCSI TPECTYITHUKAMHU ¥ MOIIIEHHUKAMH TSl yIAIEHHOTO yIpaBiIeHHs] KOMITbIoTepoM. OHH
TaKXe UCIOJIB3YIOTCS JJIS B3JI0Ma U XaKePCKOM aTakKh KOMIIBIOTEPHBIX CUCTEM.

Yepswb - ITO TIporpamMma, O4eHb IMoX0Xkast Ha BUpyc. OH CIIOCOOCH K CaMOBOCIPOHM3BEICHUIO U
MOYKET MPHUBECTH K HETaTMBHBIM IOCIEACTBUAM s Bameit cuctembl. OqHaKko Ui pa3sMHOXKEHUS
4epBsM He TpeOyeTcs 3apaxkaTh ApyTrue (aiiibl.

YepBu, B OTIMYME OT BHUPYCOB, INPOCTO KOMUPYIOT ce0s, MoBpexnaas (¢aiibl, HO




PENpOayIIUPOBAHUE MOKET MPOUCXOJUTh OUYeHb OBICTPO, CETh MEPEHACHIIIACTCS, YTO MPUBOIUT K
paspymiennro mocienneid. Hekoropele u3 HamboJiee TMeYalbHO WM3BECTHBIX YEpPBEU BKIIIOYAIOT
(oObryHO MOCHUTatOTCS Yepe3 MuTepuer): | Love You, Navidad, Pretty Park, Happy99, ExploreZip.
Jlis pacripocTpaHeHMsl, YepBU HUCIOJB3YIOT JIMOO YSI3BUMOCTh Ha LIEJIEBOM cucreme, 1ub0 0oOMaH
II0JIb30BATENS I UX 3amycka. UepBb MonajaeT B KOMIIBIOTEP 4epe3 YSA3BHUMOCTb B CHUCTEME U
UCMONb3YyeT (YHKUMU mepeMenieHus (aiinoB wim MHGOpPMALUMU B CUCTEME, YTO MO3BOJIAET €My
NepeMenaThCs U 3apa)kaTb KOMIIBIOTEPHI 0€3 TOCTOPOHHEHN TOMOIIH.

bomur

"Bot" - mpousBogHOE OT ciioBa "poOOT" W mpeAcTaBiseT cOOOW aBTOMATU3MPOBAHHBIN
polecc, KOTOpbIH B3aUMOJEHWCTBYET C JAPYTUMH CeTeBbIMH ciayxk0amu. bBoTel uacTo
ABTOMATH3UPYIOT 33aJaud M MPEJOCTaBICHUS HMH(DOpPMAIMK W YCIyr, KOTOpble MOTJIH Obl
IPOM3BOIUTHCS YEJIOBEKOM. THUIMMYHBIM MCIOJIB30BaHUEM OOTOB sIBIIsI€TCS cOOp HH(pOpMALUU
(HarpuMmep, cKaHep MOUCKOBOM CHUCTEMBI, UIYIIUN HOBBIE CailThl), a TaK € aBTOMAaTU3UPOBAHHOE
B3aMMOJICIICTBHE C 4YEJIOBEKOM (HampHUMep, aBTOOTBETYMK B achbke WJIM OOT paccKa3bIBArOIIUI
AHEKJIOTHI).

BoTbI MOTYT HCHOIB30BATHCS KaK B XOPOLIMX, TaK U B MJIOXMX LesiX. [[pumepoM HEe3aKOHHBIX
JEHCTBUI MOXET CITYy>KUTh OOT-HET (ceTh O0TOB). BpemoHOCHBIH 00T pacrpocTpaHsIeT BPeJOHOCHOE
1O, xoTopoe 3apakaeT KOMIbIOTEPH! U MOJKIIOUAET UX Yepe3 O3KI0phI K LIEHTPAIbHOMY CEpBEPY
yIpaBieHUs, KOTOPBIA MOXKET YIPABIATh BCEH CEThIO B3JIOMAaHHBIX yCTpoucTB. Mcmonb3ys 00T-HeT
3JI0YMBIIIJIEHHUK MokeT coBepiiath DDOS-ataku Ha cailiThl miu cepBepa KOHKYPEHTOB WM IO
3akazy. DDOS-arakum mpencraBisior  co0oil  OMHOBPEMEHHOE  OTPOMHOE  KOJHYECTBY
0ECCMBICIICHHBIX 3allpoCOB Ha CEpBEp, HCXOAALIMX OT MHOYKECTBA YCTPOMCTB (3apakKeHHBIX
KOMIIBIOTEPOB), UTO MPUBOAUT K MEPErpy3Ke U 3aBUCAHUIO CEPBEPA U HEBO3ZMOKHOCTU HOPMAJIbHOMN
paboThI M miepeayn HHGOpMaIK (HampuMep, CaiT nepecraet padoTaTh).

B nononnenue Kk 4epBeoOpa3HOM CIOCOOHOCTH CaMOPACHpPOCTPAHATHCA, OOTBI MOTYT
3allMCBIBATh HAXaTHs KJIABMIL, KPAacThb Mapoyiyd, cooupars (PUHAHCOBYIO MH(OpPMAIHIO, COBEPIIATD
DDOS-araku, pacceiiaTh craM. BOThI UMEIOT BCe NPEHMYIIECTBA YEpBEH, OJHAKO Ooiee
YHUBEPCAJIbHBl U KpOME TOT0, OOBEJUHEHbI B CE€Th, KOTOpas IMO3BOJSET KOHTPOJIMPOBATH
3apaK€HHbIE KOMIIBIOTEPHI U COBEpLIATh ONpPEJIEICHHbIE JEHCTBUS MO KOMaHAE ¢ KOHTPOJIBHOIO
nertpa. CozfgaBast O’KAOpbI OOTHI MOTYT 3arpykaTh Ha KOMIIBIOTEp JApPYrHMe BpEIOHOCHBIE
MPOrpaMMbl, KaK BUPYCHI UM YEPBH.

BoTbl B GONBLIIMHCTBE CIIyyaeB CTaparOTCd HUKAK HE MPOSBIATH ceOs Ui IOJIb30BaTes,
[I03TOMY OIIO3HATh, YTO KOMIIBIOTEP 3apakeH ObIBAET HEMPOCTO.

Takum 00pa3oM BpeOHOCHBIE OOTHI SBIISIOTCS HauboJee ONAaCHBIMU C TOYKH 3PEHHS 3aLUThI
uH(poOpMallMK, TaK KaK OHM HE TOJbKO CAMU pPACIpPOCTPAHSIOTCS M PaCHpPOCTPaHSIOT JPyroe
BpenoHocHoe [10, HO 1 crnocoOHBI COBEPILIATh CBOU JIEHCTBHS 110 KOMaH/I€ U3 BHE.

Oxcennoumst (Exploit)

OKCIUJIONT SBJSIETCS 4YacThbi0 MPOTPaMMHOI0 0oOecreueHusl, KOMaHAaMU MM METO/0JIOTuel,
KOTOpasi HalleJleHa Ha B3JIOM KOHKPETHOW YS3BUMOCTHM O€30IacHOCTH. OKCIUIOMTBHI HE Bcerja
001ajaloT BpPEAOHOCHBIMH HamepeHHssMU. OHHM HMHOTJA HCIOJIB3YIOTCS TOJBKO KakK CIOco0
JEMOHCTpAllMM TOTO, YTO CYIIECTBYET YS3BUMOCTb. TeM HE MeHee, OHM SBISIOTCA OOIIUM
KOMIIOHEHTOM BPEJOHOCHBIX IIPOTPaMM.

Barooper (Backdoor)

Bbaxnop (mocnoBHO "3anHAS aBepp" MM "depHBIA XOA'"') - 3TO HEJOKYMEHTHUPOBAHHBIN IYTh
JocTyna K CHCTEME, MO3BOJISIONIUN 3J0YMBIIUIEHHUKY MNPOHUKHYTH B CHCTEMY 3apa)KEHHOTO
KOMITbIOTEpa U ynpasiatsk eid. TposH Gaxmop (Trojan.Backdoor) mpu 3amycke kak pa3 OTKpBIBaeT
TOT caMblii "depHbId xox". Kak mMpaBuiio 370YMBIIUIEHHUKA HCHOJB3YIOT O3KIOpbI s Oosee
y100HOTO M TOCTOSIHHOTO JIOCTYTIa K B3JIOMAaHHOU cucteme. Yepes3 3TOT YepHBIN XOJ1 3aKaunuBaeTcs
HOBOE€ BpenoHocHoe [10, BUpycChl 1 yepBH.

Bupycvi-nesuoumku  CIOCOOHBI ~ NpATaTbCd MNpPHU  MOMBITKAX UX OOHapyxkeHus. OHuU
NepPEeXBaThIBAIOT 3allPOC aHTUBUPYCHOM MPOTrpamMMBbl U IMOO BPEMEHHO YAANSIOTCS U3 3apaKE€HHOT0
daiina, 1100 MOACTABIISAIOT BMECTO ce0sl He3apaKECHHBIE YYaCTKU MPOTPAMMBI.
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Mymupyrowue upycbi IEpUOJTUYECKU U3MEHSIOT CBOM MPOTrpaMMHBINA KOJ, YTO AEJaeT 3a/1aqy
oOHapy’KeHHsI BUPYCa OYEHb CIIOKHOM.

Perumnkaropsl  (BUPYCHI-PEIUIMKATOPBI), OHU JKE€ CETEBBIE UEPBH, IPOHUKAIOT Yepes3
KOMITbIOTEPHBIE CETH, OHU HaXOJAT aJipeca KOMIIBIOTEPOB B CETH U 3apaKaloT MX.

Coznlanue, HUCIOJIB30BAHUE U PACIPOCTPAHEHHE BPENOHOCHBIX IporpamMMm i OBM B PO
ABJISICTCS IPECTYIUIEHUEM.

Cnoco0bl 3alIMTHI OT BUPYCOB

3nech 2 (PEeKTHBEH KOMILIEKC MEpP, BKIFOYAIONIUI B ce0s MpoduIakTHIecKue (MCIOoJIb30BaHNE
AQHTUBHUPYCHBIX MTPOTPAaMM) U OOILME METO/IbI 3AIHUTHI.

JUisd 3amuTel OT BPEJOHOCHBIX IPOrpaMM HEOOXOAUMO CBOEBPEMEHHO OOHOBIATH YXKe
ycraHoBieHHOE [10 (0OHOBIICHUSMH, BBIMTYIICHHBIMHA TPOU3BOIUTENSIMH), IPUMEHSAThH MPOTPaMMBbI
KOHTPOJIS1 pabOThI C CETSIMU — OpaHIMaydphl.

Bbpannmaysp (firewall), mexcereBoit skpaH — 3TO CPEICTBO, BBIMOJHSIONICE (PHIBTPAIHIO
BXOJSIEH M ucxondied MH(OpMalUM Ha OCHOBE HEKOTOPOH CUCTeMbl IpaBui. MHHHMMAalbHO
HeoOxoauMmasi GyHKIuUS (KOMIIOHEHT) OpaHaMayspa — IMaKeTHBIA (QUIbTP, KOTOPBIH aHATH3HPYET
[aKeTbl M HA OCHOBAHUU JIAHHBIX 00 ajipece OTIIPABUTENSI U/WIIH [0JIydaTessi, HoMepa IpHII0KEHHsI -
OTIIPABHUTENS W/WJIM TIONydaTelisi, CTaTryca OTIPABIIIEMOrO IaKeTa NPOIYCKAeT WM OTKIIOHSET
nakeT. Takoil OpaHaMay3p COCOOEH clienaTh y3€J CETH CYIIECTBEHHO MEHEE «3aMETHBIM», 3a CUET
TOTO, 4YTO OH IIEPecTaeT OTBEYAaTh HAa HE CAHKIMOHMPOBAHHBIC TIOJH30BATEIEM TIOMBITKA
coeauHeHus. bpanaMayspsl, 3alUINAONIMe HHAMBUAYAIBHBIX 10JIb30BaTeNeil 1 HeOObIINE CETH,
peamu3yloTcs B BHJE Kak anmapaTHBIX CPEICTB, TaK W MPOrPAaMMHBIX MPOJYKTOB,
ycraHaBnuBaeMbIx Ha [1K.

Jis  MCKIIIOYEHUsT TPOHMKHOBEHHSI BHPYCOB 4Yepe3 CHhEMHBIE HOCHTEIH HEOOXOIMMO
OTPaHUYUTh YMCJIO I0JIb30BATENeH, KOTOphlE MOTYT 3allMChlBaTh HA KECTKUH IUCK (ailibl U
3alycKaTtb MpOrpaMMBl  CO CBEMHBIX HocuTedeid. OOBIMHO O3TO TMpaBO JAETCS  TOJIBKO
aJIMUHUCTpATOPy cucTeMbl. B 00s3arenbHOM MOpSAAKE MPH MOAKIOYEHUH CHEMHOIO HOCHTEJS
CleyeT IPOBEPATH €r0 CHELUAIbHON AaHTUBUPYCHOM IIPOIPAMMOM.

Knaccudukanusi aHTHBUPYCHBIX CpPelICTB

Jnst oOHapyKeHHs] W yAaJeHHS KOMIBIOTEPHBIX BHPYCOB pa3pab0TaHO MHOTO Pa3IHYHBIX
IporpaMm, KOTOPbIE MOKHO pa3JelIuTh HA MOHUTOPBI, AETEKTOPBI, PEBU30PHI, (PUIBTPHI, JOKTOpPA U
BaKIWHBI.

MOHUTOPBI TOCTOSHHO HAXOJATCA B MAMATH KOMIIbIOTEPA M OCYIIECTBISAIOT aBTOMaTHYECKYIO
NPOBEPKY BCEX HCIIONB3YEMbIX (ailioB B MacimTabe peasbHOrO BpeMEHHW. Paznmyarorcs Tpu
OCHOBHBIX THIIA MOHHUTOPOB: (haillIoBble MOHUTOPBI, MOHHUTODPBHI JJsl TOYTOBBIX MPOTPaMM U
MOHHUTOPBI /IS CTIEUATBHBIX MTPHIIOKEHHH.

JerekTopbl ((parm) OCYIIECTBISIIOT IMOMCK KOMIBIOTEPHBIX BHUPYCOB B HaMsiTH M IpH
0OHapyXeHHH COOOIIAI0T 00 3TOM IOJIb30BATEIIIO.

PeBH30pBI BBHINOIHAIOT 3HAYUTEIBHO OOJI€e CIOXKHbIE JIeHCTBUA JUIsl OOHApYKEHUsI BUPYCOB.
OHM 3allOMHHAIOT WCXOJHOE COCTOSHHE IIPOrpaMM, KaTajlorOB, CHCTEMHBIX oOjacteil u
NEPUOJIMYECKH CPABHUBAIOT UX C TEKYIIUMH 3HaueHUsAMH. [Ipy M3MEHEHUM KOHTPOIMPYEMBIX
apaMeTpoB PEBU3OPHI COOOIIAIOT 00 3TOM MOJIB30BATENIO.

@uabTPbl  pacloyiaraloTCs  PE3UJCHTHO B  OMNEpPaTHBHON MaMATH  KOMIIBIOTEpa H
"MmepexBaThIBAIOT" T€ OOpalIeHHs K ONEPAIMOHHOW CHUCTEME, KOTOpbIE HCIOJB3YIOTCS BHUPYCaMHU
JUIS Pa3MHOXKEHUS 1 HAaHECEHUs Bpe/a.

JIOKTOpa SIBIISIIOTCS CaMBbIM PAcIpOCTPAHEHHBIM THIIOM AHTHBHPYCHBIX MPOTPaMM. OTH
IpOrpaMMbl HE TOJIBKO OOHApYXHBAIOT, HO M YIAISIOT BUPYCHBIH KoJ M3 (ailma — «ieyaT»
nporpaMmel. JJokTopa crocoOHbI 0OHAPYKUTH U YAAITHTH TOJIBKO W3BECTHBIE UM BUPYCHI, TOITOMY
UX HE00XO0IMMO MEPUOTUIECKH, OOBIYHO pa3 B MECsLl, OOHOBIIATE.

BakuMHbI — 5TO aHTUBUPYCHBIE TIPOTPAMMBI, KOTOPbIE TaK MOAUGMUIUPYIOT (Bailsl HITH JHCK,
4YTO OH BOCHPUHUMAETCS TNPOTrPaMMON-BUPYCOM YK€ 3apaXeHHbIM U I03TOMY BHUpPYC He
BHE/IPSICTCA.

CkaHepsbl - aHTHUBHPYCHBIE MTPOIPAMMBbI, BBIITOJHSIONIME MOCIE 3allycKa MPOBEPKY 3aJaHHON
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o0act (PaitsIoBOI CTPYKTYpHI KOMITBIOTEPA.

CoBpeMeHHbIC AHTUBUPYCHBIC DPEHICHHUS OO0JIAMal0T BCEMHM O3HAYCHHBIMH MEXaHH3MaMHU M
HOCTOSIHHO TOOABJISIOT HOBBIE CPEACTBA OOPHOBI C BPEIOHOCHBIMHU IPOrPAMMAMH.

IMonyJisipHble AHTHBUPYCHBIE CPENCTBA

Cpenu Hanbosee MOy SIPHBIX Y POCCHHCKHX MOJIb30BATENICH aHTHBUPYCHBIX TAKETOB Ha30BEM
nporpammsel: Norton Antivirus, Aarusupyc Kacrepckoro u Dr. Web.

Camprit ipocToii 1 3PGEKTUBHBINA CITOCOO 00eCreYnTh HEOOXOAUMYIO 3aIUTy MOOWIBHOTO
tenedona win KIIK — 3T0 ycTaHOBHUTH COBPEMEHHYIO aHTUBHPYCHYIO MPOrpaMMmy, CIEHHATIbLHO
pa3pabOTaHHYIO JUIS 3AIMUTHl MOOMIIBHBIX YCTPOMCTB OT BCEX BHPYCHBIX YIpo3. AHTHBHPYCHI IS
MOOMIIBHBIX ycTpoiicTB: cMaptdoroB (OC Symbian, Windows Mobile Smartphone), KIIK u
HETOYKOB.

TunoBblie NMPAKTUYIECCKUE 3aJaHUSA AJIH OCHKU C(l)OpMI/Ip()BaHHOCTI/I KOMI[eTeHIII/II/I_HK-3

3amanue
YCTaHOBUTHh aHTUBUPYCHOE MpPOTrpaMMHOE oOecliedeHHe Ha MOOWIIBHOE YCTPOHCTBO H
BBITIOJIHUTh CKAHUPOBAHUE HA BUPYCHI

Pa3o0parb npakTH4ecKue CUTYyalHMH

1. CBs13b OCHOBHBIX NOHATHIH HHPOPMALIMOHHOM 6€30M1aCHOCTH

B um3parensctBo "Te3uc" moctynuia 3BOHOK OT mpoBaiaepa. [IpeanpusTiio OTKIIOYMIH
JIOCTYI K CeTH, IOTOMY 4YTO Oblja 3aperucTpupoBaHa paccbulika cnama. [Ipunuim Gonbiive cyera,
IIPY CPABHUTEJIBHO MAJOM MCIIOJIb30BAaHUHM peECYpcoB ceTH. B pesynbrarte oTkintoueHus MurtepHera
ObUIM IPOCPOYEHBl 3aKasbl, HapylleHa CBA3b C HECKOJbKUMH KineHTamu, Oka3zajioch, 4YTO
MEHE/KEpbl UMEET HECITIOKHBIN NapoJib, B OCHOBHOM JaThl POKIACHUS. Y HEKOTOPBIX Ha MOHUTOpE
HpUKIIeeH cTHKep ¢ naposieM. Kakue omunOku B MHGOPMALIMOHHOM MOBEIEHUH COTPYAHUKOB. Kak
JEHCTBOBATh B MaHHOU cuTyaruu. Kak n30exarh MoJ00HBIX CUTYalUi o3aHee?

2. OCHOBHBIE YSA3BUMOCTH

WNHorna u3MEHSIOTCS COJEprKaTellbHblE JaHHble, MOpOM — ciayxeOHas uHpOpMaLus.
[Toka3arenpHbIA CIydail HapyLIeHUs! [EeIOCTHOCTH uMenl Mecto B 1996 roay. Cmyxkamias Oracle
(IuyHBIA  ceKkpeTapb BHUIE-TIPE3MJEHTA) BO30yauia CydeOHbI HCK MPOTUB TMpe3UJIeHTa
KOpIopaiuy, OOBHHSS €ro B HE3aKOHHOM YBOJBHEHHMH IIOCIE TOro, Kak OHa OTBeprjia ero
yXaxuBaHus. B 10ka3aTenscTBO CBOEH MPaBOTHI KEHILMHA MPUBEJIa 3JIEKTPOHHOE MHUCHMO, SIKOOBI
oTIpaBieHHOe ee OoccoMm mpesuaeHTy. ConepkaHue MHCbMa JUIsl HAac ceiyac He Ba)XKHO; Ba)KHO
BpeMsl OTIpaBKd. Jleno B TOM, UYTO BHIIE-TIPE3UJEHT MNpPEABSBUI, B CBOIO OYepelb, Qailn ¢
pEerucTpaliMoHHON MH(popMalnMell KOMIIAHMM COTOBOM CBSI3M, U3 KOTOPOTO SIBCTBOBAJO, YTO OH
(6occ) B ykazaHHOE BpeMsi pa3roBapuBal IO MOOMIBHOMY TenedoHy, HaXOHsICh 3a pyJeM
aBTOMOOWJI BJlaieKe OT cBoero pabodero Mecra. Takum o00pa3oM, B CyJI€ COCTOSIIOCH
npotuBocTosiHue "daitn nmpotuB (aiina". O4eBUAHO, OJUH U3 HUX ObUl (anbcuUUUPOBAH WU
U3MEHEH, TO €CcTh Obljla HapylleHa ero HejaocTHOCTh. Cyx pemms, 4To MOAJENanH 3JIEKTPOHHOE
MUCHMO (CeKpeTaph 3Hajia MapoJib CBOEro 0occa, MOCKOIBbKY €il ObLIO MOPYYEHO €ro perysspHoe
U3MEHEHHE), U UCK ObLT OTBEPTHYT... YUACTHUKH OOCYXIEHUS JENATCS Ha 3allUTHUKOB CEKpeTaps
U 3alUTHUKOB Oocca kommanuu Oracle W joka3plBalOT MPaABOTY 3alIUIIAEMOl CTOPOHBI U
BO3MOXHOCTH (pajbCH(PUKALINU T0KA3aTENbCTB IPOTUBHUKA.

3. Hcropus Bupycos

Anexkcannp  KBacoB, HauanbHHUK  ynpaBieHMs  MH()OPMAIMOHHBIX  TEXHOJIOTMH
Huxeropoackoro pernonansHoro nerrpa-punmana OAO AKb «COIXO3»: — B konne 90-x MHOrO
BUPYCOB OBUIO HACTPOCHO HAa OCTAHOBKY pPabOTOCIIOCOOHOCTH KOMIIBIOTEpPa — YHHUTOXKEHHE
uapopmanmu B BIOS, u Ha xecTkux awckax. Ha cebe s MCIBITaT TOpakeHHE KECTKOTO JUCKA
Bupycom W95.CIH «UepnoObuib». Ha oducHBIX KOMIbIOTEpax CTOsJIa ONEPALMOHHAS CHUCTEMA
Windows 95, noctyn B MHTepHET UMeN OJWH KOMIIBIOTEp, OCTalbHbIC OBbLIM CBSI3aHBI C HUM B
JoKaJIbHOM ceTH. 26 ampens 1999 roxa He 3arpy3minch Bce o(puCHBIE KOMITBIOTEPHI, HHPOpMAaLUs
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Ha JMCKax CTajla HeAOCTYIMHOM. JlaHHBIE, K CUACThIO, yJaJIOCh BOCCTAHOBUTH, OJIHAKO 3TO OBLJIO HE
Tak npocto. dupma nmoHecsa 6oJbIINe YOBITKH.

[Tomerka st memarora: Hamomuum, uro W95.CIH 3apaxkan wucnomusiemble (ailnbl u
oOnajan KpaifHe NeCTpyKTMBHOH ()yHKIHMOHAIbHOCTHIO. OH IMOJHOCTBIO YHUYTOXKAJ COAECPKUMOE
KECTKOTOo Jaucka W mepesanuceiBan Gupm-BIOS marepuHckoil miaTel, mocie 4ero 3apakEHHBINA
KOMIIbIOTEP BOOOIIE MepecTaBall 3arpyxarbcsi. Hanbomee .ys3BUMBI Ui BUpYyCa KOMIIBIOTEPHI Ha
0aze omeparmonubix cucreM Windows 95, 98 u Me. B stom ciiyuae Bupyc umer Qaiibl ¢
pacupenreM .EXE u 3anucbiBaeT cBOM KOJA B HEHUCIOJIb3yeMble 4acTH 3THX (ailoB. Paszmep
3apakeHHBIX (DAHIOB MPH STOM MPAKTUYECKU HE YBEIMUUBACTCSA, M Y MOJIB30BATENs HE BOSHUKAET
HUKAKUX [0JI03PEHUH.

VYyacTHHKaM OOCYXIeHHs TpoOJeMbl TNpeasaracTcs TMpeACTaBUTh ce0s Ha MecTe
corpyaankoB OAO AKbB «CONO3y», npenioXuTh BapuaHThl OOHAPYKEHHS 3apakKeHUs!, TIPOBEPKH,
npOoHIAKTUKY, 3AIIUTHI JAaHHBIX.

4. Knaccudukaius BUpycoB

VY xypHanucTa-(hpuiaHcepa BOZHUKIIH MTPOOJIEMBI C TPOrpPaMMHBIM 00eCIieueHHEeM:

1. BoJBIIMHCTBO MPOTpaMM IEepeCcTaroT paboTaTh U "BBUIECTAIOT" C KPUTUICCKOMN OMIMOKON

2. 3arpy3ka B 6€30MacHOM pPeXHME HEBO3MOKHA

3. Caiitsl kaspersky.ru, drweb.ru, viruslist.ru u mp. He 3arpyarotcst

4. 3HaYUTENTHHO CHU3MJIACH TPOM3BOJUTEIBHOCTh KOMmbIoTepa. OH pemmi, 4ro 3TO -
pe3yibTaT AeATeIbHOCTH BUpYCa.

VYyacTHHKaM 00CYKICHUS MTPEIaraeTcs M0 CUMIITOMAaM OIPEENIUTh, YTO 338 BUPYC, KaK €ro
JEYUTh

5. merka gns  memarora:  Bupyc, koropeiii  Kaspersky  ompenmenser — kak
VIRUS.WIN32.Sality.z, a Dr. Web - win32.sector.5, win32.sector.7 (mogpobnoe onucanue). Jlaxe
y OTIBITHBIX MTOJIb30BATEJICH €r0 YHHUTOKEHHUE BBI3BIBAET TPYAHOCTH.

[Tpumep pemenus:

1. Orximrouaem cetb. T.e. orkmowaem ADSLm Dial-up, LAN - mr00bie  ceTeBbie
nojkiaroueHus. [Ipocto BelgepruBaeM Kadeb.

2. Unem X HeMHOUIMPOBAHHOMY KOMITBIOTEPY, T.K. HAa WH(QHUIMPOBAHHOM HE YHACTCS
HOJIY4YHTh JOCTYII K caiiTy, u ckaunBaem Dr. Web Curelt!. Dto GecruiaTHoe mpuioxkeHue, KOTopoe
MOKeT paboTraTh Jaxe 6e3 ycraHoBKU. CkayaHHOE MPUIIOKEHHUE [0 BO3MOXKHOCTH 3alIMChIBAEM Ha
CD/DVD unu ¢remky ¢ 3amuToii - 1abbl BAPYC HE MOT UCIIOPTUTH mporpammy. Eciu ucnoptur -
BMECTO MPUBETCTBEHHOTO OKOIIIKA Bl YBUIUTE OKHO cTaHaapTHOro pacnakosiinka WINRAR SFX.

3. UuHMM peecTp ¢ IOMOIIBIO YCTAaHOBKM Kitoya. CormamaeMcs ¢ BHECEHHEM U3MEHEHUH B
peectp.

4. 3arpyxaemcs B 0€30lacHOM peXHMe, YAEp)KuBas JUIMTENbHOE BpeMs cpasy Iocie
BKITIOYEHHUSI KOMITbIOTEpa KiaBunry F8. JI0KHO MOSBUTHCS MEHIO C BBIOOPOM BapHaHTOB 3arpy3KH.
Hawm nyxeH "be3onacHslii pexxum'.

5. Jleunm KOMITbIOTEp OT BUpPYCOB. JIjisi 3TOro BCTaBisieM OUCK ¢ 3amucaHHbiM Dr.Web
Curelt! u mpoBOANM MONHYIO MPOBEPKY KOMITBIOTEPA.

6. [epesarpyxaemMcs B OOBITHOM PEKHME.
7. BHOBB IPOBOIMM IOJTHYIO TIPOBEPKY.
8. VYcranaBnuBaeM HOpMaJIbHBIM aHTUBUPYC CO CBEXKUMU 0a3aMH.

5. Meaua Bupychbl

CryneHrt ¢akynbreTa HHGOPMATUKK ObLT yIUBJIEH, 3aMETHUB, YTO BO BPEMsI IPOCIYILINBAHUS
ompeleNieHHOro ayaunodaiina, akTUBUpyeTcs 3amyck Opaysepa Internet Explorer, xkotopsrii
NEepeXoIUT Ha cTpaHuily VHTepHeTa, rje MoJb30BaTENI0 MpeiaraeTcsi ckadyaTb W yCTaHOBUTH
HEeKul (¢ailn, Bbl1aBaeMblil 32 KOJEK CO CTPaHHBIM Ha3BaHUEM, paciiupeHueM. CTYAEHT HECKOIbKO
pa3 orBepran ycraHoBKy. CTyIeHT omucal mpoucxojsiiee Ha ¢opyme caiira Virusov.net. Yro
y3Han cryneHT? Kakoii 3to Bupyc? Uto oH nenaer? Yem onaceH, K 4eMy NPUBOAUT?

[Tomerka ps menarora: Oxcneptbl "Jlabopartopum Kacnepckoro" oTrMedaroT BHpYC
GetCodec.d. ITlo ux MHEHHIO, 3TO YHHMKAJbHBIH TpPUMEp YEpBs, 3apaKarolIero ayauoQaiiibl.
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Hanomuum, uro "uepBs", monyuuBmiuii HazBanue Worm.Win32.GetCodec.a, kouBeptupyer Tp3-
daiiner B popmar WMA (mmpu 3TOM coxpansisi pacmmpenre mp3) u J00aBiseT B HUX MapKep,
coaepxamii B ceOe CChUIKY Ha 3apaXeHHyl Web-ctpanwmimy. AxTuBamus Mapkepa
OCYIIIECTBIISICTCS aBTOMATHYECKU BO BpeMsi NpociyluBaHus ¢aiijga U NPUBOAUT K 3aIyCKy
Opaysepa Internet Explorer, koTopblii mepexomauT Ha WHQUIUPOBAHHYIO CTpaHUILY, TIJIe
MOJIb30BATENI0 MpeJyIaraeTcsl ckauyaTh M YCTAaHOBHUTH HEKHM (paiin, BhIgaBacMblid 3a Kojek. Ecmu
MOJIb30BATENNb COTJIANIACTCS HA YCTAaHOBKY, TO Ha €ro KOMIBIOTEp 3arpyKaercst TpPOsSHCKas
nporpamMa Trojan-Proxy. Win32.Agent.arp, ¢ HOMOIIBIO KOTOPOH 3IIOYMBIIUICHHHK MOYXET
MOJIYYUTh KOHTPOJIb HaJ aTakoBaHHbIM [1K.

6. IlouToBbIe BUpPYCHI

AHATONHIO MPHUILIO THCbMO ¢ TeMoi: "Jlyummme pedeparsl” Teno nmuckMa mycToe, IOYTOBOE
Bioxenue - nkouku HTML-nokymenta Internet Explorer. ITo3nnee AHatonuii 3aMeTHII Ha TUCKaX
HoBbie (aiinier C:\ADMIN.DLL, D:\ADMIN.DLL, E:\ADMIN.DLL, a Tak ’xe CyiiecTBOBaHHE
¢daiina README.EML. Heoxxnnannoe Halmuue OTKPBITHIX OOIIUX CETEBBIX PECYpCOB, HECKOIBKO
pa3 ciywanach mneperpy3ka cetu. Kakoit 3to Bupyc? Uto on nemaer? Uem omaceH, K demy
npusoaut? Kak ero neunts?

Pa3o0parh npakTHYecKne CUTyallUH.

1. KoMmbproTepHast HErpaMOTHOCTb IIEpCOHAlIA

B nonenensHuk yrpom B ¢upmy "Omera" mocTynun 3BOHOK OT mpoBaiizepa. dupme
OTKJIIOUMJIM JIOCTYI K CeTH, nmotomy uto B nepuof ¢ 3.00 xo 5.00 ¢ axgpeca kommbroTepa cekperaps
Obl1a coBepieHa paccbuika 1500 mucem. Cekperapb ¢upmbl - SIHa, UMEET HECIOXKHBIA MapOJib,
cocroAmmii U3 1Mdp, MO COBETY CHCTEMHOIO aJIMHUHHCTpPATOpa YacTO MEHSET €ro, HO He
NPUIYMbIBas HOBBIM, a TepecTaBisiio HU(PBI B CTapoM, AJS 3alOMHUHAHUS KIEUT CTHKEPHI C
napojieM Ha MoHHTOp. Kakme ommOku B HMH(POPMAIMOHHOM MOBEICHHH COTPYAHHUIBL Kax
neiicTBOBaTh B JaHHOU cuTyanuu. Kak nuz0exarb moJgo0HbIX cUTyalui mo3anee?

2. Bol xymunm rOTOBBIH OHW3HEC - aBTOMOWKAa + IIMHOMOHTaX. BBIMONHHTE ayauT
UHPOPMALMOHHOM Oe3onmacHocTH mpeanpustus. [IpoBepbTe Hanmuuue 3alIUThl KOMIIBIOTEPOB,
XpaHeHue KIMeHTCKOM 0asbl, moctyn k ACY, ypoBHHM JocTymna mojib3oBaTeneil. [IpoBepbre
OTKJIFOUEH Jin focTyn K ACY y yBOIMBIIMXCSA COTPYIHUKOB. [IponoipkuTe qanplie CUCOK BallluX
JIEUCTBUIL.

3. BBl mocTynwin Ha J0MKHOCTH JupekTopa kade. IIpoBeaure ayaut uH(oOpMarmoHHON
Oe3omacHocTH. JlaliTe pekoMeHauu COOCTBEHHUKY On3Heca.

4. OtBerpTe Ha Bompoc «YTO Takoe HECaHKIMOHHPOBAHHBIA poctyn?». Omnpexnenure
METO/Ibl 3aLUTHI.

5. Ectb MHOXeECTBO mporpaMM, MOMOTAIOUIMX 3alUTUTh HHGOpPMAIMIO Ha BalleM
KoMIbroTepe. O3HaKOMBTECh U YCTAHOBUTE UX.

[Mporpammusiii mpoaykt SysUtils Device Manager Enterprise Edition o6ecneuunBaer
pasrpaHUYeHHE JOCTYIAa K YCTPOMCTBAM XPAaHEHUS JAHHBIX, UCIOJIB3YIOIIMM ChEMHBIE HOCUTEIN
uH(pOpMallMU, TAKUM KaK JHUCKETHbBIE AMCKOBOJIbI, KOMIIAKT-IUCKOBOABl U HAKOMUTEIN Ha (hidi-
HNaMsTH.

CD-DVD Lock - mporpamMa JaeT BO3MOXKHOCTh 3alpETHTh JOCTYNl Ha YTEHHE WM Ha
3anuch cheMHbIX AuckoB - CD, DVD,USB, nucker, a Takxke Ha ONpeAeTIeHHbIE Pa3/ieibl )KECTKHX
JTUCKOB. MOXHO OrpaHUYUTH JOCTYH JBYMS MYTSIMH: CKPBITh Ballll YCTPONMCTBA OT BO3MOXHOCTHU
IIPOCMOTpA WJIN 3aKPbITh K HUM JOCTYII.

TimeBoss - mnporpamMma mpenHa3HadeHa JUIS  YOPABJICHHS BpPEMEHEM  paOOThI
noJbp30BaTesel, 3aperucrpupoBaHHbix B cucreme Windows. [lo3BosisieT orpaHu4MBaTh BpEMS,
3ampemiarh 3almycK OTAEIbHBIX YKa3aHHBIX MpOorpaMM WM TPOTrpaMM, pPAaclONOXKEHHBIX B
OTIpeIeNIeHHBIX ManKax Win Auckax. Benet xypHan ydera paboThl OJIb30BaTENEH.

Lock 2.0 - mpenna3Ha4yeHa i OJOKUPOBAHUS 3amycKa MPUIOKEHHH, rpadHuecKux U
TEKCTOBBIX (paiiioB. LOCK He mo3Boisier Takke mepememiarb, KONHPOBAaTh M HPUKPEIUIATH K
oTnpanisgeMbiM 1Mo e- Mail mucbmam ykazaHubie ¢aitibl. UTO MOXKET CYIIECTBEHHO OTPaHHYHUTH
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JOCTYTI K Barmeit madopmariiu mocCTOpOHHUM JIUIIAM.

KDI/ITGDI/II/I OLICHKH 3aJaHUsA

HpCBOCXOZlHO 3amaHue BBIIOIHEHO B ITOJHOM 00BEME (Bce IIOCTABJICHHEBIC 3alauyn
[peIIeHbl), OTBET JIOTHYEH U 000CHOBAH, 00YJAIOIIHICS OTBEYAET YSTKO 1
MI0CJIeI0BATEIBFHO, TIOKA3hIBACT TITyOOKOE 3HAHNE OCHOBHOTO U
TOTIOTHUTEIHHOTO MaTepHaa.

OTIU4HO 3a/1aHNe BBHIMTOJTHEHO B TIOJTHOM 00BbeMe (BCE IMOCTABJICHHBIC 3a1a9H
[peIIeHbI), OTBET JIOTHYEH U 000CHOBAH, 00YJAIOIIHICS OTBEYAET YSTKO 1
[M0CJIeIOBATENEHO, TOKA3hIBACT IITy0OKOE 3HAHNE OCHOBHOTO MaTepraia
Odenp xopomIo 3aiaHKe BBITOIHCHO B MOJTHOM 00bheMe (BCe TIOCTABICHHBIC 3a/1aud
[peIIeHbI), OTBET JIOTHYEH U 000CHOBAH, 00YJAIONIHICS OTBEYAET YSTKO 1
MOCJIeI0BAaTEIFHO, IOKA3hIBACT TITy0OOKOE 3HAHNE MaTeprala, TOIyIeHO He
Oosee 2 HETOYHOCTEH HEMPUHIMIIAAIBHOTO XapakTepa

Xoporio 3a/1aHre BHIMIOTHEHO B TIOJTHOM 00BbeMe (BCE IMMOCTABJICHHBIC 3a1a9Hl
[peIIeHbl), OTBET JIOTHYEH U 000CHOBAH, OMYIIEHB HETOYHOCTH
HETIPUHIAITHAIIEHOTO XapaKTepa, HO 00yJarONIiiics OKAa3bIBAET CUCTEMY
3HAHUH 110 TeME CBOMMH OTBETAMH HA IOCTABJICHHBIE BOIPOCHI

YV NOBIETBOPUTENBHO 3amaHre BRITOTHEHO HE B IIOJTHOM 00BeMe (perieHo 6oiee 50%
MMOCTaBJICHHBIX 3a]1a4), HO 00yJaromuics JOITycKaeT OMMOKH, HapyIIeHa
MOCJIeIOBATEIEHOCTE OTBETA, HO B IIEJIOM PACKPHIBACT COICPKAHUE
OCHOBHOTO MaTepraia

HeynosnerBopurensHo 3amaHre BRITOTHEHO HE B TOJTHOM 00BeMe (perieHo MeHee 50%
MMOCTaBJICHHBIX 3a]1a4), 00yJAIOMIUKCS TaeT HEBEPHYIO HH(POPMAIIHIO TIPU
OTBETE Ha TIOCTABIICHHBIC 33a/1a4H, TOITyCKAeT IPyObIe OMMUOKH MPH
TOITKOBAHWU MaTEpHaia, IEMOHCTPUPYET HE3HAHHE OCHOBHBIX TEPMHUHOB H
MOHSTHH.

ITnoxo 3amaHre He BBITIOIHEHO, O0YJAOIIIiiCS JEMOHCTPUPYET ITOTHOEC HE3HAHME
MaTepHraia

5.2.4. Templ nast nposenenusi nuckyceuii (OIK-6, TTK-3)

1. TlepeuncnuTe OCHOBOIIOJIAraOIIME JOKYMEHTHI 110 HHPOPMAIIMOHHOM 0€30I1aCHOCTH.

2. TloHsTHE TOCYAapCTBEHHOM TailHbI.

3. UTO moHUMaeTcs Mo CPEACTBAMU 3AIIUTHI TOCYIAPCTBEHHOMN TaltHBI?

4. OcHOBHBbIE 337auM MH(MOPMAIMOHHOW Oe30macHOCTH B cooTBeTcTBUM ¢ KoHuenmuei
HalMoHajabHOU Oe3omacHocT PO.

5. Kakue kateropuu rocynapcTBEHHBIX HH(OPMAIMOHHBIX PECYPCOB ONpEAETCHb B 3aKOHE
"O6 undopmanuu, nHGopMaTU3aLKU U 3amuTe nHpopmanuu"?

6. Kakas oTBeTcTBEeHHOCTH B VYToJOBHOM Kojekce P®d mpenycMoTrpeHa 3a co3jaHue,
MCIIOJIb30BaHUE U PAaCIIPOCTPaHEHUE BPEJOHOCHBIX IIporpamm ais O9BM?

7. Cxonbko knaccoB 3amumieHHoctd CBT or HCJI x ungopmanuu ycranasnusaet PJ[ "CBT.
3amura ot HCJI x undopmanuu. [lokazarenu 3amumennoctu ot HCJI x undopmarun"?

8. J[aiire xapakrepuctuky ypoBHaM 3amuTtel CBT or HCJ] x mnpopmanuu no PJ "CBT.
3amura ot HCJI x nuadopmanuu. [Tokazarenn 3amumennoctu ot HCJL x undopmarun'"?

9. Knaccel 3amumennoctd AC ot HCJ] mo P/l "AC. 3ammra or HCJl x unbopmanuu.
Knaccudukanus AC u tpeboBanus 1o 3anure nHpopmanuu".

10. Kakne xnaccel 3amumieHHbix AC ot HCJl nmomxHbl oOecrieyuBaTh HAECHTH(PHKAIIMIO,
MPOBEPKY MOAJIMHHOCTU U KOHTPOJIb JJOCTYTa CyOBEKTOB B CUCTEMY?

11. Tloka3arenu 3alIMIIEHHOCTH MEKCETEBBIX IKPAHOB.

12. Kiaccel 3aIIMIIEHHOCTH MEXKCETEBBIX IKPAHOB.

5.2.5. TunoBble TecTOBbIE 3a]aHus 151 OlleHKH chopmupoBanHOcTH KomneTeHunu_OIIK-6
Tecr 1

1. HudopmauuoHHasi BOWHA - ITO...

A. 3J0CiIOBHE B QJIpeC IPYroro 4eioBeka;
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+b. uHQOpPMaLMOHHOE NPOTHBOOOPCTBO C IEJIbI0 HAaHECEHUs yiiepOa BaXHBIM CTPYKTypam
IPOTUBHUKA, MOJPHIB €ro IMOJUTHYECKOW M COLMAJIBHOM CHCTEM, a TaKXke JIecTa0MIn3aluu
o011ecTBa U TOCyJapcTBa MPOTUBHUKA;

B.  akr npumeHeHus HHGOPMALMOHHOTO OPYXKHSL.

2. WundopmanmnonHasi 6e30nacHOCTb - 3TO...

+A. HEBO3MOXXHOCTb HAHECEHMs Bpela CBOICTBaM 0OBeKTaM 0e30macHOCTH, 00ycIaBIMBAaEMbIM
uHpopmanreil 1 THPOPMALMOHHON HHPPACTPYKTYPOH (3aLUIUIEHHOCTH OT YTPO3);

b. npenoTBpalienue 3;1a HAHOCUMOT'O FOCYIaPCTBEHHBIM CTPYKTYpaMm;

B. npoBenenue npupo100XpaHHbIX MEPOTIPHITHH.

3. K nousaruio undopmanuonHoii 6ezonacnoctu HE oTHocsTCH:

+A. IpUPOIOOXPaHHBIC MEPOIIPHUSTHUS;

b. Hane)XHOCTh PabOThl KOMIIBIOTEPA;

B. coXxpaHHOCTb LIEHHBIX JAHHBIX.

4. K o0bexktam uHopManuoHHoii 6e3onacHoctu Ha npeanpusitun HE otHocsiTes:

A. nH(pOpMaIMOHHBIE PECYPCHI;

b. cpencTBa BHIYMCIUTENBHON U OPraHU3aLMOHHON TEXHUKHY;

+B. Koncrutynus Poccun.

5. Obecneyenue 6e3o0nacHOCTH MH(pOPMAIIUHA - ITO...

A.  0omHOpa30BOE MEPOIPHUATHUE;

+b. KOMIJIEKCHOE UCII0JIb30BaHUE BCETO apCeHasIa UMEIOIINXCS CPEJICTB 3alUThI;

B.  pa3paboTka kaxmoi ciry>k00H TIAHOBBIX Mep 10 3aIIUTe HH)OPMAIIHIH.

6. JIMHrBHCTHYeCKoOe o0ecnevyeHue HH(POPMAIMOHHOH 0e30MaCHOCTH - 3TO?

A. peanmmzanus 3amuUTel MHPOPMAIMK CTPYKTYPHBIMH €IWHHUIIAMH, TAKUMH Kak: CiIyx0a
0e30I1acHOCTH, CIIy>K0a pexuma u T.11.;

b. HOpPMBI M periiaMeHTHl JEATENPHOCTH OPraHoOB, CIYXO, CPEACTB, PEANM3YIOMMX (QYHKIUU
3alIUThl HH(OPMALIUH;

+B. COBOKYIMHOCTH CHEIHMATIBHBIX S3BIKOBBIX CPEICTB OOLICHHS CHEIHAINCTOB U TOJh30BATENCH B
cdepe 3amuTh THPOPMALIUH.

7.  DproHomuyeckoe odecneyeHue MHGOPMAITMOHHON 0€30MACHOCTH - 3TO?

A. aHTUBUPYCHBIE ITPOrPaMMBI;

+b. COBOKYITHOCTh CpEICTB, OOECNeYMBaIOIMUX YA00CTBa pabOThI MOJIH30BATEIEH armapaTHBIX
CPEZCTB 3alUThl HH(OPMALIUH;

B. xoMIiekc MaTeMaTHYeCcKiX METO/IOB, CBSI3aHHBIX C OIICHKOH OMaCHOCTH TEXHUYECKHUX CPEJICTB.
8. HndopmannonHoe odecneyeHne nHGpOpMaMOHHOM 0e30MacHOCTH — 3TO?

A. COBOKYITHOCTH CIIEIMAIBHBIX S3BIKOBBIX CPEJCTB OOIIEHUS CHEIHMAINCTOB U IMOJ30BATEICH B
cdepe 3amuTh THPOPMALIUY;

b. aHTUBUPYCHBIE TPOrPaMMBEI;

+B. IOKyMEHTHpOBaHHBIE CBEJEHUs, JIKAIIMEe B OCHOBE PEIICHUs 3ajady, O00ecreyMBaOLINX
(YHKIIMOHUPOBAHUE CUCTEMBI.

9.  OpranuszanuoHHoe odecneyenne HHGPOPMAUMOHHOI 0€30MACHOCTH - 3TO?

+A. peanmuzamysl 3anMThl WHPOPMAIUK CTPYKTYPHBIMH EIMHWIIAMH, TaKHMH Kak: CIyx0a
0€30I1acHOCTH, CITy>k0a pexuma u T.1.;

b. COBOKYIIHOCTB CpEJICTB;

B. HopmaTuBHBIE TOKyMeHTHI 110 Wb, TpeboBaHNE KOTOPBIX SBISAIOTCS 00s13aTebHBIMU B paMKax
cdephl JeHCTBUS KaXKI0TO TOpa3IeIeHUsI.

10. K ocnHoBHBbIM yrpo3am nngopmannonHoii 6esonacnoctu HE oTHocsaTes:

A. packpbITHE KOH(DUIEHIINAIBHON HHPOpMAIIHH;

+b. HapyeHre NPUHIUIIOB YKOHOMHYECKOH O€3011acHOCTH;

B. otka3 ot obcny)KuBaHus.

11. HudopmauuoHHOE OpYy:KHe - 3TO?

+A. KOMIUIEKC TEXHHYECKHX CpPEACTB, METOJOB W TEXHOJIOTHUH, HANpPaBICHHBIX IPOTUB
yIpaBJIEHYECKUX CUCTEM;
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b. HopMaTuBHO-TIpaBOBast 6a3a Mo MHPOPMALMOHHOW OE30MTaCHOCTH;
B. KOMIIIeKC HHANBUIYAIBHOTO U OOIIECTBEHHOT'O CO3HAHMS.
12. TIpaBoBoe oGecnieyeHne HHPOPMALHOHHON 6€30NIaACHOCTH - ITO..?

+A. HOpMaTHBHBIE TOKyMeHTHI 0 Wb, TpebGoBaHus KOTOPBIX SBIAIOTCS 00s3aTENbHBIMU B paMKax

cdepsl AeUCTBUS KKIOTO MOAPA3ICICHHS,

b. JOKYMECHTHPOBAHHBIC CBCACHHA, JIC)KAIMME B OCHOBC PCIICHHUA 3aady, 066CH€‘II/IBaIOH_II/IX

(GYHKIIMOHUPOBAHHUE CUCTEMBI;

B. mmpoxoe ucrosib30BaHre TEXHUYECKUX CPEICTB 3alUThI HH(OPMALIUH.
Tecr 2

1.  Dxonomuyeckasi uHGpopMaus siBJIsIeTCA TOBaApOM?

+A. na;

b. Her;

B. kxpoMme KOH(UICHIINANTBHBIX CBEICHHA.

2. K uucay ocobennocreii unpopmanuu kak roeapa HE oTrHocsiTest:

A.  coxpaHsAeMOCTb;

b. HecaMOCTOSTENBHOCTD;

+B. caMOCTOSITENBHOCTb.

3.AndopManusi MOKeT COCTABJIATH KOMMEPYECKYI0 TaliHYy, eCJIH:

+A. K Hell HeT cBOOOIHOTO JOCTyIa Ha 3aKOHHOM OCHOBaHUH;

b. conepxutcs B yupeIuTeIbHbIX JOKYMEHTAX;

B.  comepxwurcs B Oyxrantepckom OanaHcax.

4.He ABJAIOTCSA KOMMeEPYeCKOil TaiiHoi?

+A. cBeJieHMs1, CO/IepKallecs B JOKYMEHTAaX, JAAl0IKe IPaBO 3aHUMAThCS MPEAIPUHUMATEIbCKON

JESATEIIBHOCTBIO;
b. cBenenust 0 HayyHbIX pa3paboOTKax;
B. cBenenus o nepcoHane npeanpusaTus.
0.KonduaenuuaabHOCTh KOMNBIOTEPHOI HH(pOpMaLMel - 3TO?
A. ipenoTBpalleHle MIPOHUKHOBEHNSI KOMIIBIOTEPHBIX BUPYCcOB B namaTs [I9BM;
+b. cBolicTBO HH(OpMaLMK OBITH U3BECTHOM TOJNBKO JOMYIIEHHBIM U MPOILIEAIINM IPOBEPKY
(aBTOpHU3AINIO) CYOBEKTAM CHCTEMBI;
B. Ge3omacHoe mporpamMmmMHOe o0ecriedeHue.
6. bankosckas TaiiHa - 3710..7
+A. uadopmanusi 0 6aHKOBCKOM cueTe, BKJIaJle, OTepalnsX Mo CUeTy, O KIIMeHTax OaHKa;
b. uadopmarus o cotpynHukax 6aHka;
B. undopmanus o pexrme padboTsl 6aHKa.
7.00bexTamu npogeccnonanbHoii Talinel HE aBasirores:
A. TaifHa cTpaxoBaHMUS;
b. BpaueGHas TaiiHa;
+B. Oyxranrepckuii 6anaHc.
Tecr3
1. HecaHKUHOHMPOBAHHBIM JIOCTYIIOM SIBJISIETCS:
A. HeJoCTaTO4YHOE 3HaHUE paOOTHUKAMU MPEANPHUITHS IPABUIT 3aLIUTHl HH(POPMAIIUH;
b. cnaGr1if KOHTPOJIB 32 COOJIOIEHNEM MPABUII 3aIIUTHI HHPOPMALIHH;
+B. xuienue HocuTeneil nHpopMaMK U TOKYMEHTAIBHBIX OTXO/I0B.
2.  Peamm3anum yrpo3 nH(popMauHOHHOH 0€30MACHOCTH CIIOCOOCTBYIOT:
+A. OONTINBOCTB;
b. mpocTtynHbie 3a0oneBanus;
B. Hanorosslii koJekc.
3. TumnoBbIMH NyTAMH HECAHKIIMOHMPOBAHHOIO I0CTYNAa K HH(OPMAIINH, ABJIAIOTCS:
+A. nucTaHuMOHHOE (hoTOTrpaupoBaHueE;
b. BeIxon n3 crpos II9BM;
B. yparassr.
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4.  HecaHKIMOHHPOBAHHBIM AocTynoM K nHpopmannu HE saBasiercs:
A. UCTIOIB30BaHUE MPOTPAMMHBIX JIOBYLICK;
+b. mobutensckoe GpororpadupoBaHue;
B. BxitoueHune B OMOIMOTEKH ITPOrpaMM CHEHUATIbHBIX OJIOKOB THIA «TPOSHCKUN KOHBY.
5. K cnocobam Bo3aeiictBusi yrpo3 Ha nHGopmanuonubie 00bekTbl HE oTHOCHATCS:
A. IporpaMMHO-MaTEMaTHYECKHE;
b. opraHn3anuoHHO-IIPAaBOBEIE;
+B. 10roBOpHBIE OTHOLICHHUS.
6. XakepHas BoiiHa - 3T0?
+A. araka KOMIIBIOTEPOB U CETEH Ipa)IaHCKOro NHPOPMALMOHHOTO ITPOCTPAHCTBA;
b. ucnionp3oBanue nHGOpMALINU AJIS BIUSHUS Ha YMBI COIO3HHUKOB U TIPOTHBHUKOB,;
b. 61okupoBanue uHpopmManuy, IpecieaAyrollee Leb MOTyYuTh SKOHOMUYECKOE ITPEBOCXOACTBO.
7. ¥Yrpo3sl JOCTYNIHOCTH JAHHBIX BO3HMKAIOT B TOM CJIy4yae, Korga?
+A. 00BEKT He MoJIyyaeT JOCTyIa K 3aKOHHO BBIAEIICHHBIM €MY pecypcawm;
b. neranbHbIil 10JIb30BATENb NEPEAAET WU IPUHUMAET IUIATEKHbIE JOKYMEHTBI, & IOTOM OTPULIAET
3TO, YTOOBI CHATb C C€0s1 OTBETCTBEHHOCTH;
8.  CIy4aroTCsl CTUXHITHBIC OCICTBUSI.
8. BHeapeHHe KOMIBIOTEPHBIX BHPYCOB SIBJSIETCS CJIeIYIOIIHM CIOCOO0M BO3JelCTBUA
yrpo3 Ha HHGOPMALHMOHHbIE 00bEKThI?
A. uHpOpMaMOHHBIM;
b. dpusmueckum;
+B. nporpaMMHO-MaTeMaTHYECKUM CIIOCOOOM.
9; Jloruueckasi 6omo0a - 310?
+A. KOMIIBIOTEPHBIN BUPYC;
b. crioco6 Benenns nHGOPMALIMOHHON BOMHBEI;
B. npuem, ucnonb3yemsiii B criope Ha (HpuUiaocodckyro Temy.
10. OO0BbexTOM HH(pOPMAIHOHHOMH ATAKH He ABJISIETC:
A. ANC B ienowm;
b. xaHaibl nepenaun JaHHBIX;
+B. npuponooxpaHHble MEPOIIPUSTHSI.
11. Ilox «mMackapaxom» noHumMaercs?
+A. BBINIOJTHEHHUE KaKUX-TH00 NeHCTBUI OJHUM MOJIb30BATENIEM OT UMEHHU JIPYTOro MOJIb30BaTENs;
b. 00paboTka 1eHEeXHBIX CUETOB MPU MOTYYECHUH IPOOHBIX CYMM;
B. MoHOMonm3amus kakoro-mbo pecypca CUCTEMBI.
12.  «JIwokom» Ha3bIBaeTcs?
A. Mcronp30BaHKe NOCIEe OKOHYaHUS PabOThl YACTH JTaHHBIX, OCTABIINECS B MaMSTH;
b. nepenayva cool1ieHuit B CETH OT UMEHU JPYTOro MOJIb30BaTeNs;
+B. He onMcaHHas B TOKYMEHTALMU HAa IPOTPaMMHBIH IPOAYKT BO3MOXKHOCTb pabOThI C HUM.
13. «MoOujibHbBIe» BUPYCHI PACIPOCTPAHAIOTCS:
A. nyrem B3noma nporpamm BOBM,;
+b. B BUJIe «uepBel» U «TPOSHIIEBY 1T MOOMIHHBIX TEIC(HOHOB;
B. 1o nMHUU CBSI3U MEXYy y3J1aMHU CETH.
14./1ns xomnbroTepHbIX npecrymiienuii HE xapakrepna:
A. cIOXHOCTB cOOpa JJ0Ka3aTeNbCTB;
+b. HanuKe O0CTaTOYHOMU CJIEeICTBEHHOM MPAKTUKU MO PACKPBITUIO KOMITBIOTEPHBIX
npectyrieHui B PO;
B. BBICOKasI TATEHTHOCT.
Tect 4
1. Acconuanus BLIYHCIUTEILHON TEXHUKHU CO3IAaHA B
+A. 1947 rony;
b. 1964 rony;
B. 2017 rony.
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2. Koncopuuym Beemupnoii ITayTunbsl opopmiien

+A. B 1989 rony;
b. B 1994 rony;
B. B 2017 rony.

3. MexayHapoaHasi OpraHu3amnus no cTaHAapTU3aIUH 3TO
+A. ISO;
b. ACM;
B. OOH.

4.IIpoeKT MeKAYyHApOAHBIX CTAHAAPTOB NpPHOOpeTaeT CTATyC MEKIYHAPOIHOIO

CTaH/apTa, eCJIM 32 Hero MporoJocoBaJjio
A. 100% uneHoB;
Bb. 75% 4neHoB;
+B. 80% uneHoB.

5. Aabsinc no 6e3onacHoctTu cetu UHTEpHET CO3/1aH B
+A. 2001 r.
b. 2016 .
B. 2017 r.

Tecr S

1. Jdoxtpuna UndopmanuoHHoii 6e30MacHOCTH NPUHATA B
A. 2012 rony
b. 2014 rony
+B. 2016 rony
2. B opraHu3anHOHHYI0 OCHOBY CHCTeMbI ofecrieyeHHsi HH(OPMAIMOHHOI Ge30macHOCTH
P® Bxoaur:
+A. Coset 0e3omacHocTu PD;
b. MunucrepctBo 06pazoBanus u Hayku PD;
B. [IPVY CIIA.
3. K akram ¢enepanbnoro 3axkonoaaresncrsa no Ub B P® Bxoasar:
A. Ilpuka3sl @CB;
b. MexnyHapoHble CTaHIapTHhI;
+B. Koncrurynus PO.
4.  IlpaBoBoe o0ecneyenue Ub o3nauaer:
A. 3aumTy UHTEpecoB PU3NYECKUX U IOPUANYECKUX JIUILL;
b. 3amuTy uHTEpecoB rocyaapcTBa U 00IECTBa;
+B. Bce BolenepeyncieHsoe.
5. Macwradbl KOMIbIOTEPHOIi IpecTynnHOCTH B PD
A. HeykioHHO CHMXKAIOTCS;

+b. Bospacraror;

B. Ocrarorcs 3 roga B rojx HEM3MEHHBIMU.

6. Crarbsa 23 Koncrutyuuu P® onpenenser:

A. TlpaBo Ha mogydeHHE TOCTOBEPHON WH(OPMAIIUN O COCTOSTHUU OKPYXKAIOIIEH CPEIbL;
+b. [IpaBO0 Ha HENPUKOCHOBEHHOCTb YaCTHOW >KU3HU, JIMYHYIO U CEMEMHYIO TallHy U
HMHBIC COOOIICHUS,

B.  Otka3 B npeaocTaBieHUH TpakJaHUHY WH(POPMAIIHH.

7. B Hausorosom koaexce P® umeercs:

A. cr. 139 «Cny:)xebHast 1 KoMMepUecKast TaitHa»;

+b. cT. 102 «Hanoropsie TaitHbI»;
B. ¢1.946 «Taiina ctpaxoBaHus».
8.  ®enepanbHblii 3akoH «O0 uHpopmanuu, HHGOPMANMOHHBIX TEXHOJOTHAX H O 3alIUTe
uHpopMmanumn»

A. TIOKa HE MPUHSIT;

b. mpunst B 2000 roxy;
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+B. npunsat B 2006 roxy.
9. ®enepaibHblii 3aKk0H «O NMEPCOHATBHBIX JAHHBIX» MPUHSAT:
+A. B 2006 rony ¢ uamMeHenusMu Ha 1 suBaps 2017 rona;
b. B 2009 rony;
B. B 2016 rony.
10. B kakoii cratbe YK npexycmarpuBaercss Haka3zaHue 3a «HempaBoMepHbIil aocTyn K
KOMIIbIOTePHON HH(popManum»?
+A. B cT.272;
Bb. B c1.273;
B. B c1.274.
Tunosble TecTOBbIE 32/IaHUSA 15 OLeHKH copmMupoBaHHocTH KomneTeHuuun_ITK-3

Tecr 1
1. MuHuMu3auus yTe4kd HH(OPMAIUHU Yepe3 MepcoHas ITO
A. OpraHu3alMOHHO-TEXHUYECKHE CPECTBA 3alIUTHl HH(OPMAIIHH;
b. opranu3anoHHO-3KOHOMHYECKHUE MEPHI;
+B. oprannzanmoHHO-aIMUHUCTPATHBHBIE MEPHI.
2. K opranmsauumn KoH(pUAeHINAIBHOTO /1eJIONPOU3BOICTBA OTHOCUTCS:
+A. oprauusanus JOKyMeHTO000pOTa;
b. ucnonpzoBanue cepTuUIUPOBAHHBIX TEXHUYECKUX U MTPOTPAMMHBIX CPECTB;
B. npoBepka Ha/1e)KHOCTH COTPYAHUKOB.

3. OpranuszanuoHHoe odecneyenne NHGOPMAUMOHHOH 0€30MACHOCTH - 3TO..?
+A. peanu3zanus 3auThl UHGOPMAIIUH, OCYLIECTBIsSIEMas CIy)0amMu 0€30MaCHOCTH
pexrMa, 3a1Ta HHPOPMALIUU TEXHHYECKUMH CPECTBAMU H JIP.;
b. cOBOKYITHOCTB CpeJiCTB, 00ECIIeUNBAIOIINX YA0OCTBA paOOTHI MOJIH30BATENEH;
B. HopmaTtuBHble JokyMeHTHI 10 b, TpeGoBaHMsI KOTOPBIX ABISAIOTCSA 0043aTEIbHBIMU B
paMKax cdepsl AEUCTBUS KaXKJOT0 MOpa3IeIICHUs.
4. C yBOJBbHAIIMMHCA COTPYAHUKAMH
+A. MOANUCHIBAETCS IOTOBOP O HE PACHPOCTPAHEHUH KOH(UICHIIMAIBHOCTH;
b. oOMeHuBaroTCs pyKonoxkaTuem;
B. npenararor BepHyThCS.
5. Opranm3aunus 10KyMeHT0000pOTa NMpeAnoaraer:
A. MCKITIOYEHHE I0CTYINA K OYMa)KHOM «CTPYXKKE»;
b. npenynpexnenne He 000CHOBaHHOTO 03HAKOMJIEHHUS C JOKYMEHTaMH;
+B. uckmnouenre He 060CHOBaHHON PACCBHUIKH.
6. IlpoBeneHne OpraHN3aHOHHO-IKOHOMHYECKHX MEPONPUATHI NMpeANnoJiaraer:
+A. cTpaxoBaHue HH(POPMAITMOHHBIX PHUCKOB;
b. opranusanuio naccuBHOrO NPOTUBOAECHUCTBUS TEXHUUECKUMU CPEJCTBAMU;
B. obecrieuenus 3neKTPOHHOTO T0KyMEHTO000poTa.
Tect 2
1. Anapec 3/1eKTPOHHOM MOYTHI BKJIIOYAET:
A. Jlorum.
b. CumBonmueckuii agpec cepBepa U UMsl 30HBI.
+B. Bce BbllenepeyncieHtoe.
2. Daexrponnas noura HE cayxur aus:
A. Tlepemaun TEKCTOBBIX COOOIICHH B penenax MHTepHeT.
+b. Cuctemsl TenekoHpEpeHIiA.
B. Omnosenienus nonb3oBaresneil 0 HACTYIUIEHUH ONPEAeIEHHBIX COOBITU.
3. Hudopmannonnbivu yrpozamu B Uurepuere HE siBasiercsi:
A. HecaHKITMOHUPOBAHHBIN JOCTYIT K CETH OPTaHU3AIUH.
b. C60p 1 MOHUTOPHHT ceTeBOW MH(POPMALIUU B MHTEpEcaxX TPEThHX JIUIL.
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T.IL.).

+B. Ncnonb3oBanue Opanamayspa.

4. Jlas 3a10MThI DJIeKTPOHHOH Mo4Thl B UHTEepHeTe HCMOJIb3YIOTCH:
A. AHTUBHUpYCHBIE IPOTPAMMBI.

+b. Crienpnansabie mpotokoisl (REM, CryptoAPI u ap.)

B. Haubonee mpoctoe 0003HaYCHHE AIEKTPOHHON TOUTHI ((haMuUIIHsl, MaclOpTHBIC JaHHBIC U

5. OcHoBHbIE cepBuCHI cucTeMbl UHTEpHeT:
A. WorldWideWeb (WWW).
b. IlporpamMmMbI-Opay3epbl U CHCTEMBI TeNEKOH(EepeHIINH.
+B. Bce BbllenepeyncieHHoe.
6. K cepBepam cucremsl UuTepHer HE oTHOCHATCS:
+A. IIporpamMma rneyaty y4eTHbBIX JIOKYMEHTOB.
b. IlporpamMma nepecbuiku (haitios.
B. Cucrema undopmarimoHHOro noucka cetu MiaTepHer.
7. Anapec 3J1eKTPOHHOM MOYTHI UMeeT BU/:
+A. JTOTUH(@CUMBOIMYECKUH aJIpec cepBepa.uMs 30HBI;
b. noruH.MMs 30HEI;
B.iorus.
8. Me:xceTeBoii IKpaH - 3TO
+A. Bpauamayap (Firewalls);
b. ®unetp;
8. AHTHBHpYCHAas Imporpamma.
9. UYto0bI H30aBUTHCHA OT MOOWJILHOTO BHpYCAa:
+A. HyXHO M07Ib30BaThCsl KIIABUIIHBIM MOOHIIEHUKOM.
b. ITproGpecTu caMblii TOPOTOCTOSIIINN MOOUITHHHK.
B. I1o3HaKOMUTBHCS € XaKEepOM.
10. HemocTtaTkoM HH(OPMHPOBAHUS ¢ CAMMETPUYHBIM KJIIOYOM:
A. Jlerko peanu3oBaTh amnmapaTHoO;
b. beicTpora;
B. Oo6a kimtoua 0JJMHAKOBBI.
11. NpeumymecTBa HU(PPOBAHUSA C OTKPBHITHIM (ACCUMETPUUYHBIM) KJIHYOM
A. PaboraeTr MemJIeHHO;
b. TpebyeT 60NbIINX BEIYUCITUTEIHHBIX MOIIIHOCTEH;
+B. ucnonp3yercs /1Ba pa3HbIX KIIOYa.
Tect 3
1. Kaxnayio cuctemy 3alIUTHI clieyeT pa3padaTbiBaTh HHAUBUIYAJTbHO, YYUTHIBAS:
A. Oprann3almoHHYIO CTPYKTYpY OpraHU3allny;
b. O6beM u xapakTep HHOOPMALIMOHHBIX IOTOKOB;
+B. Bce BblenepeyncieHHoe.
2. TlepBblii 3TaN NOCTPOECHHUS CHCTEMBbI 3ALIUTHI:
A. TlnanupoBanue;
+b. Ananms;
B. Peanuzamus cucteMbl 3aUTHI.

3. IIo cmocody ocymecTBieHusi Bcex Mep o0ecrneyeHust  0e30MACHOCTH
noApa3aessiloTcs Ha:

A. IIpaBoBbIE U MOPAJIBHO-3TUYECKHUE;

b. AamunHucTpaTHBHBIE, PU3NYECKUE, allllapaTHbIE U TPOTrPAMMHBIE;
+B. Bce BbllIenepeunciIeHHoe.

4. Yamue Bcero npuMeHsieTcsl Cocod peajau3aluu 3alIMThI:

A. «Bcrpoennasny;

+b. KomOGunupoBanHas;

B. «/loGaBineHHasM».
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5. JTamnbl CONPOBOKACHHUS ITO:

+A. KoHTpob paboThI CHCTEMBI, pETUCTPAIIHS TIPOUCXOIAIINX B HEH COOBITHI M X aHAJIU3;
b. [InanupoBaHue CUCTEMBI 3AILUTHI;

B. Peanuzaius cucteMsl 3alUTHI.

6. IMoauTHKa 0€30IACHOCTH BXOIUT B

A. AmnHanu3 puckos;

+b. IInan 3amIuTH;

B. VYmnpasnenue noctymnom.

7. Ilnan obecneyeHUs1 HeMPepPbIBHOI padoThl U BOCCTAHOBJICHNUSI BKJIIOYAET:
A. UTto M Korja J0mKHO OBITh CENaHo;

Bb. KeM 1 Kak 3TO IOIKHO OBITH CHEIAHO;

+B. Bce BoienepeunciaeHHoe.

8. OTHOCHUTCH K BJIO:KEHUSAM B MHGOPMAIHOHHYI0 0€30MMACHOCTD CJIeyeT KaK:
1. K3arparawm;

+b. K ”HBECTHIINSIM;

8. K Hem30exHBIM MOoTepsIM.

9. ROl 3ro:

+A. IPOLIEHTHOE OTHOIICHHE MPUOBLTN OT MPOEKTa K MHBECTUIUSIM;

b. paznenenue 3arpaTt Ha NpsiIMbIe U KOCBEHHBIE;

8. cpenHeB3BelICHHAs CTOUMOCTh KamuTana.

Kpurepun oueHoxk

«mpeBocxoaHOy - 96-100% npaBUIBHBIX OTBETOB;

«OTIUIHO» — 86-95% mpaBUIIBHBIX OTBETOB;

«04eHb XopoIo» - 81-85% npaBUILHBIX OTBETOB;

«xopomro» - 66-80% mnpaBUIBHBIX OTBETOB;

«YAOBIETBOPUTEIBHO» - 56-65% MpaBUIBHBIX OTBETOB.

«HEYJIOBIIETBOPUTEIBHO - 46-55% MpaBUIIbHBIX OTBETOB;

«10X0» - 45% W MeHblIe TPABUIBHBIX OTBETOB.

6. YueOHO-MeTOAMYECKOE M HH(POPMALIMOHHOE 00ecniedeHne THCIUNTUHBI

a) OCHOBHasI TUTEpaTypa:

1. Bapanoga, E. K. Undopmannonnas 0e3onacHOCTh U 3amuTa UHGOpMaluu : yueOHoe rmocodue /
E.K. bapanosa, A.B. babam. — 4-e u3z., nepepa6. u gon. — Mocksa : PUOP : UTHOPA-M, 2021.
— 336 c. — (Bricmiee obpasosanue). — DOI: https://doi.org/10.29039/1761-6. - ISBN 978-5-369-
01761-6. - Texcr : anekrponsnsIit. - URL: https://znanium.com/catalog/product/1189326

2. banwisl, [1. H. MadopmarimonHas 6€30macHOCTh U 3ammTa HHGOpMaIui [ DIeKTPOHHBIN pecypc]
: YueOnuk / [1. H. bauel, A. B. babam, E. K. bapanosa. - M.: PUOP, 2013. - 222 c¢. -
ISBN 978-5-369-01178-2

3. Uudopmanmonnas 6e3onmacHocTh: YueOHoe nocooue/ITapteika T. JI., [TonoB -e u3a., nepepad. u
gorn. - M.: ®opym, HUL[ MHOPA-M, 2016. - 432 c.: 60x90 1/16. - (TIpodeccronansHoe
o0Opa3oBaHme) (nepenneT)ISBN 978-5-91134-627-0, 200 9K3.
http://znaniurn.com/bookread?.php?book=516806

4. CsprueB, FO. H. Crangaptel wuHpOpManmMoHHONW Oe3omacHOCTH. 3ammTra U 00paboTka
KOH(PHICHIIMAIBHBIX TOKYMEHTOB : ydeOHoe mocobue / FO.H. CerueB. — Mockpa : UHOPA-M,
2021. — 223 c. —  (Bsicuee oOpa3oBaHue: bakanaspuar). — DOl
10.12737/textbook_5cc15bb22f5345.11209330. - ISBN  978-5-16-014397-2. - Tekcr
anekTpoHHbI. - URL: https://znanium.com/catalog/product/1189349

0) JONOJIHUTENbHAS IUTEpaTypa:
1. HudopmannonHas 6e30MacHOCTS MpeANpUaTUs: YdueOHoe nocodue / H.B. I'purmmna. - 2-¢ 3.,
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https://znanium.com/catalog/product/1189326
http://znaniurn.com/bookread2.php?book=516806

non. - M.: ®opym: HUI[ UHDPA-M, 2015. - 240 c.: ni.; 60x90 1/16. - (Beiciiee oOpa3zoBanue:
bakanaBpwuar). (ob6moxka/IbBU1 978-5-00091-007-8, 300 9K3.
http://znanium.com/bookread2.php?book=491597

2. NudopmanyonHas 6e30MacHOCTb U 3amuTa MHpopManuu: YdedHoe noco- 6ue/bapanosa E. K.,
babamr A. B., 3-e uzn. - M.: Ul PUOP, HUL] UH®PA-M, 2016. -Pabouas nporpamma u ®OC
coctaBiieHbl B cooTBeTcTBHM ¢ TpeboBanusMu OC HHI'Y mo nanpaBnenuto moarotoku 38.03.01
«DKOHOMHKAY, MPOUIb «DKOHOMHKA, MEXTYHAPOAHBII OU3HEC U TPEANPHHUMATEIECTBOY.

B) mporpaMMHoe oOecrneueHue u MHTepHET-pecypchbl (B COOTBETCTBHHM C COJEPIKaAHHEM
JUCITATIITUHBI )

www.gks.ru / deaepanbHas ciryx0a rocyJapCTBeHHON CTaTUCTHKH.

Oneparnronnas cuctema Microsoft Windows

[Mpuknaanoe mporpammuoe odecrieueHre Microsoft Office

CrpaBovHO-1IpaBoBas cuctema «KoHcymbranTILmocy

COw>

1. MaTepI/IaJILHO-TeXHI/I'leCKOC o0ecneyeHue AUCHUIIIMHBI

[TomenieHus npeacTaBiIsIOT co0oi yyeOHbIe ayAUTOPUH JUIsl IPOBEACHUS YUEOHBIX 3aHATHUH,
IPEyCMOTPEHHBIX IPOrPAMMOM, OCHAIIEHHbIE OOOPYJOBaHMEM U TEXHMUYECKUMHU CpPEJICTBAMU
0o0y4yeHMsI: KOMIBIOTEpOM, MpoekTopoM min JKK-TeneBu30poM, aKyCTHUECKOW CHUCTEMOW U MHUK-
podoHOM (1Tpy HEOOXOAMMOCTH ), @ TAKKE JOCKOM.

[Tomemienuss Uil caMOCTOSITEIbHOM pPAabOThl OOYYAIOLIMXCS OCHAIIEHbl KOMIIBIOTEPHOM
TEXHUKOW C BO3MOXKHOCTbIO MOAKIHOYeHHS K cetu "MHTepHer" u oOecrneueHbl JOCTYIOM B
3JIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTEIbHYIO Cpey.

[Iporpamma coctaBneHa B cooTBeTcTBUU ¢ TpeboBanusimu OC HHI'Y no wnampasnenuto
noaroroBku 38.03.01 DOxonomuka (OakanmaBpuar), mnpoduib «IKOHOMHUKA, MEXKIYHAPOIHBIN
OHM3HEC U MPEANPUHUMATETHCTBOY.

ABTOpBI:
K.3.H., mpodeccop kadenpsl «MTHOOPMAITMOHHBIX TEXHOJIOTHIA

Y UHCTPYMEHTAIIBHBIX METOJIOB B DKOHOMHUKE) B.H.fIcenes

K.3.H., IOLIEHT Kadenps! « THPOPMALMOHHBIX TEXHOIOTUH

U UHCTPYMCHTAJIbHBIX METOJA0OB B 9DKOHOMUKCECH ABI[OpO)KKH

PenensenTrr:

11.9.H., Ipodeccop, 3aM.
reHepatbHOro AupekTopa dheaepanbHoro kazeHHoro yupexaenus H. @. [lonskos

3aB.xadenpoii Tpuponos FO.B.
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