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1. Mecro nucunmimnbl B cTpykrype OOII

Huctummuaa B1.0.15 «MHpopMarmonHas 6€301macHOCTh) OTHOCUTCS K 0053aTeIbHON YacTH.

MecTO AMCUHUILINHBI B y‘leﬁHOM IJIaHE 06p330B3TeJ’[LHOﬁ MMporpaMmabl

brnok 1. [Jucrumumael  (Momynu) | Jucrumumua  B1.0.15  «MHbopManmonHass ~ 0€30MacHOCTHY
OO0s3aTenbpHas 4acTh oTHOCHTCS K oOs3aTenbHoN yactu OOII HampaBieHus MOATOTOBKH
38.03.01 «DxoHOMUKAY»

2. HJIaHI/IpyeMLIe pe3yJabTaThbl oﬁyqe}mﬂ Mo TUCHUIIJIMHE, COOTHECECHHDBIE C IVIAHUPYEMBIMHU

pe3yJbTaTaMM OCBOEHNsI 00pPa30BaTeILHOI NMPOrpaMMbl (KOMIETEHIMSAMH U
WHIHKATOPAMH JIOCTHKEHUSI KOMITETEH IIHiA)

I[Inanupyemblie pe3yJbTaThbl 00y4eHHS 10 THCHHILINHE HaumenoBanue
dopmupyembie (MoyJ110), B COOTBETCTBHY € HHAUKATOPOM J0CTHKEHUSI OII€HOYHOT0
KOMIeTeHIMH (KO, | KOMIETeHIHH cpeacTsa
coJiepKaHue HNuankarop Pe3yabTaThl 00yyeHuUst
KOMITETEHITUH ) JMOCTHKEHUS Mo JUCUUILINHE™ *

KOMIIEeTeHIMn™*
(xom, comeprkaHme
WHIIAKATOpa)
IK-3. Cniocoben IIK 3.1. ®opmupyer, | 3HaTh: HOpMAaTHBHBIE, OPTAHN3AIIMOHHBIE 3anmaumn, Tecr,
aHAM3UPOBATH U aHAIU3UPYeT U CpeJICTBa 3aIIUThl HH(OPMAIINH TIPH JIICKYCCHS
HWHTEPIPETUPOBATD HHTEPIPETUPYET (hopMHPOBAaHUH OTYETHOCTH, TUIAHOB,
JTaHHbIC (uHaHCOBO- MPOEKTOB XO3AHUCTBYIOIINX CyObEKTOB
OTEUECTBEHHOH U KOHOMUYECKYIO YMeTh: UCI0Ib30BaTh COBPEMEHHbBIE
3apy0exHOi nHpOpMaIIo CPEACTBA U TEXHOJIOTUH 3aIUThHI JAHHBIX.
(hMHAHCOBOW, Biamets: cpencrBamu cbopa, 06paboTKH
Oyxraiarepckoil u Y aHAJIM3a JaHHBIX C IPUMEHEHUEM
WHOH WH(pOpMAIINH, cucteM HHHOOPMAIMOHHON 0€30ITaCHOCTH.
BBIABIIATE TeHAeHIUH | [1K 3.2. BeisBnser 3HaTh: COBpEMEHHBIC CPEICTBA U 3amaum, Tecr,
HU3MEHEHUs TeHJICHINH U BO3MO)KHOCTH CUCTEM MH(POPMAIIOHHOM JMCKyCCHUs
SKOHOMHYECKUX H HCIIONB3YET Oe3omacHOCTH TIpr 00paboTKe
COLIMAJIBHO- pE3yJIbTaThl aHAJINM3a | OTYETHOCTH B LIENAX IPUHATHUSL
SKOHOMMYECKHUX rHpopMarum s YIIPaBICHYECKUX PEICHUH
roKaszaTernei u MPUHATHA YMeTh: HCIONB30BaTh CPENCTBA
HCIOJIb30BaTh YIIPaBICHIECKUX MHGOPMAIIMOHHBIX TEXHOIOTHH IpH
[IOJy4CHHbIE perreHuit peleHny npodecCuoHaNbHbIX 3aa4.
CBEICHMS IS Bnaners: HaBbIkaMu paboThI €
HPUHATHS COBPEMEHHBIMH CUCTEMAMHU
YIpaBIeHIECKUX nH(OPMAITMOHHOW 0€30MacCHOCTH MpH
peLieHuit MPUHSITUU YIPABICHUECKUX PEIICHUN
OIIK-6 OIIK-6.1 3HaTh: MIPUHIUIIEI PA0OOTHI COBPEMEHHBIX 3amaum, Tecr,
Cnocoben Ilonumaer WH()OPMAITMOHHBIX TEXHOIOTUN JIACKYCCHS
MOHAMATD NPUHIUTBL  paboThI | Y METh: ONPENEIATE COCTaB 3
TIPHHIHTIEL paGOTHI COBDEMEHHBIX npodeccHOHaIBHBIX 3a/]a4, peliaeMblii Ha
COBPEMEHHBIX HHOPMALHORHEX OCHOBE IIPUMEHEHHSI IPUHIMIIOB pabOThI
MHGbOPMAIHOHHEIX 5 COBPEMEHHBIX nHGOPMALMOHHBIX
o TEXHOJIOTUI TEXHOJIOTUi
TEXHOJIOTUH U .
Bnaners: HaBBIKOM rpaMOTHOM

HCIOJIB30BATE X MIOCTAaHOBKH MPOQECCHOHANBHBIX 3a/ad,
AULA pELICHUA 33/t pelIaeMbIX Ha OCHOBE NPMMEHEHHS
npo¢eccHoOHaNbHOI HPUHIIUIIOB Pa0OTHI COBPEMEHHBIX
ACATCIIbHOCTH MH(OPMALIMOHHBIX TEXHOJIOTHH

OIIK-6.2 3HaTh: TMOPSIOK IPUMEHEHUS KIIOYEBBIX | 3ajauu, TecT,

Hcnonb3yer OPUHOUIIOB ~ paboOTbl  COBPEMEHHBIX JCKyCCHUs

MHGOPMALMOHHBIX  TEXHONOTMH  Juist




MPUHIIUIEI pa0OTHl | pelleHus  3aJad  IpodeccuoHanbHON

COBPEMEHHBIX ACATEIIBHOCTH
HH(pOPMALMOHHBIX | Y METb: HCIIOJIB30BATh KITIOYEBBIC
TEXHOJIOTHI JIJIst IPUHIMIBL  PabOThI COBPEMEHHBIX
pelieHus 3a1a4 MHOOPMALMOHHBIX ~ TEXHOJNOTHH  JuIs
po(eCCHOHATBHON | PELIEHHs MPO(ECCHOHANBHBIX 3a1a4
NEATENBHOCTH

Brnazgers: HaBBIKOM IPaKTHYECKOTO

WCIIOJIb30BAHUSL KJIIOUEBBIX TPUHITUIIOB
paboThl COBPEMEHHBIX MH(POPMAIIHOHHBIX
TEXHOJIOT U s peleHus 3aJ1a4
npod)eCCHOHATBHBIX 3a1a4

3. CTpykTypa u coaep:kaHue TUCHUTLIHHBI

3.1 TpynoeMKOCTh AUCHHMILINHBI

oyHas ¢popma 04HO-3204HasA popma
o0yueHust o0yuyeHust
O0wmas Tpya10eMKOCTh 4 3ET _ 4 3ET
Yacos 1o yueOHOMY IIaHY 144 144
B TOM 4YucJjie
ayIMTOPHbIE 3aHATHS (KOHTAKTHasi padora):
- 3aHATHA JEeKIHOHHOI0 THIIA 32
- 3aHAITUS CEMUHAPCKOI0 THIIA 32
( mpakTHYecKHe 3aHATHS)
caMoCTOsITe/IbHAs padoTa 42 90
KCP 2 2
IIpomeskyTOoUyHasi aTTecTAIMS —
Jk3ameH - 36

3.2. Conep:xanue TUCHUNIMHBI

B TOM 4YHCIIe
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Tema 1. Teopernueckue 18 17 5 1 5 |1 10 2 8 15
ACIICKThI
nH(pOopManOHHOM
0e301acHOCTH
9KOHOMHUYECKUX CUCTEM

Tema2. IToustue 18 17 5 1 5 1 10 2 8 15
UH(OPMAIIMOHHBIX YIPO3 U
HX BUIBI

Tema 3. l'ocynapctBennoe | 18 17 5 1 5 1 10 2 8 15
peryaupoBaHue
nH(popManOHHOH
6e30IacHOCTH

Tema 4.ITonxopl, 14 19 3 2 3 2 6 4 8 15
MIPUHIIUIIBI, METO/BI U
cpencTBa odecTieYeHuUs
0€30MacHOCTH

Tema 5. Opranuzanus 22 19 7 2 7 |2 14 4 8 15
CHCTEMBI 3aIUThI
uH(bopMaLK

Tema 6. MeHeKMEHT U 16 17 7 1 7 1 14 2 2 15
ayJUT CUCTEM
UH(OPMAaLIMOHHON
0€e30MMacHOCTH

B T.4. Tekynuii KOHTpOIb | 2 2 2 2

[Ipomexxyrounas 36 36
aTTeCcTaLys -

Htoro 144 | 144 32 8 32 |8 66 18 42 90

[IpakTuueckune 3aHATHS (CEMHHApCKHUE 3aHATHS) OPraHU3YIOTCA, B TOM dYucie B (opme
MPAaKTUYECKOH TIOATOTOBKH, KOTOpas NpPEAyCMAaTpPHBAET YdYacTHe OOYYArOIIUXCS B BBIIOJHCHUU
OTJIENILHBIX AJIEMEHTOB Pa0OT, CBS3aHHBIX ¢ OyayIIel IpopecCHOHATBHOMN NeSITeTbHOCTHIO.

[IpakTuyeckass TOArOTOBKA IIPEAIOJIAraeT IIMPOKOE HCIOJIb30BAaHUE B YYeOHOM Ipoliecce
aKTHBHBIX W HWHTCPAKTHBHBIX (OPM MPOBEACHUS 3aHATUH (KOMITBIOTEPHBIX MPOrpamMM, ACTIOBBIX HI,
pa3dop KOHKPETHBIX CHUTyallMii) B COYETAHWU C BHEAYAMTOPHOH paboTOil ¢ 1enblo (OpMHPOBaHHS MU
pa3BuTHs MPO(ecCHOHaNbHBIX HABBIKOB CTYIEHTOB. B paMkax JaHHOTO Kypca BO3MOXHBI BCTPEYH C
MPEJCTaBUTEIIIMA KOMITAHUH Pa3InYHbIX (POPM COOCTBEHHOCTH, TOCYIAPCTBEHHBIX W MYHHIIMIIATBHBIX
OpraHoB.

Ha mnpoBeneHne mNpakTUYECKHX 3aHATHHA (CEMHHApPCKHX 3aHATHH) B (OpME  MPaKTHYECKOU
MOJTOTOBKM OTBOAMTCS 4  Haca.

[IpakTyeckas MoAroTOBKa HaNpaBjeHa Ha (OPMUPOBAHKE U Pa3BHUTHUE:

- TMPaKTUYECKHX HAaBBIKOB B CcOOTBeTCTBUU ¢ mpodunem OIl: aunanumuueckoii desmenvHocmu u
komnemenyuu [IK-3: CrnocobeH aHaIM3UpOBaTh M HMHTEPIPETUPOBATH JaHHBIE OTEYECTBEHHOW W
3apyOexHOM (MHAHCOBOW, OyXranTepckol W MHOW HH(POPMAIUH, BBISBISATH TEHIACHIIMA W3MEHEHUS
SKOHOMHUYECKUX U COIMATbHO-DKOHOMUYECKHX MOKa3aTesel U MCIONIb30BaTh NOTYyYCHHBIE CBEACHUS IS
MIPUHSITHS YIIPABICHUECKUX PEIICHHH.

Texymuit KOHTPOJb YCIEBAEMOCTH peajn3yeTcs B paMKaX 3aHSATHH CEMHUHApCKOro THIIA,
TPYIIOBBIX WU UHIUBUIYATbHBIX KOHCYIbTAIIUH.

4. Y4eOHO-MeTOIMYECKOe o0ecrevyeHne CaMOCTOsITeJIbHOIH PadoThl 00yUYaroIuXcst

B xonme HU3YUYCHHUA AUCHUIINIMHBI YACIACTCA BHUMAHUC KAK TCOPCTUUCCKOMY YCBOCHHUIO MMOHSATHUH
PIH(bOpM&I.[HOHHOﬁ 6630H3.CHOCTI/I, TaKk H HpI/IO6peTeHI/IIO, Pa3BUTUIO U 3aKPCIJICHUIO IMPAKTHUYCCKUX




HABBIKOB U YMEHHI 110 MCIIOJIb30BAHHIO CTICIUATN3UPOBAHHBIX HH()OPMAIIMOHHBIX CPEJCTB M TEXHOJIOTUH
pu opranu3anuy Mb 5)KOHOMUYECKUX CUCTEM.

Ha nexuusix packpbIBalOTCS OCHOBHBIE BOIIPOCHI pacCMaTpHUBAEMOM TEMBI, JEJAIOTCS aKLEHThl Ha
HanboJiee BaXKHBIC, CIOKHBIE M MPOOJIEMHbIE MOJOKEHUS H3y4aeMOI0 MaTepuana, KOTOpbIE TOJDKHBI
OBITH MPUHATHI CTYJACHTAMH BO BHUMAHHE.

Ha nmnpaktuyeckux 3aHATHSAX, OPUEHTUPOBAHHBIX Ha  IpEAMETHYIO oOnactb  Oyayuiei
npo(heCcCHOHATBHONW  IESTEFHOCTH  CTYACHTOB, BBIOOPOYHO KOHTPOJIUPYETCS CTEHEHb YCBOCHHS
CTYIEHTAMH OCHOBHBIX TEOPETHYECKMX MOJoKeHUuH. PaccMarpuBaercss TEXHOJIOTHUS NPUMEHEHUs
anmnapaTHO-IIPOTPaMMHBIX CpeACTB Ui opranm3anuu Mb. Ilpm pemeHunm npakTU4ECKUX 3aJaHui
UCTIOJB3YIOTCS HE TOJBKO MHCTPYMEHTAIbHBIE CpelcTBa WH(GOPMAIMOHHBIX TEXHOJIOTUH Ou3Hec-
WHAYCTPHH, HO U METO/IbI U TIOHATHUS TUCIHUILIMH (UHAHCOBO-9KOHOMHYECKOTO OJIOKA.

[locne n3ydyeHus Kaxao0M TEMbl MPETYCMATPUBAETCS BHIIIOJHEHHE CTYAEHTAMHU CaMOCTOSTEIbHOM
paboThl ¢ MPOBEPKOM KaK CTENEHU YCBOCHHS MMHU TEOPETHUECKUX, 3HAHUI, Tak U 00beMa M KadyecTBa
MIPUOOPETEHHBIX MPAKTUYECKUX HABBIKOB U YMEHUH.

B xozxe camocrosTenbHON pabOThl, MPU MOATOTOBKE K IUIAHOBBIM 3aHATHUSM, 3K3aMEHY CTYICHTHI
aHAJIM3UPYIOT TOCTaBJICHHbIE IpENoJaBaTeleM 3aJaud U HpoOJieMbl U C KCIOJIb30BaHUEM Y4eOHO-
METO/IUYECKON JUTEepaTypbl, MHPOPMALMOHHBIX CHUCTEM, KOMIUIEKCOB W TEXHOJIOTHM, MaTepualioB,
HaWJIeHHBIX B TI100apHOM ceTn IHTepHEeT, HaXOIAT MyTH UX Pa3peIICHHs.

JUis nocTHKEeHHs MOCTABJICHHBIX IeNiel MpernojaBaHus TUCIUIUIMHBI PEaTu3yIoTCs CIeAYIoLIre
CpeICTBa, CIOCcOObI U OpraHU3aI[MOHHBIE MEPOTIPUSITHS:

- U3y4eHUE TEOPEeTUYECKOro MaTepuaia AUCHUIUIMHBI Ha JIEKUUH C HCIOJIb30BaHHEM
KOMITBIOTEPHBIX TEXHOJIOTHH;

- CAMOCTOSITENIBHOE M3YYEHUE TEOPETUUYECKOr0 Marepuaia JUCHUIUIMHBI C UCIOJIb30BaHUEM
Internet-pecypcos, nadopmamoHHBIX 0a3, METOAMUECKUX Pa3pabOTOK, CHEIUATBFHON W HAyIHOM
JIUTEpaTypBhl;

- 3AKpEIUICHHE TEOPETUYECKOT0 Marepuajna NpH MPOBEICHUU MPAKTHUYECKUX 3aHATUN C
WCTIOJb30BAHUEM  Y4eOHOTO W HAydyHOTO  OOOpyJOBaHMS,  BBINIOJHEHUS  MPOOJIEMHO-
OPHEHTUPOBAHHBIX, IONCKOBBIX, TBOPYECKUX 3aJaHUN.

CamocTtosarenbHas paboTa sBIsSETCS Hambosiee NEsTeNbHBIM M TBOPUYECKUM IPOILIECCOM, KOTOPBIN
BBITIOJIHAET Psii AUJAKTHUYECKUX (PYHKIMNA: cIocoOCTBYeT (OPMUPOBAHUIO JUATIEKTUYECKOTO MBIIIICHHUS,
BbIPa0aTHIBAET BBICOKYIO KYJIbTYPY YMCTBEHHOI'O TpyJa, COBEPILIEHCTBYET CIOCOOBI OpraHu3aluu
[T03HABATEIbHOU JIeSATEIbHOCTH, BOCITUTBHIBAET OTBETCTBEHHOCTb, LEJEYCTPEMIIEHHOCTD,
CUCTEMAaTUYHOCTb U MOCJIEI0BATENILHOCTh B PA0OTE CTY/IEHTOB, pa3BUBACT Y HUX OepekHOE OTHOIICHHE K
CBOEMY BPEMEHH, CIOCOOHOCTh JI0BOJAUTH A0 KOHIA HAYaTOE JEIIO.

KonTponbHble BONPOCHl M 3aJaHus Uil MPOBEACHHUS TEKYLIEr0 KOHTPOJIS U IPOMEKYTOUYHOMN

aTTECTAIlMK TI0 HTOraM OCBOEHHMS JUCIUILIMHBI TIPUBEIEHBI B 1. 5.2.

Jlnst obecriedeHuss CaMOCTOSTENILHOM PabOThl 00YYAIOIIUXCS HCIOJIB3YETCS JIEKTPOHHBIE KYpPChI
«Mudopmarmonnas Oe3zomacHoctb»  (https://e-learning.unn.ru/enrol/index.php?id=4715 u https://e-
learning.unn.ru/enrol/index.php?id=4760), co3manHbic B cucTeMe 3aeKTpoHHOTo 0oOyueHus HHIY -
https://e-learning.unn.ru/.

5. @ oH/T OLIEHOYHBIX CPEICTB /1151 MPOMEKYTOUHOH ATTECTANMH M0 TUCHUTIIIHHE (MOIYJII0),
BKJIFOYAIOIIWH

5.1. Onucanue mKan OLICHUBAHUA PE3YJILTATOB O6y‘IeHI/IH 110 JUCIUITIINHE

IlIkajna oneHUBaHUA C(HPOPMUPOBAHHOCTH KOMIETEHIIHIA
Yposenb 1 popmup u
copmupoBan
J10X0 HEYJAO0BJIETBO | YIOBJIETBOPH XO0pOo1110 04YeHb XOPOLIO OTJIMYHO MPEeBOCXO0IHO
HOCTH
. pUTEeILHO TeJIbHO
KOMIIeTeHIUHii



https://e-learning.unn.ru/enrol/index.php?id=4715
https://e-learning.unn.ru/

(MHauKaTOpa He 324YTeHO 3a4YTEHO
JOCTHKEHUSI
KOMIIeTeHU M i)
OtcyrcTBHe YposeHb MunumMansHo | YpoBeHb YposeHb YposeHb YpoBeHb
3HAaHUH 3HAHUI HIDKE | JIOIyCTHMBII 3HAHUI B 3HAHUI B 3HAHUI B 3HaHUH B
TEOPETHIECKO | MUHHMAJIBHBI | YPOBEHb 00BeME, 00BeMe, 00BeEME, 00BeEME,
ro MaTepuaiga. | x 3HAHUH. COOTBETCTBYIO | COOTBETCTBYIOII | COOTBETCTBYIO | IPEBBIIIAIOIIE
TpeOoBaHMIA. JomymeHo memM €M IIporpaMme meM M IIpOrpamMmy
Y HesosmoxkHOC | MImenn mecto | MHOTO Iporpamme ITOATOTOBKH. rporpamme ITOTOTOBKH.
_ Th OLEHHUTH rpyosie HETpyObIX MO/ATOTOBKH. JomymieHo MIO/ITOTOBKH,
MOJIHOTY OIIMOKH. OIIMOKH. JonymieHo HECKOJIBKO 0e3 ommooK.
3HaHHH HECKOJIBKO HECYIIECTBEHHBI
BCIICIICTBHE HerpyobIX X OMIUO0K
oTKaza OmMoO0K
o0yJaromeroc
s OT OTBeTa
OtcyrcTBUe IIpu pemenun | IIpomemoncrp | IIpomemoncrp | Ilpomemoncrpu | IIpomemonctp | IIpomemoHncTp
MHHUMAJBHBI | CTaHAAPTHBIX | MPOBaHBI HpPOBaHBI BCe pOBaHBI Bce HpOBaHEI BCE HpOBaHEI BCE
X YMEHUH . 3a1aq He OCHOBHBIE OCHOBHBIE OCHOBHBIE OCHOBHBIE OCHOBHEIE
HeBo3MoXXHOC | MPOJEMOHCTP | yMEHHSI. YMEHHUSL. YMEHHUSL. YMEHUs,penie | yMEHHs,.
Tb OLICHUTH HPOBaHBI Pemrensr Pemrensr Bce Pemrensr Bce HBI BCE Pemens Bce
HaJTNYUe OCHOBHBIE THUIIOBEIE OCHOBHBIE OCHOBHBIE OCHOBHBIE OCHOBHEIE
YMEHUH YMEHHUSL. 3a7a4H C 3aJa4H C 3aJa4H . 3a7a4M C 3a7a4n.
Ymenus
BCJIC/ICTBHE HEerpyObIMH HerpyobIMU BeimosnHeHsI Bce | OTHENBHBIMA BeimonHeHs!
OTKa3a Wwmenn mecto | ommGkamm. OIINOKAMH. 3aJaHus, B HECYIECTBEH | BCE 3aJaHMUI,
obyuarormeroc | TPyobie BeimosaeHb BeimosnaeHb! TIOJTHOM HBIM B TIOJTHOM
sI OT OTBETA OLLIMOKH. BCE 3aJaHus BCe 3aJiaHus, B | 00bEME, HO HEJI0UETaMH,
HO HE B MIOJTHOM HEKOTOpBIE C BBIIIOJTHEHBI obbeme 0e3
[IOJIHOM 00BeMe, HO HEJIOUYCTAMHM. BCe 3aj1anusa B | HEOYCTOB
obbeme. HEKOTOpEIE C MOJIHOM
HeJ0ueTaMH. obbeme.
OtcyrcTBHE IIpu pemenun | Mmeercs IIponemoncrp | Ilponemonctpu | IIpomemonctp | IIpomemoHcTp
BIIQJICHUSI CTaHJIApPTHBIX | MUHUMAJbHBI | MPOBaHBI pOBaHBI HPOBaHbI HUpOBaH
MaTepuauoM. | 3a7ad He i1 6a3oBbie 6a3oBble HaBBIKI TBOPYECKUIA
HeBo3MOXXHOC | NPOAEMOHCTP HaBbIKH HaBBIKH MOAXO. K
0 Tb OLIEHUTh HPOBaHbI Habop IIpH PEHICHUH | pereHuro
L1aBBIKH HATHYLe 6a30BbIE HAaBBIKOB /Ul | TIPU PEUICHUH | TIPU PElIeHHH HECTAHJAPTH | HecTaHAAPTH
HaBBIKOB HaBBIKH. peueHus CTaHAAapTHBIX CTaHAapTHBIX bIX 3a1a4 0e3 BIX 3aJ1a4
BCIIEICTBHE CTaHJAPTHBIX | 3a]ad cC 3ay1ay Oe3 OMOOK U
oTKa3a Wmenu mecto | 3amauc HEKOTOPBIMH OLINOOK U HEJIOYETOB.
obyuatomeroc | IPyobie HEKOTOPBIMH | HEAOYEeTaMU HEJIOUETOB.
sI OT OTBETA OmuOKu. HeJlo4eTaMu
IIIkana oueHKN NPHU MPOMEKYTOYHOM aTTeCTAluH
Ounenka YpoBeHb NOATr0OTOBKH
NMPEBOCXOIHO Bce xomrmereHmuu (4acTé KOMIETEHIWH), Ha (pOpMUpOBaHHE KOTOPBIX
HallpaBjJieHa OHUCHUILIIIMHA, C(i)OpMI/IpOBaHLI Ha YpPOBHC HE HHXKC
«IIPEBOCXOAHO», MPOACMOHCTPHUPOBAHBI 3HAHUWS, YMCHUA, BJIAACHUS I10
COOTBCTCTBYHOIIUM KOMIICTCHIUAM Ha YPOBHEC, BBIIIC IPECAYCMOTPCHHOI'O
porpammon
OTJIMYIHO Bce kommereHnnu (4acTH KOMIIETEHIIMI), Ha (HOPMHPOBAHHE KOTOPBIX
3a4YTEHO HarpasJiCHa JUCLUIIINHA, C(I)OpMI/IpOBaHBI Ha YpPpOBHC HE€ HHIKC
«OTJIUYHO», IIPU I3TOM XOTA OBI OJHa KOMIICTCHI A C(bOpMHpOBaHa Ha




YPOBHE «OTJIUYHO»

0YeHb XOPOIIIo Bce komrmereHry (4acTé KOMIIETEHIUH), Ha (OpMUpPOBaHHE KOTOPBIX
HamnpaBJicHa JUCIUILINHA, C(POPMUPOBAHBI Ha YPOBHE HE HIDKE «OYCHb
XOpOIIIO», TPU 3TOM XOTS OBl OIHA KOMIIETEHIUsA C(hOpMUpOBaHA Ha
YPOBHE « OYCHb XOPOIIIO»

XOPOIIOo Bce kommereHnnn (4acTH KOMITETEHIIMI), HA (HhOPMHpPOBAHUE KOTOPBIX
HalpaBJieHa JUCHUIUIMHA, Cc(OPMHPOBAaHBI Ha YpPOBHE HE HHUXKE
«XOpOIIO», MPHU 3TOM XOTsA Obl OJJHA KOMIETEHIMsI CPOopMUpOBaHA Ha
YPOBHE «XOpOIIIO»

yaoBJieTBOpUTE] | Bece kommereHUMu (4acT KOMIIETEHLMH), Ha (POPMHUPOBAHHE KOTOPBIX
BHO HalpaBJieHa JUCHUIUIMHA, C(OPMHPOBAaHBI Ha YpPOBHE HE HUXKE
«YIOBJETBOPUTENHHOY», TPU O3TOM XOTS OBl OfHA KOMIIETEHIIHS
chopMUpOBaHa HA YPOBHE «yIOBJIETBOPUTEIHHO

HeyJI0oBJIeTBOPUT | XoTs  Obl  ogHAa  KOMIETeHUMs  CcOPMHpOBaHA HAa  ypPOBHE

€JIbHO «HEYJIOBJIETBOPUTENBHO», HH OJlHA M3 KOMIIETEHIIMH He cPOopMUpOBaHa
He 3a4TeH( Ha YPOBHE «ILJIOXO»
IJI0XO0 Xors ObI OJTHA KOMITETEHIINSI CPOPMUPOBAHA HA YPOBHE IIIOXO»

52 Tunosble KOHTPOJIbHBIC 3aJaHUS WJIX UHBIC MaTEepUaJIbI, HCOﬁXO}II/IMbIe
JUISL OLIEHKHU Pe3yJIbTaTOB 00y4eHM .

5.2.1 KoHTpoJ/IbHBbIE BONPOCHI K IK3aMeHYy N0 aucuuiinie « UngopmanuonHasi 6€30macHoOCTb

Bomnpoc Kon
KOMIICTEHIIUH
OCHOBHbIE TEHJICHIIUH PA3BUTHUsI HHPOPMATH3AIMN B SKOHOMHKE. OIIK - 6
OcCHOBHBIE MOHATHS UH()OPMAIIMOHHOW 0E30MACHOCTH B SKOHOMHUKE. OIIK - 6
WudopmanmonHas 6€30macHOCTh B IUPPOBOI IKOHOMHKE. OIIK - 6
DkoHOMHUYECKast HHPopMaIUS KaK TOBap U 00bEKT OE30MaCHOCTH. OIIK - 6
Cucrema 3amuThl HPOPMALIUH U €€ CTPYKTYpa. OIIK - 6
WHpopManmoHHbIe YrpO3bI, HX BUIBI U IPUYNHBI BOSHUKHOBCHUSL. OIIK -6
WudopmanmoHHblie yrpo3bl Ui TOCyIapcTBa. OIIK - 6
WudopmanmoHHbIe yrpo3bl Uil KOMIIaHUH. OIIK - 6
WNudopmanmoHHbie yrpo3bl IUist IUYHOCTH ((PU3NUECcKoro auma). OIIK - 6
JlelicTBus 1 COOBITHSI, HAPYIIAIOIIUE HH()OPMAIIMOHHYIO 0€30aCHOCTb. OIIK - 6
JImanocTHO-TIpOheccHoHaIbHBIE XapaKTEPUCTUKN U AEHCTBUS COTPYIHUKOB, CIIOCOOCTBYIOIINX OIIK - 6
peanu3auny MHPOPMALMOHHBIX YIPO3.
CriocoObI Bo3/ieiicTBYSI HH(POPMAIIMOHHBIX YTPO3 HA O0BEKTHI. OIIK - 6
BHeniHue v BHYTpeHHHE CYOBEKThI HH()OPMAIIMOHHBIX YIPO3. OIIK - 6
KoMribroTepHbie PECTYIUICHUS ¥ NX KI1acCH(UKALIUSL. OIIK - 6
Hcropuueckue acreKkTbl KOMIbIOTEPHBIX NPECTYIUIEHUN U COBPEMEHHOCTD. OIIK - 6
CyOBeKTHI ¥ IPUIUHBI COBEPIICHHUSI KOMITBIOTEPHBIX MPECTYIUICHHUI. OIIK - 6
BpenoHocHble porpaMMebl, UX BUBIL. OIIK - 6
Hcropust KOMIBIOTEPHBIX BUPYCOB U COBPEMEHHOCTb. OIIK - 6
TlocymapcTBeHHOE perynmupoBaHue HHPOPMAIMOHHOW 0€30ITacHOCTH. OIIK - 6
JesTenbHOCTh MEKIYHAPOTHBIX OpTaHU3aINi B chepe MHYOpPMAMOHHOH 6€30T1aCHOCTH. OIIK - 6
HopmaTuBHO-TIpaBOBBIE acIieKTHI B 001acTH HHPOPMAMOHHON Oe3onmacHocTH B Poccuiickoit OIIK - 6
®denepanyu.
JlokTprHa uHpOpMaImonHo# 6e3onacHoct Poccun. OIIK -6
YTO0I0BHO-IPaBOBOI KOHTPOJIb HAJ| KOMIBIOTEPHOM IpeCTyMHOCTHIO B Poccnu. OIIK -6
®enepanbhble 3akoHbl 10 U B PO. OIIK -6
[NonuTrka 6e30MacHOCTH 1 €€ TPUHIUIIBL. OIIK -6
®parMeHTapHBIN U CHCTEMHBIH MTOIXO K 3aIIuTe HHPOPMAIIHH. OIIK -6
MeTonb! U CpeACTBa 3alUTH HHPOPMAIIHH. OIIK - 6




Opranmszannonnoe ooecrieuenne Mb. OIIK -6
Opranuzanys KOH(QUAEHINAIFHOTO eTI0NPONU3BOJICTBA. K -3

Komriekc opraHu3annoHHO-TEXHIYECKUX MEPONPHUATHI 110 00eCIIeYeHNIO 3aIUTHl HH(POpMAaLUH. K -3
WnxeHepHO-TeXHUUECKOE 0OecriedeHre KOMITBIOTEPHON 0€30MacHOCTH. K -3
OpraHu3annoHHO-TIPABOBOH CTATYC CITY>KObI O€30I1acCHOCTH. K -3
3anmra nHpopmarmu B iHTEpHETE. K -3
DJIeKTPOHHAs MOUTA U €€ 3allluTa. MK -3
3amuTa 0T KOMIIBIOTEPHBIX BUPYCOB. K -3
«BonbHBIE» MOOMIBHUKH U UX «JICUECHHEY. K -3
[onynspHble aHTUBHPYCHBIE IPOrPaMMBI U HX KiacCH(UKaIys. K -3
Opranu3anysi CUCTEMBI 3alUTHl HHPOPMAIKA SKOHOMUYECKUX OOBEKTOB. K -3
Kpunrorpadudeckrie MeTop! 3aUThl HHOOPMALIUH. K -3
Dranbl MOCTPOSHHUSI CUCTEMBI 3aIIUTHI HHPOPMAIIWH. K -3
OreHka 3¢ (GEKTUBHOCTA UHBECTHUIHIH B HHPOPMAITMOHHYIO O€30ITaCHOCTb. K -3
[Tnan obecrieueHnst HENPEPHIBHOW paOOTHI M BOCCTAHOBJICHUS (DYHKIIMOHUPOBAHUS K -3
ABTOMAaTU3UPOBAHHOW MH(OPMAIIMOHHOW CHCTEMBI.

VYnpasnenne nHGpOpMaMOHHOH O€30MaCHOCTH Ha TOCYJapCTBEHHOM YPOBHE. K -3
Aynut Vb aBTOMaTH3MpOBAaHHBIX OAHKOBCKUX CHCTEM. K -3
DJIeKTpOHHAs! KOMMEPIIUSA U €€ 3alIuTa. MK -3
MeHeKMEHT U ayauT HHOPMAIMOHHOW 0€30MacCHOCTH Ha YPOBHE TIPEIIPHUSITHSL. IK-3
WudopmanmonHas 6€30macHOCTb MPEANPHHUMATEBCKOH e TENbHOCTH. IK-3
ObecnieueHre HHPOPMAITMOHHON 0€30IaCHOCTH JTOKHOCTHBIX JIHII, [1K-3

5.2.2. TunoBsble 3aJaHus 1Jis1 OlleHKU cpopMupoBanHocTH KommneTenuuu _OITK-6

1. Onpenenuts MeCTO M PoJib HHGOPMAIMOHHON O€30MaCHOCTH MPU HCTOJIB30BAHUU JTIMYHOTO
KOMIBIOTEpAa ¥ MOOWJIBHBIX YCTPOMCTB. OXxapaKkTepu30BaTh IMOCJIEACTBUS B3JIOMa BalllUX JIHYHBIX
AKKayHTOB B COII. CETAX, JJIEKTPOHHOM TOYTHI.

2.Bw1 pabotaere Oyxrantepom-3koHOMHCTOM. [lomg BamuMm normHOM W mapojieM coO cuera
NPEeNNpUATHS YIIIM OOJbIIMEe CYMMBbI JIeHEI HEW3BECTHbIM KoHTpareHtaMm. I[locnmeactBus, Bama
OTBETCTBEHHOCTb.

3.Bb1 paboraere ximeHTCKUM MeHemkepoM. C Bamiero koMmmproTepa TOXHUINEHA KIMCHTCKAs
6a3a. KoukypenTsl mnpemnoxuiau Bammm kiueHTam Oojiee MpHUBJIEKaTeNbHbIE YCIOBHS W IICHBI.
ITocnencTBuda. Baira oTBETCTBEHHOCTD.

4. TlpuBenute mNpuMepbl HapylieHHsT HMHPOPMAIMOHHON Oe30MmacHOCTH M3  COOCTBEHHOMU
npakTuku. Oxapakrepusyiite mnocnenctsus. Kakue nedcTBus NpeAnpUHUMANIO PYKOBOJACTBO Bareit
opranmuzanuu? Kak B nanpHeiilieM ckiaapBantach Kapbepa BUHOBHBIX COTPYIHUKOB?

TunoBble 3a7aHus 1151 olleHKU chopmupoBanHocTH komnerenuuu _ITK-3

1.3ammTa napopmanuu ot c60eB 000PYA0BAHMS U CIAYYAHMHON MOTEPH

1. OtBetbTe Ha Bompoc: «YTo mojapasymeBaercsi moj cboem obopynoBaHus?», «UTo oO3Hadaer
ciy4aiiHas norepst HHGopManuu ?»

2. Omnpenenute METO/IbI 3aIIUTHI

1 nepuonmyueckoe apXMBUPOBAHKME MPOrPaMM U JaHHBIX. [IprdeM, Mo cIoBOM «apXHBHPOBAHHE)
MOHUMAETCS KaK CO3/IaHHE IMPOCTOHM pPEe3epBHON KONHHM, TaK M CO3JaHHWE KOIHUH C IpPEIBAPUTEIBHBIM
ckaTueM (KoMmpeccueil) nHpopmanun. B nocieanem cirydae UCIONB3YIOTCS CIICIHANBHBIE TPOTPAMMBI-
apxusatopsl (Arj, Rar, Zip u ap.);

2 aBTOMAaTH4YECKOEe pe3epBupoBaHue (ainoB. Ecny 00 apXWBUPOBaHWUU TOJDKEH 3a00THTHCS caM
MOJIb30BaTeNb, TO IPH HWCIOJB30BAaHUM TPOTPAaMM aBTOMAaTHYECKOTO pE3CPBUPOBAHUS KOMaHIa Ha
COXpaHeHHe JIt00oro (aiina aBToMaTHUeCKH AyOnupyercss W (aida coXpaHseTcsl Ha JBYX aBTOHOMHBIX
HOCHUTEISIX (HampuMep, Ha JBYX BHHYECTepax). BBIXO M3 CTPOs OJJHOTO M3 HHUX HE NMPHBOAUT K MOTEpE
nHpopmarmu. PesepBupoBanue (aiiioB MHPOKO UCTIONB3YETCsI, B YaCTHOCTH, B OAHKOBCKOM JIeJIe.

3 mepuoaMyeckas NpoBepKa HCIPAaBHOCTH 000pyIoBaHuUs (B YaCTHOCTH - TIOBEPXHOCTH JKECTKOTO
JMCKa) TPU TOMOIIM crenuaibHeix mnporpamm. Hampumep: Disk Doctor, ScanDisk . IlomoGubie
NPOrpaMMBbI MO3BOJISIOT OOHAPYKUTH JIEPEKTHBIE YIACTKH Ha MOBEPXHOCTH JMCKA M COOTBETCTBYIOLIHM
00pa3oM HX MOMETUTh, YTOOBI P 3aNHCH UHPOPMAIIUH 3TH YUACTKH ObLIN 000 1EHBI.

4 mepuoauueckas ontumuzanus (AedparMeHTanus) AWCKA IS PAlMOHAIBHOTO pPa3MEIlCHHS



¢aiinoB Ha HEM, YCKOPEHUs paOdOTHl M YMEHBUICHUS €r0 U3HOCA.

Onpenenure MeToAbI 3alMTBHI OT CJAyYailHOM MOTEPHM WJIHM MCKakKeHUs: HMHQopmanum,
Xpausaweics 6 Komnvlomepe:

1 aBTOMaTWyecKud 3ampoc Ha MOATBEPXKIECHUE KOMaHAbI, IPUBOJAIIEH K H3MEHEHUIO
COJIEPKUMOTO Kakoro-imoo ¢aitna. Ecim Bbl XoTHTE ynanuth (ailn WM pa3MecTHTh HOBBIUA (aiiim moj
PEeAaKTOPhl MO3BOJIAIOT CAENATh JOKYMEHT JOCTYIHBIM TOJIBKO JUIS YTEHUs WM CKPBITH (haili, cienas
HEIOCTYITHBIM €T0 UM B Iporpammax padoTsl ¢ (aitnamu;

2 BO3MOXHOCTh OTMEHHUTbH IMOCIEAHUE JeiCTBHs. Ecu BBl peakTupyeTe TOKYMEHT, TO MOXKETe
MOJIb30BaThC (DYHKIMEH OTMEHBI MOCIEIHETO NEHCTBUS WM TPYIIBI JEHCTBHIA, UMEIOUICHCS BO BCEX
COBPEMEHHBIX penakropax. Eciiv Bbl OIIMOOYHO yaanuiau HyXKHbIA (aii, TO crenuaibHble MPOrpaMMbl
MO3BOJISIFOT €r0 BOCCTAHOBUTH, IPaBJa, TOJbKO B TOM Cilyyae, KOTJa Bbl HUYEr0 HE YCIEIM 3amucarth
MOBEPX yAaJIEHHOTO (Qailna;

3 pasrpaHWYeHHE JIOCTyNa IOJIb30BaTeNeil K pecypcam (aiIoBOM CHCTEMBI, CTPOTOMY
pa3JesIeHNI0 CUCTEMHOTO U MOJIb30BATENBCKOTO PEKUMOB PAOOTHI BEIYUCIUTEIHHON CUCTEMBI.

OTtBeTbTe Ha Bompoc: «YTo 03HaUaeT 3anura HHOOPMAITIHU OT KPaxu?»

Omnpenenure METO/IbI 3aIIMTHI HH(DOPMALIUH.

Heo0xonumble nosicneHusi. [lo gaHHbIM aHanUTUKOB, UCTOYHUK 80% yrpo3 mHGOpMaMOHHON
0€30MacHOCTH KOMITaHUU - 3TO €€ cOOCTBeHHbIM mnepcoHanl. COTpyqHUKH pPabOTaOT € JAOKYMEHTaMHu
COCTaBIISIIOIIMMU KOMMEPYECKYIO TaifHy, CJIeOBaTeIbHO, OHHU TIOJY4YaroT BO3MOXXHOCTh HAaHECTU
CYIIECTBEHHBIH YPOH NPEANpUITUIO TepenaBas KOHOUACHIMAIbHYI0 HH(GOPMALMI0O KOHKYpPEHTaM,
BBIKJIa/IbIBasl B MYOJIMYHBIA JOCTYI WM MPEAOCTABIISS JTIOOBIM 3aMHTEPECOBAHHBIM JuLaM. [Tpuuun mmis
MOJOOHBIX JIEHCTBUN MOXKET OBITh CKOJBKO YTOJHO - KOH(IUKT ¢ paboTojaTesieM, BHEUIHUE YIPO3bl,
LIAHTaX, XKeJlaHue 3apaboTath U T.1. Bo3MokHOCTEH TOXKE XBaTaeT - JOKYMEHTBI MOKHO CKOIIMPOBAThH HA
usb-muck, mocnarte 1Mo AIEKTPOHHOM MOYTE HIIH MPOCTO BBUIOKHUTH B HHTCPHET.

3anpeTuTh JOCTYNl K JIOKYMEHTAaM, COJEpXallMM KOMMEpPUYECKYI TaiiHy aOCOJIIOTHO BCeM
COTPYIHUKaM HeJb3s - BeIb KTO-TO K€ JOJDKEH MX co3laBaTh U oOpabarbiBaTh. Ho KOHTposmMpoBaTh
TepCOHaT UMEIOIINIA TOCTYI K CEKPETHOM MH(POPMAIIUA HEOOXO0TUMO.

Cucremsl 3ammutel MHpOpMaruu moctpoeHHble Ha 0a3ze (aiiepBOJIOB M aHTUBUPYCOB HE MOTYT
3aUIUTUTh OT XHUUIEHUH (Kpax) KOH(UICHUMAIbHOW HHPOPMALUHN MHPEINpUATHS, COTPYIHHKAMH,
UMEIOIMMU B CHUJIy CBOUX CIHYXEOHBIX OOS3aHHOCTEH OeCHpEensATCTBEHHBIH JOCTYNl K CEKPETHBIM
JTaHHbIM. OHM IPOCTO /7S 3TOTO HE MpeIHa3HAuECHBbI.

B HacTosimee BpeMs MOXKHO BBIACIMTH CIEAYIOIIME CHOCOOBI  3allUTBl  OT  KPaKu
KOH(UASHIIMATBbHON HHPOPMALUK COTPYAHUKAMU:

1. OTKIIOYUTH JUCKOBOJIBI, USD-mopThl, ceTth - 3(deKTHBHOCTH MaKcHMajbHas, 3aTpaThl
MHHUMAJIbHbI, HO IPUMEHHUTh MPAKTHYESCKH HEBO3MOXKHO - 4epe3 USD-HOPTHI YacTO MOKITIOYAOT MBIIIb C
KJIaBUATypoil, ceTh sBisieTcs ocHOoBoW WT-uH(pacTpyKTypbl NpennpusTdUss U AOCTYI B HHTEpHET B
OOJIBIIMHCTBE CiIydaeB HyKeH A paboTel. K TOMy ke BO3MOXKHO, YTO COTPYAHHMKY YacTO HaJIo IO
paboTte nepeHoCUTh OoJblline 00BeMbl MHpOpManuu (He BCA ke MHMOpMaIUs C KOTOpoW OH paboTraer
CEeKpEeTHas), TAK YTO BO3MOXKHOCTD IIOJIKITI0YATh USD-TMCKH KeTaTeIbHO TOXKE OCTABHTh.

2. IlepenaBaemyto B ceTh MH(poOpMaLio (GUIBTPOBATh aHAJIM3aTOpaMH Tpaduka U OIOKUPOBAThH
nepefayy cekpeTtHoi. K coxkaneHuio, 3TH MeTOAbl TOAATCA TOJBKO s (QUIBTpALMM BXOIALICH
uH(OpMAINU - T.€. A OJOKHMPOBKH BUPYCOB U Pa3BIEKaTEIbHOI'O HAIIPUMEP KOHTEHTa. MaKCHMyM 4ero
MO)XHO JOCTHYb - 3TO 3alllUTa OT HENPEJHAMEPEHHBIX IEHCTBUN IEpCOHANA, BJIEKYIIMX CIy4alHYIO
yTeuKy cekpeTHOl wuHpopmauuu. OT mNpeIHaAMEPeHHOTO XHUIIEHHsS KOHOQUAECHIMAIbHBIX JaHHBIX
nonoOHoe IIO He cmacer, T.K. 3alIUTy MOXHO 0oOMaHyTh Hampumep. K Tomy ke ocraroTcsi He
MOJIKOHTPOJIbHBIMU ChEMHBIC HOCHTENH (B OCHOBHOM USD-IHCKM , T.K. THIIYIIAMH ONTHYECKUMH
MPUBOJAMHU pabodKe MecTa OCHAIAIOTCS HE OYEHb YacTo).

3. Pasrpanuuenue JnocTyna K HOpTaM BBOJA/BBIBOJA. BOJBIIMHCTBO TOJOOHBIX MpOrpamm
npeacTaBisieT coboil mpocto rpadguueckuii HTEpQeEiic, ABIAIOUINIcS HaACTPOIKONW HaJl CTaHAAPTHBIMU
samuTHeIME MexaHuzmMamu OC  Windows, KoTopblii IMO3BOJISIET YCTaHABIMBATH IpaBa JOCTyHa K
pa3nuuHBIM TopTaM (Hampumep, USh) mis moboro mosp3oBarens. DTO pelIeHHWE TaKkKe He JIHMIICHO



CEPbE3HBIX HEJJOCTATKOB:
BO-TIEPBBIX - KOHTPOJb HE PAcCHpOCTpaHsAeTCs Ha HMH(OpMAIMIio, MepeaaBaeMylo MO CETH; BO-
BTOPBIX - IIPaBa CTaTUYHBI, T.€. HEBO3MOXKHO Pa3pELINTh M10J1b30BATEIN0 KOIMPOBATh HA
usb-uck HecekpeTHYI0 HH(OPMALIUIO U 3alIPETUTh KOITMPOBATh CEKPETHYIO.

4. Cucrema 3amutel Wupopmanuu SecrecyKeeper Corporate - paspabarbiBanach ¢ Y4eTOM
HEJOCTAaTKOB IMEpBBIX Tpex cnocoboB. OcHoBHOe Ha3HaueHue Cucremsl 3amutbl HMHbopmanuu
SecrecyKeeper Corporate - npeoTBpalieHHEe HECAaHKIIMOHHPOBAHHOTO pACHpOCTPaHEHUs (Kpax u
yTe4eK) KOH(OUACHINAIEHOW HHPOPMALIUH.

SecrecyKeeper Corporate maer cinyx6e 6€3011aCHOCTH TPEIIPUITHS CIICTYIOIAE BOZMOKHOCTH:

peain30BaTh NOJHOMOYHBIA KOHTPOJIb JIOCTYIa K CMEHHBIM HOCHUTENISM MH(OpMALMU, TAKUM Kak

JMCKETHI, USh- daemr-nucku u 1.11.;

OTPaHMYUTh JIOCTYN K KOH(pUICHIHaTbHON uHpopMauuu coTpyaHukoB WT-nonpasnenenui;

pasnenarh nHOpMaINIO, XpaHAUIYIOCa KaK Ha pab0yuX CTaHIUSAX COTPYTHUKOB, TaK U HA

cepBepax I0 CTETEHU CEKPETHOCTH;

MPUCBOUTh  KAXJOMY COTPYAHUKY TpPEANPUSATUS TMEPCOHANBHBIA YpOBEHb JIOCTyHa K
KOH(UIEHIIMAIbHON HHPOpMaIINH;

OTPaHUUYUTh HECAHKIIMOHHPOBAHHOE pACIpOCTpaHEeHHWE KOHQUACHIHAIbHOW WH(pOpMaluu Ha
OCHOBE CTENEeHH CEKPETHOCTH JIaHHBIX U YPOBHEH AOCTYIa COTPYIHUKOB;

JMHAMHYECKU PEryJIMpoBaTh MpaBa JOCTYyIa COTPYIHUKOB K YCTPOHCTBaM MepeHoca HHPopMauu
(muckeThl, USh-mmcku, WHTEpHET) B 3aBHCHMOCTH OT YPOBHS JOCTyNa COTPYIAHHKA W YPOBHEH
CEKPETHOCTH JIOKYMEHTOB C KOTOPBIMU BeAeTCs padoTa;

MPEAOCTABIISITH IaHHBIE TI0 paboTe ¢ KOHPHUACHIMATLHON HH(OpMaIeH.

Ha nro6oit ¢aiin MOXHO yCTaHOBUTH METKY KOH(UIEHIIMAIBHOCTH - Tpud (00uenocTymnHas,
ciTyxeOHasi, CEeKpeTHas);

I'pud moxer OBITH ycTaHOBJIEH Ha MH(POPMALMIO TOCTYM K KOTOPOW MPEIOCTABISETCS IO CETH
(ymaneHHoO), TaKylo Kak Harnpumep 0a3bl JaHHBIX, KOPIOPATUBHBIE HHTEPHET-NOPTAJIBI U T.11.

JU1s COTpYIHUKOB BBOJATCA CIEAYIOIIME YPOBHHM AOCTyNa (KaXKIbld M3 KOTOPBIX TaKXKE MOMKET
MPUHUMATD 3HAYCHHUS - OOIIEIOCTYITHAS, CITy)KeOHast, CeKpEeTHas ):

YPOBEHb J0CTYyINa K HH(OPMALMHU - ONIpeeseT K MHQOPMaIMK ¢ KaKUM MaKCHMalbHbIM TpH(oM
MOJKET MOJIyYUTh JOCTYI COTPYAHUK;

YPOBEHb JOCTyNla K CETH - olpejenseT HH(MOPMALUI ¢ KAaKUM MaKCUMAaJbHBIM TIpUQOM,
COTPYIHUK MOJKET IIepeaaTh B CETh;

YPOBEHb JIOCTyINla K CMEHHBIM HOCHUTEJSIM - olpeelisseT MHPOPMALMI0 C KAKUM MaKCUMaJIbHbIM
rpuoM, COTPYIHUK MOXKET CKOIIMPOBATh HA CMEHHBIN HOCUTEIIb.

5.2.3. TunoBble NpaKTHYECKHUeE 32/1aHNS I OLeHKHU copmupoBanHocTH komnereHunu__ OIIK-6

1. Kak no otHoueHuto k uHGpopmanuu Bameit opranuszanuu BenyTt ce0s KOHKypHUpyouue Gupmbi?

[IpITar0OTCs 1M OHM 3aM0JIyYUTh BaXKHYI0 HHPopManuio? Kakum o6pazom 3T0 IpoUCXOauT?

2. Caiit ¢pupmbl. YTO JOMYCTUMO Ha HEM pa3Meliarh? YMECTHO JIM pa3MellaTh 00pasiibl JOroBOpoB?

Brickaxute Bame muenue. Kak celiuac B ycoBHAX Kpu3Huca pazMeniath npaiicsl? C MUHMMaIbHOU
LIeHOH OT Kakoi To cymmbl? [losicauTe Bamry no3unuzo.

3. Hekas ¢upma pemnna ToproBaTb TeM e aCCOPTUMEHTOM 4YTO M Bama (upma. 3amnparinBaeT
Ipaiic y NOCTaBIIMKA, IPOTPAMMMCTHI MTOJIHOCTHIO KOIUPYIOT Balll HHTEPHET-MarasuH, MEHSIOT TOJBKO
IJIaBHYIO cTpaHully canta. Kak ato nmpexynpennts 3apanee? Onumure Bamm neiictsust.

4. Y Bac HebGombmass ¢upma. Bua nestenpHocTH npuaymaite camu. Kak  yrpossl
nHGOpPMAIMOHHOM 6e30macHOCTH Balleil AedaTenbHOCTH Bbl mpennonaraere? Kak Bl Oynere 3amumiath
uHpopmanuo?

5. UT-cneunanucrt Bamteir pupmsbl. Kak Bbl Oyznere padorats ¢ HuM? [1o gorosopy? Bosbmere ero B
mrar? Kakue 005S3aHHOCTH BBl U HETO NPEAyCMOTPUTE C yueToM TpeOoBaHHMN HHGPOPMALMOHHON
6e3onmacHoctu? bropker orpannueH. Ha 4To BbI IulaHUpyeTe MOTPATUTh JCHBIH B MEPBYIO OYepellb Ipu
corpyaauuectBe ¢ UT-cnennanucrom?



6. Ha kakoii mnatdopme Bl ObI MOpYUYHIIn pa3padboTaTh caiT kommanuu? OOOCHYHTE pereHHe.
OTtBeTbTe Ha BOMPOC: «YTO TakOe KOMITbIOTEPHBINA BUPYC?».

Ha3zoBute pasHOBHAHOCTH BUPYCOB

Omnpenenute METOBI 3AIUTHI OT BUPYCOB.

Heo0xonumble mnosicHeHusi. KOMIBIOTEPHBIM BHUPYCOM HA3BIBACTCS CIICIHAIBHO HAIMCaHHAS
porpaMma, CrocoOHasi CaMOCTOSATEIHHO CO3JaBaTh CBOM KOIMU W BHEAPSATHCS B JIPYTHE MPOTPAMMEI, B
CUCTEMHBIE O00JIACTH JUCKOBOH TIMaMATH KOMIIBIOTEpA, pPACHpOCTPAHATHCS TI0 KaHajaM CBSI3H.
OTMYUTEeIbHON OCOOCHHOCTHIO KOMITHIOTEPHOTO BHpPYCa SIBISETCS MaJICHBKHA O0OBEM MPOTrPaMMHOTO
KoJa

Hampumep, BUpyC MOKET BCTaBUTh CeOsl B HAYaJI0 HEKOTOPOI MPOTpaMMBI, TaK UTO KaXJbIH pa3 mpu
BBITIOJTHEHUH 3TOW MPOTrpaMMbl TIEPBBIM OY/IEeT aKTHBU3UPOBATHCS BUPYC. BO BpeMsl BBITIOJHEHUS BHPYC
MOJKET IMPOM3BOJIUTH HAMEPECHHYIO TIOpYY, KOTOpasi ceivac ke CTAaHOBUTCS 3aMETHOMU, HWIJTH TIPOCTO UCKATh
JpyTUe MPOTPaMMBbI, K KOTOPBEIM OH MOKET MPUCOCTUHUTH CBOM Kormu. Ecim «3apax€HHasy mporpamma
OyzeT rmepeiana Ha JPYroil KOMITBIOTEP Yepe3 CeTh WIIH JTUCKETY, BUPYC HAYHET 3apakaTh MPOT paMMbl Ha
HOBOW MaIlMHE, KaK TOJIbKO OyIeT 3amyiieHa TNepefJaHHas MporpaMMa. TakuM CIIOCOOOM BHUPYC
MEPEXOIUT OT MAIIMHBI K MallIMHE. B HEKOTOPHIX CIydasiX BUPYCHI
MTOTHXOHBKY
Kaaconduinaiiss BHpycos l CEremiir pacTpOCTPAHAOTCA Ha
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Ilo cpede obumanus supycos.

Cemegvie 6upycul WCNONB3YIOT A CBOETO PACIHPOCTPaHEHMs] KOMaHAbl U IPOTOKOJIbBI
TEJIEKOMMYHHUKAIMOHHBIX CETEH.

Daiinosvie supycwvl daie Bcero BHeAPSIOTCS B UCMIONHsAEMBbIE (ailiibl, UMEIOIINE PACIIUPEHNE
.€Xe M COT, HO MOTYT BHEJPATHCS U B (pailyibl ¢ KOMIIOHEHTAMH OIIEPALMOHHBIX CUCTEM, JIpaliBEphI
BHEIIHUX YCTPOWMCTB, OOBEKTHBIC (ailibl U OMONMOTEKH, B KOMaHIHbIC TMakeTHbIe (aitnbl. [Ipu
3allyCKe 3apakKeHHBIX IPOrpaMM BHPYC Ha HEKOTOPOE BpEMsl IOJIydaeT YIpaBI€HHE U B ITOT
MOMEHT IPOM3BOJIUT 3allJIAHUPOBAHHBIC JECTPYKTHBHBIE NEHCTBUS W BHEAPEHUE B Apyrue (hailibl
IIPOrPaMM.

3aepy3ounvie 6upycvl BHEAPSAIOTCS B 3arpy304HbId CEKTOp JUCKEThl WM B TJIABHYIO
3arpy304HYIO 3alMCh JKECTKOIO AMCKa. TakoW BHPYC M3MEHSET IPOrpaMMy HAa4aJbHOW 3arpy3Ku
OTIEpAallMOHHON CHCTEMbI, 3amyckas HEO0O0XOJAMMbIE JJIsi HapylIeHUs KOH(PHUIECHIUAIbHOCTH
MIPOrpaMMbl WJIM TOJAMEHSS, JUIsl TOW *Ke LEIH, CUCTEMHbIE (aillibl, B OCHOBHOM 3TO OTHOCHUTCS K
(haiinam, obecreunBarOIIUM JOCTYII TOJIb30BATENICH B CUCTEMY.

Jlokymenmuole 6upycol (Makposupycel) 3apaxar0T TEKCTOBbIE (aillibl peJakTOpOB WU
AJIEKTPOHHBIX TaOJINII, UCHOJIb3YsI MAKPOCHI, KOTOPbIE COMPOBOXKAAIOT TaKWe JOKYMEHTHI. Bupyc
aKTUBU3HUPYETCS, KOT/1a JOKYMEHT 3arpyXaeTcsl B COOTBETCTBYIOLIEE MPHUIIOKEHNUE.

Llo cnocoby 3apadicenus cpedvl obumanus

Pe3udenmnvle 6upycwvl TOCIE 3aBepLICHUS HWHPHUIMPOBAHHOW MPOrpaMMbl OCTalOTCA B
OTEpaTUBHOM TMaMATH M MPOJOJDKAIOT CBOM JIECTPYKTHUBHBIE JICHCTBUS, 3apaxkas JApyrue
HCIOJIHSIEMbIE MTPOTPAMMBI, BIUIOTH JI0 BBIKIIIOUEHHS] KOMIIBIOTEPA.

Hepesudenmnvle 6upycvl 3amycKaroTCsl BMECTE C 3apa)KEHHOM MPOrpaMMOil U yHansioTcs U3
MaMsITA BMECTE C HEM.

Lo ancopummam @yHkyuonuposanus

Iapazumupytowue 6upycel — 3TO BUPYCHl U3MEHSIOIINE COJIEPKUMOE 3apakKeHHBIX (PailioB.
OHH JeTKo OOHApYXUBAIOTCA M YyHalAoTca U3 (aiiyla, Tak Kak MMEIOT BCErJa OJUH U TOT XKe
BHEPSIEMBIN MPOTPAMMHBIN KO/I.

Tposinckue Kkomu — BUPYCBHI, MacKUpyeMble IOJ TMOJIE3HbIE MPOTpaMMbl, KOTOpbIE OYEHBb
X04eTcsl UMeTh Ha CBOeM KoMrbiotepe. Hapsay ¢ mosie3HbIMU (QYHKIUSMHU, COOTBETCTBYIOIIMMU
YCTaHaBIMBAEMON MIporpaMMe, BHUPYC MOKET BBINOJIHATH (GYHKIMM, Hapylialmue padboTy
CUCTEMBI, HJI COOMPATh HHPOPMAIIHIO, 00pabaTHIBAEMYIO B HEH.

TposiHer, — 3To pa3HOBUAHOCTH BUPYCA-UepBsi, KOTOPBIA MOKET 3HAUYUTEIBHO OBPEAUTH Bari
1K, HacTONBKO Cepbe3HO, UTO MOXKET CIOMaTh Barl KoMIbioTep 3a CYeT OOLIUPHOTO MOBPEXKICH U,
KOTOpOE€ MOKET ObITh HEOOpaTHUMbIM. A TaK >K€ TPOSHIIBI CTUPAIOT KECTKUU IUCK, MOCBHLUIAIOT
HOMepa U Mapoiu Bammx KpeauTHBIX KapTOUYeK IO COOTBETCTBYIOUIEMY aJpecy, HCIOIb3YIOT
KOMITBIOTEP B MPOTHBOIPABHBIX LIETISX.

TposiHckuii kKoHb 1Mo HasBanuem Spy Sheriff 3apasun MHUIHOHBI KOMIIBIOTEPOB MO BCEMY
MUpY. DTOT BUPYC TPpyHIUpyeTcs kak malware, T. e. 310BpeaHoe mporpamMmmuoe obecrieueHue. Ha
KOMITIBIOTED M €r0 CHUCTEMY OH HE OKa3bIBaeT BIIMSHUE U HE HAHOCHUT €d Bpela, HO BBIHYKIACT
MOSIBJISATHCS BCSIKAM HEMOHATHBIM BCIUIBIBAIONIMM OKHaM. [louTH Bce Takue OKHa BBITIIAIAT Kak
COOOIlIEHHE OT CHUCTEMBbI, COOOIICHHS, KOTOPbIE HANPSIMYIO 3asBISIOT O TOM, 4TO Bbl 00s3aHbI
YCTAaHOBUTh TO, WJIM HHOE IporpaMMHOe oOecredeHrne. bBoJIbIIMHCTBO aHTUBHPYCOB HE B
COCTOSIHUM OOHApyKuTh W YJAIUTh O3TOT BHUPYC. ITOT BHPYC JEPKHUT TOJ KOHTPOJIEM
COCTABJISIONINE, KOTOPbIE YIPABISIOT (PYHKIMEH BOCCTAHOBJIEHUS CHUCTEMBI, HMEHHO MO3TOMY C
MOMOIIBIO ATOH GyHKIUK yaanuTh Bupyc Spy Sheriff ve ymacres. Tlopoii TposiHCKHE TPOrpaMMBI
MOTYT HaXOJUThCS B apXHBaX, KOTOPbIE BHELIHE BBINIAAAT OezomacHbIMU. OTnenbHble TposHBI
IIPUMEHSIOTCS IPECTYITHUKAMH U MOLLIEHHUKAMH JUIsl YAAJIEHHOTO YIPABJIEHUS KOMIIbIoTepoM. OHI
TAKK€ UCIOJb3YIOTCS [UISl B3JIOMA U XaKEPCKOM aTaky KOMIIbIOTEPHBIX CUCTEM.

Yepswb - 3TO porpamma, O4eHb MOX0kas Ha BUpyc. OH CIOCOOEH K caMOBOCIPOM3BEICHUIO U
MO>KET NPUBECTH K HETATUBHBIM IMOCIEICTBUAM Ui Bamel cuctemsl. OnHaKko [uid pa3MHOKEHUS
4yepBsM He TpeOyeTcs 3apakaTh Apyrue Gaisl.

YepBu, B OTIMYME OT BHPYCOB, NPOCTO KOMUPYIOT ceOs, MoBpexaas (ainbl, HO




PenpoylIIpOBaHIE MOXKET MPOUCXOIUTH OUYEHb OBICTPO, CETh MEPEHACHIIACTCS, YTO MPUBOIUT K
paspymeHuto nocinenHeid. Hekoropsie u3 Hambojee MeYanbHO HM3BECTHBIX YEPBEH BKIHOYAIOT
(o0bruHO mockLTatoTes uepes Murtepuer): | Love You, Navidad, Pretty Park, Happy99, ExploreZip.
Jlnist pacripocTpaHeHHsI, YePBU HCIIOJB3YIOT MO0 YSI3BUMOCTh Ha LIEJNEBOH cucTeme, Jmb0 oOMaH
I0JIb30BaTeNs Uil UX 3anmycka. UepBb MoINajaeT B KOMIBIOTEP 4epe3 YSI3BUMOCTb B CUCTEME U
UCTIOJNB3yeT (PYHKIUHN TepeMenieHus (HaiioB Wi MHPOPMALUN B CHCTEME, YTO IO3BOJISIET €My
MepEMEIATHCS U 3apayKaTh KOMIIBIOTEPHI 0€3 MOCTOPOHHEN TOMOIIIH.

bomur

"Bot" - mpom3BomHOE OT cioBa "poOOT" W TpeAcTaBiIseT CcOO0OW aBTOMATH3HPOBAHHBIN
mporecc, KOTOPBIA B3aUMOJCHCTBYET C JPYTUMH CETeBBIMH  ciaykOamu. bBoTel wacto
aBTOMATH3UPYIOT 3a7adydl W NPEAOCTaBICHUS HHGOPMAIMM W YCIYr, KOTOpbIE MOTJH OBl
MIPOU3BOJIUTECSA YEJIOBEKOM. THUMMYHBIM HCIHOJIb30BaHHEM OOTOB sBIsETCS cOOp HHPOpMAIUH
(HampuMep, CKaHEp MOMCKOBOW CHCTEMBI, UILYIUN HOBBIE CAalThl), a TAK K€ aBTOMaTU3UPOBAHHOE
B3aUMO/ICHICTBUE C YEJOBEKOM (HalpUMep, aBTOOTBETYMK B achbKe MM OOT paccKa3bIBAIOUIUI
AQHEKJIOTHI).

BoTel MOTYT HCIIONIB30BaThCS KaK B XOPOIIUX, TaK U B IUIOXUX 1eJsaX. [[puMepoM HE3aKOHHBIX
JNEHUCTBUM MOXKET CIYKUTh 00T-HET (ceTh 00TOB). BpemoHOCHBINM OOT pacmpoCTpaHsIeT BPEIOHOCHOE
ITO, koTopoe 3apaxaeT KOMIBIOTEPHI U TOAKIIIOYAET UX Yepe3 OIKIOPHI K IEHTPATLHOMY CEPBEPY
yIpaBieHus, KOTOPBIA MOKET YIPaBIATh BCEH CEThIO B3JIOMAaHHBIX YCTpOUCTB. Mcnonb3ys 60T-HET
3TOYMBITIIEHHUK MOKeT coBepmrate DDOS-ataku Ha caiiThl WM cepBepa KOHKYPEHTOB WJIH TIO
3akazy. DDOS-arakum npencraBisitor  co0oif  OJHOBPEMEHHOE  OTPOMHOE  KOJHYECTBY
OeCCMBICIIEHHBIX 3allpOCOB Ha CEpBep, HMCXOMAUIMX OT MHOKECTBAa YCTPOMCTB (3apa’K€HHBIX
KOMITIBIOTEPOB), YTO MIPUBOJUT K MEPErpy3Ke U 3aBHCAHUIO CEpBEpa U HEBO3MOKHOCTU HOPMAJIbHOMN
paboThl U TIepeaaun nHopMaIuu (HampuMep, CalT mepectaet padoTarh).

B nmomomnenwe K 4epBeoOpa3HON CHOCOOHOCTH CamMOpacIpOCTPaHATHCS, OOTBI MOTYT
3alUCBIBATh HAXaTHUs KJIABHIL, KPACTh MAPOJIH, COOMpPaTh (PUHAHCOBYIO MH(OPMAIUIO, COBEPIIATH
DDOS-araku, pacceuiath cnaM. bBoThl WMEIOT Bce TMpEeUMyIIECTBa 4YepBeH, OaHAKO Oojee
YHHUBEpCAJIbHBI M KpPOME TOro, OOBEIMHEHBI B CETh, KOTOpas I03BOJIAET KOHTPOJIMPOBATH
3apakeHHbIE KOMIIBIOTEPhI U COBEpILIATh ONpPE/EJICHHbIE NEUCTBUSA MO KOMaHAE C KOHTPOJIBHOTO
neHrpa. CoznmaBast Od’KAOpbl OOTHI MOTYT 3arpykaTh Ha KOMIIBIOTEp JApYrMe€ BpeIOHOCHbBIE
IIPOrpaMMbl, KaK BUPYChI WIIK YEPBHU.

boTbl B OOJBIIMHCTBE CIIydyaeB CTAparOTCd HUKAK HE MPOSBIATH ceOs Ul I0JIb30BaTels,
[I03TOMY OIIO3HATh, YTO KOMIIBIOTEP 3apakeH ObIBAET HEMPOCTO.

Taxkum 00pa3oM BpeJOHOCHBIE OOTHI SIBJIIOTCS HaubOoJIee ONACHBIMU C TOUYKHM 3PEHMSI 3allUThI
uHbOpMallUK, TaK KaK OHM HE TOJbKO CaMM DPACHPOCTPAHSIOTCS U PACHpPOCTPAHAIOT APYroe
BpenoHocHoe I10, HO U crtocoOHBI coBepIIaTh CBOM JICHCTBUS IO KOMaHJIE U3 BHE.

Oxennotmer (Exploit)

OKCIUIOHT SBJSETCS 4YacThbiO MPOrPaMMHOIO OOECHEeYeHMs, KOMaHIAMU WU METO0JIOTHEH,
KOTOpasl HalleJIeHa Ha B3JIOM KOHKPETHOM YA3BUMOCTH 0€30HacHOCTHU. OKCIUIOWTBI HE BCerja
0o0nagaloT BPEJOHOCHBIMU HamepeHUsMH. OHHU HMHOIJa HUCHOJIB3YIOTCS TOJBKO KaK CIOCO0
JEMOHCTpAallMd TOTO, YTO CYIIECTBYET YA3BUMOCTb. Te€M He MeHee, OHHU SBISAIOTCS OOIUM
KOMIIOHEHTOM BPE€ZOHOCHBIX ITPOTPaMM.

Faroopur (Backdoor)

baknop (mocnoBHO "3amHsAs ABeph" WM "depHbI X0n'"') - 3TO HENOKYMEHTHPOBAHHBIM MYTh
JOCTyIa K CHUCTEME, MO3BOJISIIOIIUI 3JI0YMBIIUICHHUKY NPOHUKHYTh B CHCTEMY 3apa)K€HHOTO
KOMIThbEOTEpa U yrmpaBisiTe eil. TposiH O3kmop (Trojan.Backdoor) mpu 3amycke kak pa3 OTKpbIBaeT
TOT camblii "depHbIi xona". Kak mpaBuiio 37MO0YMBIIIIEHHUKH HCHOJB3YIOT O3KA0pbI Ui Oosee
yI00HOTO ¥ TIOCTOSIHHOTO JIOCTYMA K B3JIOMaHHOU cucteme. Uepes 3TOT YepHbIN X0/ 3aKauuBaeTCs
HOBO€ BpefoHocHOE 110, BUpycCHl U uepBH.

Bupycwi-nesuoumku  ciocoOHBI TpATaTbCA IpHU  TMOMBITKAX MUX oOHapyxkeHus. OHu
MEPEeXBATHIBAIOT 3AIPOC AHTUBUPYCHOM MPOrpaMMbl U MO0 BPEMEHHO YAASIOTCS U3 3apaskeHHOTO
¢aiina, MO0 MOACTABIAIOT BMECTO ce0sl HE3apakeHHbIE YYACTKH MPOTPAMMBI.
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Mymupyrowue supycol NIEPUOAUUYECKN U3MEHSIOT CBOM IPOrpaMMHBIN KOJI, YTO JA€JacT 3a1ady
oOHapyXeHHs BUPYCa OYEHb CIIOKHOM.

PennmukaTopel  (BUPYCHI-pEIUIMKATOPbI), OHM K€ CETEBbIE UEPBH, I[POHHUKAIOT YEpE3
KOMITIBIOTEPHBIE CETH, OHU HAXOJAT a/ipeca KOMIIBIOTEPOB B CETH U 3apPaKaloT UX.

Coznianue, HCIIOJIB30BAHME W PAclpOCTpaHEHHE BPEIOHOCHBIX mporpamm aisi OBM B PD
SIBJISIETCS IIPECTYILIICHUEM.

Crnoco0blI 321U THI OT BUPYCOB

3neck 3pPeKTUBEH KOMILIEKC Mep, BKIFOUAIONTUH B ceOst TpoduIakTHIecKue (MCIOIb30BaHME
AHTUBUPYCHBIX [IPOTrpamMM) U OOIIME METO/IbI 3aILUTHI.

Jnst 3alMTBl OT BPENOHOCHBIX MPOTPaMM HEOOXOJWMO CBOEBPEMEHHO OOHOBISATH YKe
ycraHoBiieHHOE [1O (0OHOBIEHMSIMH, BBIMYIIEHHBIMU IIPOU3BOAUTENSIMH), IPUMEHATH IPOTrpaMMBbl
KOHTPOJISI pabOTHI C CETIMU — OpaHAMAaydpHI.

bpanamaysp (firewall), mexcereBoit 3kpaH — 3TO CPEACTBO, BBHINOJIHSIONICE (DUIBTPAIHIO
BXOJALIeH M ucxozsmeld mHpopMalud Ha OCHOBE HEKOTOPOW CHUCTEMBbI IpaBWI. MHHHMaIbHO
HeoOxoumast (pyHKIUS (KOMIIOHEHT) OpaHIMayspa — MaKEeTHBIM (UIbTP, KOTOPHIN aHATU3UPYET
MaKeThl 1 Ha OCHOBAHUU JIaHHBIX 00 ajjpece OTIpaBUTEII W/WJIH MOIydaTes, HoMepa MPUII0KEHUS -
OTIPABUTENSI W/WIN TOJIydaTelssl, cTaryca OTIPABISEMOro IakeTa MPOIMyCKaeT WM OTKJIOHSET
naket. Takoil OpaHaMaysp criocoOeH cieaTh y3eJl CETH CYIIECTBEHHO MEHEE «3aMETHBIM, 3a CUeT
TOTO, 4YTO OH IIepecTaeT OTBeYaTb Ha HE CAHKIMOHUPOBAHHBIE TOJH30BATENIEM MOMBITKU
coenuHeHus. bpanamayspsbl, 3alMIIaloNMe HHANBUYaIbHBIX MOJIb30BaTeNIel U HEOOJIbIINE CETH,
peayin3yloTcss B BHJE KaK almapaTHbIX CPeICTB, TaK M MIPOrPaMMHBIX MPOIYKTOB,
ycraHaBiuBaembix Ha [1K.

JUis  MCKIIOYEHHs TMPOHUKHOBEHHS BHPYCOB 4Yepe3 ChEMHbIE HOCHUTEIM HEoO0XOAUMO
OTPaHUYUTh YMCJIO I0JIb30BaTeNell, KOTOpblEé MOTYT 3alHMChIBaTh Ha JKECTKUH AUCK (ailiabl u
3allycKaTh IPOrpaMMbl CO CBEMHBIX HocuTened. OOBIMHO 3TO MpaBO JAeTcid  TOJIBKO
aZIMUHHUCTPATOPy cUCTEMBbl. B 00s3arenbHOM MopsaKe NMpH MOAKIIOYEHUH ChEMHOTIO HOCHTENS
CIEeAYyeT MPOBEPATH €r0 CIEUUATIBHON aHTUBUPYCHOM MPOrPaMMOH.

Knaccupukauusi aHTUBUPYCHBIX CPEICTB

Jns oOHapyeHHsl M yHaJeHUs KOMIIBIOTEPHBIX BHPYCOB pa3pabOTaHO MHOTO Ppa3IMUYHbIX
IIpOrpamMmm, KOTOPbIE€ MOXHO Pa3/eJIUTh HA MOHUTOPBI, JETEKTOPBL, PEBU30PbI, (PUIBTPHI, JOKTOpA U
BaKLIMHBL

MoOHHMTOPBI NOCTOSIHHO HAXOJATCS B AaMSITH KOMIIbIOTEPA M OCYLECTBISAIOT aBTOMAaTHYECKYIO
IIPOBEPKY BCEX MHCIOJB3yeMbIX (ailioB B Maciitabe pealbHOro BpeMeHU. Pasmmuarorcs Tpu
OCHOBHBIX THUIIAa MOHHUTOPOB: (ailJIoBble MOHUTOPHI, MOHMTOPBI JUIsl MOYTOBBIX IPOrpaMM H
MOHUTOPBI JJIsl CIIELUAJIBHBIX PUIIOKEHHH.

JleTtekTOopbl ((parum) OCYIIECTBISAIOT IOMCK KOMIBIOTEPHBIX BHPYCOB B MaMSATH U IpHU
oOHapy>XeHHH COOOIIAI0T 00 3TOM MOJIH30BATEITIO.

PeBu30pBbI BHINOIHAIOT 3HAUUTEIBHO OOJiee CIOXKHbIE ASHCTBUS A OOHApYKEHUS BHPYCOB.
OHM 3allOMMHAIOT MCXOJHOE COCTOSIHME IIpOrpaMM, KaTajoroB, CHUCTEMHBIX oOiacteil Hu
NEePUOINYECKH CPABHMBAIOT MX C TEKYIIMMHU 3HauyeHUsAMHU. lIpy M3MEHEHHU KOHTPOJIUPYEMBIX
apaMeTpoB PEBU30PbI COOOLIAOT 00 ITOM I0JIb30BaATEIIIO.

@uiabTpbl  pacnojaraloTCs Ppe3UJEHTHO B  ONEPAaTUBHOM NaMATH KOMIBIOTEpA U
"mepexBaThIBatOT" Te OOpalleHHs K ONEpallMOHHOW CHCTeMe, KOTOPbIE HCHOJb3YIOTCS BUPYCaMH
JUI pa3MHOKEHUSI U HAHECEHUS BpEa.

JloKTOpa SBISIFOTCS CaMbIM PacHpOCTPAaHEHHBIM THUIIOM AaHTUBHUPYCHBIX INPOTpaMM. OTH
IporpamMMbl He TOJBKO OOHApYXMBAaIOT, HO M YIAIAIOT BUPYCHBIM Ko W3 (aila — «ieyar»
nporpammsl. JIokTopa criocoOHbI OOHAPYKUTh U YAAIUTH TOJBKO W3BECTHBIE UM BUPYCHI, IOATOMY
UX HE00X0IUMO MEPUOANYECKH, OOBIYHO pa3 B Mecsll, OOHOBIIATS.

BakumHbl — 3TO aHTUBUPYCHBIE IPOTPAMMBbI, KOTOPbIE TaK MOJAUGUIIMPYIOT (aila Wi AUCK,
YTO OH BOCIPUHUMAETCA IPOrPAMMON-BUPYCOM YK€ 3apaK€HHbIM M I[03TOMY BHpYC HE
BHEPSETCS.

CxkaHepbl - aHTUBHPYCHBIE IIPOI'PaMMBI, BBIIOJIHAIOIINE MOCIIE 3aIlyCKa IPOBEPKY 3aJaHHOU
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oOnact GaiIoBOM CTPYKTYPhI KOMITBIOTEPA.

CoBpeMeHHbIE aHTHBHPYCHBIC pEIIEHUS O0JaJal0T BCEMU O3HAYCHHBIMH MEXaHHU3MaMU H
MIOCTOSIHHO JT0OABIISIOT HOBBIE CPeICTBA OOPHOBI C BPEJOHOCHBIMH ITPOTPaMMaMHU.

IHonmyssipHBIe aHTUBMPYCHBIE CPeACTBA

Cpenu HanboJee MOMyJISPHBIX Y POCCUHCKUX IOJIb30BATENECH aHTUBUPYCHBIX TAKETOB HA30BEM
nporpammbl: Norton Antivirus, Aatusupyc Kacniepckoro u Dr. Web.

Campiii pocToil U 3P PEKTHBHBIN cHOCO0 00eCTeYnTh HEOOXOAMMYIO 3alIUTy MOOHIBLHOTO
tenepona mim KIIK — 3T0 ycTaHOBHTH COBPEMEHHYIO aHTUBHUPYCHYIO IPOrpamMMy, CIEIHaTbHO
pa3paboTaHHYIO ISl 3aIIUTHl MOOMIIBHBIX YCTPOMCTB OT BCEX BUPYCHBIX yrpo3. AHTUBHUPYCHI IS
MOOMIBHBIX ycTpoiicTB: cmaptdonoB (OC Symbian, Windows Mobile Smartphone), KIIK u
HETOYKOB.

TunoBble NMPAKTUHICCKUE 3aJaHUsA T OCHKHA C(l)OpMI/IpOBaHHOCTI/[ KOMl'[eTeHlII/II/I_HK-3

3ananue
YCTaHOBUTh AHTUBHPYCHOE TPOTPAMMHOE OOECIeYCHHEe HAa MOOWMIIBHOE YCTPOWCTBO H
BBITIOJITHUTH CKaHI/IpOBaHI/Ie Ha BI/Ip}ICI)I

Pa3o0paTh npakTuyecKue CUTyaluu

1. CBs3b OCHOBHBIX NMOHATHI HHPOPMAIIMOHHON 0€30MacHOCTH

B wm3narensctBo "Te3nuc" moctynmi 3BOHOK OT mpoBaiaepa. [IpeanpusaTuio OTKIHOYWIN
JOCTYII K CeTH, MOTOMY YTO ObLIa 3aperucTpupoBaHa paccbluika criama. [Ipumum Gonbiue cuera,
MIPHU CPaBHUTEIHFHO MaJIOM HCIIOJIb30BaHUH PECypcoB ceTh. B pesynbraTe oTkimoueHus MHTEpHETA
ObUIM TIPOCPOYEHBI 3aKa3bl, HapyLIEHAa CBA3b C HECKOJbKUMH KinmeHTamu, Oka3aloch, 4YTO
MEHEeKEepbl UIMEET HECJIOKHBIN 1apoJib, B OCHOBHOM JaThl POKICHUSA. Y HEKOTOPHIX Ha MOHHTOPE
IIPUKIIEEH CTHKEp ¢ napojieM. Kakue ommOky B MHPOPMALMOHHOM MOBEIEHUH COTPYAHUKOB. Kak
JICHCTBOBATh B TaHHOU cuTyanuu. Kak n36exarb mogoOHbIX CUTYyaIui o3 qHee?

2. OCHOBHBIE yA3BUMOCTH

WNHorpa u3MeHSIOTCA COJep)KaTelbHble IaHHbIE, MOPOM — ciyxeOHas HHMOpMaIs.
ITokazaTenpHBIA Cly4ail HapylICHHS IEIOCTHOCTH UMel mecto B 1996 roay. Cryxkamas Oracle
(IM4HBIM  cekpeTapp BHLE-Npe3uAECHTa) BO30yAuiaa CyneOHBIM MCK HIPOTHB IMpPE3UJCHTa
KOpropauuu, OOBHHSAS €ro B HE3aKOHHOM YBOJBHEHHMH IIOCIE€ TOrO, KaK OHa OTBEpIVIa €ro
yXaXHMBaHUA. B 10ka3aTenbCTBO CBOEH NMPaBOTHI JKEHIIMHA MPUBEIIA 3JIEKTPOHHOE MUCHMO, SKOOBI
oTIIpaBiieHHOE ee OoccoM mpesuaeHTy. ColepxaHue IUCbMa JJsl HAcC cedyac He Ba)KHO; BAXKHO
BpeMsl OTHpaBKu. [leno B TOM, 4YTO BMLE-IPE3UICHT HPEIbSBMUI, B CBOIO oOdepelb, (aila c
perucTpanoHHoN HHQOpMaIell KOMIIaHUM COTOBOM CBSI3M, M3 KOTOPOTO SIBCTBOBAJIO, YTO OH
(6occ) B ykazaHHOE BpeMsl pasroBapuBall MO MOOWIBLHOMY Telne(oHy, HaxosICh 3a pyjeM
aBTOMOOWJIA BJlaJIeKe OT CBOero pabodero wmecra. TakuMm o0Opa3oM, B CyA€ COCTOSJIOCH
MpoTUBOCTOAHKE "daiin mpotuB Qaitna". OueBUAHO, OJUH U3 HUX ObUT QanbCUUIUPOBAH WU
U3MEHEH, TO €CTh Oblla HapyllleHa ero 1eJocTHOCTh. Cyx pelms, 4To HOJIENaad 3JIEKTPOHHOE
NUCHMO (CeKpeTaphb 3Haja IapoJib CBOEro 0occa, MOCKOJBKY € ObLIO HMOPYYEHO €ro peryispHoe
U3MEHEHHE), U UCK ObLT OTBEPrHYT... YUACTHUKH OOCYXKJECHHs JEATCS Ha 3allUTHUKOB CEeKpeTaps
U 3alMTHUKOB Oocca kommanumu Oracle u nokaspiBarOT MpPaBOTY 3alMIAEMOHl CTOPOHBI U
BO3MO’KHOCTh (palibCU(PHUKAIINN T0KA3aTEIbCTB MPOTUBHUKA.

3. Hcropus Bupycos

Anekcannp  KBacoB, HauanbHUK  yOpaBieHMS  MH(MOPMAIMOHHBIX  TEXHOJIOTHH
Hwmxeropoackoro pernonansHoro uenrpa-guimnana OAO AKb «COKO3»: — B konne 90-x MHOTO
BUPYCOB OBUIO HAaCTPOCHO Ha OCTaHOBKY pPa0OTOCIIOCOOHOCTH KOMIIBIOTEpPA — YHHUYTOXKCHHE
unpopmanuu B BIOS, u Ha xectkux auckax. Ha cebe s ucmbITan mopaxkeHue >KECTKOrO JUCKa
BupycoM W95.CIH «UepnoObuie». Ha odHCHBIX KOMIBbIOTEpAaxX CTOsIAa ONEPalMOHHAs CHUCTEMa
Windows 95, noctyn B MHTepHET MMeNn OAMH KOMIBIOTEpP, OCTAJbHBIC OBLIM CBSI3aHBI C HUM B
JOKanbHOU ceTu. 26 ampensa 1999 roga He 3arpy3miuck Bce OpUCHBIE KOMIBIOTEPHI, HH(pOpMAaIs
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Ha JMCKax CTajla HeAOCTYNHOU. /laHHbIe, K CYaCThIO, yIAJIOCh BOCCTAHOBUTH, OJTHAKO 3TO OBUIO HE
Tak mpocto. PupMa nmonecna 60JIbIIUE YOBITKH.

IMomerka mns memarora: Hamomuum, yro WO95.CIH 3apaxkan ucnomnsiembie (aiisl u
oOmagan kpaifHe JEeCTPYKTUBHOHM (PYyHKIIMOHAIHHOCTHIO. OH MOIHOCTBIO YHHUYTOXAJ COJCPKUMOE
KECTKOTO AMcKa W mepesanuchiBain Gumm-BIOS maTtepuHCKo# 1uiaThl, MOCie 4ero 3apa)KEHHBIN
KOMIBIOTEp BOOOIIE TepecTaBai 3arpyxarbcsi. Hanbosnee .ysI3BUMBI Ul BUpYCa KOMIIBIOTEPHI Ha
0aze omeparmonnsix cucrem Windows 95, 98 u Me. B atom ciydae Bupyc uimeT Qaiiibl ¢
pacmpenuem .EXE u 3anmuceiBaeT CBOW KOJ B HEUCHOJb3yeMble 4acTH 3THX (aitoB. Pa3zmep
3apaKeHHBIX (DAIIIOB MPU STOM NPAKTUYECKH HE YBEIMUYUBACTCS, M Y MOJIB30BATENS HE BOSHHKAET
HHUKAaKUX MOJI03PECHUM.

VYdacTHHKaM OOCYXIeHHS TpoOIeMbl TpeajaraeTcs TMpeACTaBUTh ce0s Ha MecTe
corpyaarukoB OAO AKB «CONO3», npennoxuTh BapHaHThl OOHAPYKEHUS 3apakeHUs, TIPOBEPKH,
pO(UITAKTUKH, 3AIIUTHI JAHHBIX.

4. Knaccuduxkanus BUpycOB

V xypHanmucTa-¢ppuIaHcepa BOZHUKIIHM MTPOOJIEMBI C TPOTPAMMHBIM 00eCTIeueHIEM

1. BonbIIMHCTBO MpOrpamMMm MepecTaroT paboTaTh U "BBUIETAIOT" ¢ KPUTHUECKOMN OIIMOKON

2. 3arpy3ka B 0€30T1aCHOM pPEXHUME HEBO3MOKHA

3. Caiiter kaspersky.ru, drweb.ru, viruslist.ru u mp. He 3arpyxatotcs

4. 3HauMTENBPHO CHHM3WJIACh MPOHM3BOIUTEIHHOCTh KOoMMbIOTepa. OH pemmi, 4ro 3TO -
pe3yibTaT AeATeNIbHOCTH BUpYCa.

VYdacTHHKaM 00CYKACHUS TPEIaraeTcs 0 CHMIITOMaM OIPEENIUTh, 4TO 33 BUPYC, KaK €ro
JICYUTh

5. merka gns  memarora:  Bupyc, koropeiii  Kaspersky  ompenmenser  kak
VIRUS.WIN32.Sality.z, a Dr. Web - win32.sector.5, win32.sector.7 (moapo6noe onucanue). Jaxe
Y OIBITHBIX MOJI30BATENICH €r0 YHUUYTOKEHUE BBI3bIBAET TPYAHOCTH.

[Ipumep pemieHus:

1. Otkmouaem cetb. T.e. ortkmrouaem ADSLmM Dial-up, LAN - 1r00ble  ceTeBbIe
noakmoueHust. [Ipocto BeiepruBaeM kadelb.

2. Unem x HewH(UIMPOBAHHOMY KOMITBIOTEPY, T.K. Ha WH(UIIMPOBAHHOM HE YAacTCs
MOJIyYHTh JOCTYII K caiiTy, u ckauuBaeMm Dr. Web Curelt!. Dto GecriatHoe nmpuiiokeHue, KOTOpoe
MOXKET paboTath Aaxke 0e3 ycraHOBKU. CkauaHHOE MPUJIOKEHUE 110 BO3MOKHOCTH 3alHMChIBAEM Ha
CD/DVD wunu ¢ueliky ¢ 3amuToi - 1a0bl BUPYC HE MOT UCIIOPTUTH mporpammy. Eciu ucnoptur -
BMECTO IIPUBETCTBEHHOTO OKOIIIKA BBl YBUANTE OKHO cTaHaapTHOro pacrnakosinnka WINRAR SFX.

3. UuHuM peecTp C MOMOIIBIO YCTaHOBKH Kitoua. CornaniaemMcsi ¢ BHECEHUEM U3MEHEHH B
peectp.

4. 3arpyxkaemcsi B 0€30MacHOM peXuME, YIEp>KUBas UIMTEIbHOE BpEeMs Cpas3y IMocie
BKJIIOUEHUSI KOMITbIOTepa KiaBullly F8. J[oMKHO MOSBUTHCS MEHIO ¢ BHIOOPOM BapUaHTOB 3arpy3KHu.
Hawm nyxen "be3onacHsblii pexxum".

5. Jleunm koMmImprOTep OT BUpycoB. [y 3TOTO BCTaBisieM IHCK ¢ 3amucanubiM Dr.Web
Curelt! 1 mpoBOIMIM MOJTHYIO TIPOBEPKY KOMITBIOTEPA.

6. [Tepezarpykaemcsi B 0OBIYHOM pEKHUME.
7. BHOBB IPOBOMM TOJIHYIO IIPOBEPKY.
8. VYcranaBiMBaeM HOPMaJIbHBIA aHTUBUPYC CO CBEXHMMHU Oa3aMH.

5. Meaua Bupychl

CryneHt dakynprera HH(OPMATHKH OBII YIUBJIEH, 3aMETUB, YTO BO BPEMs IPOCIYIINBAHUS
OIpe/ieNieHHOTo  ayauodaiina, akTUBUpyeTcst 3amyck Opaysepa Internet Explorer, koTopsiit
NIEPEXOUT Ha cTpaHully MHTepHeTa, riae Moiab30BaTENIO NPEAIAraeTcs ckKadaTb M YCTaHOBUTH
HeKu# (ails, BbIIaBaeMblii 32 KOJIEK CO CTPaHHBIM Ha3BaHMEM, pacuupeHreM. CTyIeHT HECKOJIbKO
pa3 orBepran ycraHoBKy. CTymeHT omucan mpoucxojsmiee Ha Qopyme caidta Virusov.net. Uro
y3Hau cTyneHT? Kakoit 310 Bupyc? Urto oH nenaer? Uem onaceH, K yeMy MPUBOANT?

Ilomerka mns mnemarora: Okcneptsl "JlaGopartopum Kacnepckoro" oTmeuaroT BHUpYC
GetCodec.d. [lo ux MHEHHIO, 5TO YHHKAJIBbHBIH TPUMEp YEpBs, 3apa)KaloLIEro ayauoQaiiibl.
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Hanomuum, yto "uepBs", mosyuusmimii HazBanue Worm.Win32.GetCodec.a, kouseptupyer Tp3-
¢aitner B popmar WMA (ipu 5TOM coxpaHsis pacmmpenre mp3) U 100aBiisieT B HUX Mapkep,
colepkaimuii B cebe CCBhUIKY Ha 3apaXeHHyl Web-crpanumy. AkrtuBanms Mapkepa
OCYIIECTBIISICTCS aBTOMATHUECKH BO BpeMs MpOCIylIMBaHHs (aila U NPUBOAUT K 3aIyCKy
Opaysepa Internet Explorer, koTopblii mnepexomuT Ha WHPUIMPOBAHHYIO CTPaHHIY, IJIe
MOJIB30BATEII0 TIPEIaraeTcsl CKavyaTh W yCTAaHOBUTH HEKWH (haily, BbIIaBaeMbId 3a Kojek. Ecim
M0JIb30BATEb COTJIANIACTCS HAa YCTAaHOBKY, TO Ha €ro KOMIIBIOTEp 3arpyKaercs TpOsSHCKas
nporpamma Trojan-Proxy. Win32.Agent.arp, ¢ HOMOILIbIO KOTOPOW 3JIOYMBIIIJICHHHUK MOXKET
MOJIyYUTh KOHTPOJIb HaJ aTakoBaHHbIM [1K.

6. IlouroBbIC BUPYCHI

AHATONHIO MPHUILIO THCHMO ¢ TeMoii: "Jlyumue pedeparsr” Teno mucbMa mycToe, Io4ToBOe
Bioxenue - ukouku HTML-nokymenTa Internet Explorer. TTo3naee Anaronnii 3aMeTHIT Ha TUCKaX
nosbie (aiaer C\ADMIN.DLL, D:\ADMIN.DLL, ENADMIN.DLL, a Tak e CyIecTBOBaHHE
¢aitna README.EML. HeoxuaanHoe Haau4ue OTKPBITHIX OOIINX CETEBBIX PECYPCOB, HECKOJILKO
pa3 ciydanach meperpy3ka cetu. Kakoit sto Bupyc? Urto on nemaer? Uem omaceH, Kk uemy
npuBoauT? Kak ero jneunts?

Pa3o0path npakTHyecKue CUTYalluu.

1. KommproTepHast HETpaMOTHOCTb TTEpCOHAa

B nonenensHuk yrpom B ¢upmy "Omera" moctynmui 3BOHOK OT mpoBaiaepa. dupme
OTKJIFOYMJIM JOCTYI K c€TH, moToMy uto B nepuo ¢ 3.00 mo 5.00 ¢ aapeca koMmObproTEpa CEKpeTapst
Obuta coBepieHa paccbuika 1500 mucem. Cekperaps GupMbl - SIHa, UMEET HECIOXHBIA MapoOJIb,
cocrosimMii U3 1udp, Mo COBETY CHUCTEMHOIO aJMHMHHMCTpaTopa 4acTo MEHSeT €ro, HO He
MPUAYMbIBAass HOBBIM, a MepecTaBisio LU(PBl B CTapoM, A 3allOMUHAHUS KJIEUT CTHUKEpPhI C
napojeM Ha MoHHUTOp. Kakue omuOku B MHPOPMAIMOHHOM TOBENCHHHM COTPYIHUIBL. Kak
JEHCTBOBATh B TaHHOM cuTyanuu. Kak n30exarh moI0OHBIX CUTYaIlui 1mo3aHee?

2. Bel kymwim TOTOBBI OHM3HEC - aBTOMOIKa + IITMHOMOHTAaX. BhIMoTHUTE ayaut
nHpopmauroHHONH Oe3omacHocTH mpeanpuatusd. [IpoBepbTe Hamuyue 3alUTHl KOMIBIOTEPOB,
XpaHeHHE KIMEeHTCKOW 0aspl, moctyn k ACY, ypoBHHM 1ocTyma moJib3oBaTeneit. I[IpoBepbre
oTKiIIoueH Jik AocTyn K ACY y yBOJMUBIIUXCA COTPYAHUKOB. [Ipo1omKkuTe qanpiie CucOK Balllux
EUCTBUI.

3. Bbl moctynwiu Ha JIOJDKHOCTH Aupektopa kade. IlpoBeaure aymut nHopMamoHHOM
6e3omacHocTH. Jlaiite pekoMeH1aluu COOCTBEHHUKY OM3HECa.

4. OtBetbTe Ha Bompoc «YTO Takoe HECAHKIMOHWUPOBAHHBIM nocTyn?». Omnpenenurte
METO/IbI 3aIIUTHI.

5. EcTb MHOXECTBO mporpamm, MOMOTAIOMIMX 3allUTUTh HHPOPMAIMI0 Ha BalleM
KoMIibroTepe. O3HaKOMBTECh U YCTAHOBUTE UX.

IMporpammusiii mpoxykt SysUtils Device Manager Enterprise Edition o6ecneunBaet
pasrpaHuyeHe JO0CTyNa K YCTPONCTBAM XpaHEHHUS JNAaHHBIX, UCIOJB3YIOIIMM ChEMHBbIE HOCHUTENN
nH(pOpMalLIUY, TAKUM KaK JUCKETHBIE TUCKOBOJIbI, KOMIAKT-AMUCKOBOIbl M HAKOMHUTENU Ha (IIdII-
MaMsTH.

CD-DVD Lock - mporpamma jaeT BO3MOXHOCTb 3allpPEeTHTh JOCTYIl Ha YTCHHE WJIM Ha
3anuch cheMHbIX auckoB - CD, DVD,USB, nucker, a Takxe Ha ONpeeTeHHbIE pa3ieibl )KeCTKHX
JMCKOB. MOXHO OIpaHUYUTh JOCTYI JIBYMs IyTSIMH: CKPBITH Ballld YCTPOMCTBA OT BO3MOXKHOCTHU
MIPOCMOTPA WX 3aKPBITh K HUM JIOCTYII.

TimeBoss - mnporpamma mpeiHa3sHa4YeHa [UIsl YIPABICHHS BPEMEHEM  PabOThI
NoJib30BaTeneil, 3apeructpupoBanHbix B cucrteme Windows. ITo3Boissier orpaHn4MBaTh BpeMs,
3ampenaTh 3alycK OTAEIbHBIX YKAa3aHHBIX MPOrpaMM WM MPOTrpaMM, pPAaCHOJOXKEHHBIX B
OTIpeIeNIeHHBIX MaIkax Win Juckax. Bener xypHan ydera paboTsl IOJIb30BaTENEH.

Lock 2.0 - mpenna3HadeHa uisi OJOKMPOBAaHUS 3alycKa MPUIOKEHUH, rpadUuecKux U
TEKCTOBBIX (paiiioB. LOCK He mo3Boisier Takke mepeMmerarb, KOIMMPOBAaTh M HPUKPEIUIATH K
oTmpaBisieMbIM 10 e- Mail mrucemam ykasanHble (aitnbl. UTO MOXET CYIIECTBEHHO OTpaHHYHTh
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nocTyn K Bameit nHopMaiy mocTOpOHHUM JIUIAM.

KDI/ITGDI/II/I OLICHKH 3a1aHuA

HpeBOCXOIlHO 3ajaHue BBIIOIHEHO B IIOJIHOM 00bEME (Bce IIOCTaBJICHHBIC 3aJ1aUn
pEIIeHBI), OTBET JIOTUYEH U 000CHOBAH, 00yJaIOMINIiCS OTBEYAET YETKO U
NOCJIeA0BATENbHO, IOKa3bIBAET INIyOOKOE 3HAHHE OCHOBHOI'O U
JIOTIOJIHUTENIBHOT O MaTepHaa.

OtnyHo 3aaHre BBITIOJTHEHO B TIOJTHOM 00beMe (BCe MOCTaBJICHHBIE 3aa49n
pEIIeHBI), OTBET JIOTUYEH U 000CHOBaH, 00yJaIOINIICS OTBEYAET YETKO U
HOCJIeA0BaTeNbHO, IOKa3bIBAET MNIyOOKOE 3HaHHE OCHOBHOIO MaTepHaa
Ouenp xopomo 3aiaHre BBITIOJTHEHO B ITIOJTHOM 00beMe (BCE OCTaBJICHHBIE 3aa4n
pEIIeHBI), OTBET JIOTUYEH U 000CHOBaH, 00yJaIOMINIICS OTBEYAET YETKO U
HOCIIeA0BaTeNbHO, IOKa3bIBAET NIyOOKOe 3HaHUE MaTepuaa, JOIMyLIeHO He
Oornee 2 HETOYHOCTEH HEMPUHIMITHAIILHOTO Xapakrepa

Xoporo 3aaHre BBINIOJIHEHO B IOJTHOM 00beMe (BCe MOCTaBJICHHBIE 3aa4H
pELIeHbI), OTBET JIOTHUEH U 000CHOBaH, JOMYIIEHbI HETOYHOCTH
HETIPUHIMITHAIBHOTO XapaKTepa, HO 00yJYaloNIUiCs TOKa3hIBAET CUCTEMY
3HaHWM 110 TeMe CBOMMH OTBETAMHM Ha MOCTABJICHHBIE BOIPOCHI

Y HOBNETBOPUTENBHO 3aaHye BHIIOJIHEHO HE B IOJTHOM o0beMe (pemreHo oonee 50%
TIOCTaBJICHHBIX 3aJa4), HO 00y4JaroNuiicsa AOMyCKaeT OMNOKHU, HapyIeHa
MOCIIEI0BATENLHOCTh OTBETA, HO B 1IEJIOM PACKPBIBAET COZIEpKAHUE
OCHOBHOT'O MaTepHasa

HeynoBneTBOpUTEIHHO 3ajaHue BHINIOJIHEHO HE B MOJHOM o0beMe (perieHo Menee 50%
MOCTaBJICHHBIX 3a/1a4), 00YJaIOIIUIiCs 1aeT HEBEPHYIO UH(OpMAIIHIO TIPH
OTBETE Ha MIOCTAaBJIEHHBIE 3a]la4ul, IOyCKaeT rpyOble OMKMOKH MpH
TOJIKOBAaHUU MaTepHaia, IEMOHCTPHPYET He3HaHHE OCHOBHBIX TEPMUHOB H
MOHSITUH.

ITnoxo 3agaHue He BHIIOIHEHO, 00Yy4Yarouics IeMOHCTPUPYET IOJTHOE He3HAHUE
MaTepuana

5.2.4. Templ aist npoBeaerusi auckyceuii (OIK-6, ITK-3)

1. Tlepeuncnure OCHOBOTOJATAIONINE JOKYMEHTHI TT0 HHPOPMAIIMOHHON 0€30TTaCHOCTH.

2. TloHstue rocygapcTBEHHOU TaiHBI.

3. UTto moHmMaeTcs Mo CpeJCTBAMH 3alUTHI TOCYIapCTBEHHOM TaliHbI?

4. OcHoBHBIE 3a7aud HHPOPMAIMOHHON Oe3omacHOCTH B cooTBeTcTBUU ¢ KoHuenuuen
HaIMOHAILHOU Oe3omacHocTu PD.

5. Kakue kareropuu rocynapcTBEHHbIX MH(QOPMAIMOHHBIX PECYPCOB OIpENEIeHbl B 3aKOHE
"O6 undopmanuu, nHGOPMATH3AUK U 3amuTe HHGOpMaIuu'?

6. Kakas oTBeTcTBEHHOCTh B YTroJloBHOM Kojaekce P® mpemycmorpeHa 3a co3gaHue,
MCIO0JIb30BaHUE U PACIIPOCTPAHEHUE BPEIOHOCHBIX IIporpamm aist OBM?

7. Ckonpko kinaccoB 3amuiieHHoctd CBT ot HCJl k undopmanuu ycranasnupaet Pl "CBT.
3amura ot HC/I k nadopmanuu. [Tokazarenu 3ammmennoctu ot HCJL x undopmaruu'?

8. Haiite xapaktepuctuky ypoBHsM 3aumtel CBT ot HCJl x undopmanuu no P/ "CBT.
3amuta ot HCJI x undopmanmu. [lokazarenu 3amumennocta ot HCJ x undopmaruu"?

9. Knaccer 3amumieHHoctd AC ot HCJ] mo PJ] "AC. 3ammra or HCJl x undopmammu.
Knaccugukanus AC u TpeboBaHus 1o 3amuTe nHpopmanuu'.

10. Kakue xmaccel 3amumieHHBIX AC ot HCJl nomkHbl obecriednBaTh HIACHTU(DHUKAIIHIO,
MIPOBEPKY MOUIMHHOCTH U KOHTPOJIb JOCTYINA CYOBEKTOB B CUCTEMY?

11. Tloka3aTenu 3aIIMIEHHOCTA MEKCETEBBIX IKPAHOB.

12. Kiaccel 3aUIIEeHHOCTH MEKCETEBBIX IKPAHOB.

5.2.5. TumnoBble TecTOBbIE 3aJaHU s OlleHKH chopMupoBaHHOCcTH KommneTeHuun _OIIK-6
Tecr 1

1. WndopmannoHHas BoiiHa - 3TO...

A.  3710cnoBHE B aJpec APYroro 4eaoBeKa,
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+b. uHpOpMaLMOHHOE NPOTUBOOOPCTBO C LENbI0O HAHECEHHUS Yyliepda BaXXHBIM CTPYKTypam
MPOTHBHHKA, IOJPHIB €r0 IOJUTHUYECKOM M COIUAIbHONW CHUCTEM, a TakXke JAecTa0MIn3aluuu
oO1iecTBa M TOCYAapCcTBa MPOTUBHHKA,

B.  akr npumeHeHHs HHPOPMALMOHHOTO OPYKUSI.

2.  HudopmanuonHas 6e30MacCHOCTD - 3TO...

+A. HEBO3MOXXHOCTh HAHECCHHs Bpela CBOICTBaM 0OBEKTaM 0e30macHOCTH, 00yCIIaBIMBAaEMbBIM
nHpopmanueit 1 THPOPMAITMOHHON HHPPACTPYKTYPOH (3aLUIIEHHOCTH OT YTPO3);

b. nmpenoTBpaltieHue 3712 HAHOCUMOT'O TOCYIapPCTBEHHBIM CTPYKTYpam;

B. mpoBenenue npupoooxXpaHHbIX MEPOIIPUATHH.

3. K noustuio undgopmanuonnoii 6ezonacnoctu HE orHocsaTes:

+A. IpUPOIOOXPaHHBIE MEPOTIPUATHS;

b. Hage)XHOCTH pabOThI KOMIIBIOTEPA,

B. coxpaHHOCTb IIEHHBIX JaHHBIX.

4. K odobexkTtam nHpopmaunonHoii 6e3onacHoctu Ha npeanpusituu HE oTHocsATCs:

A. MHpOpPMAILIMOHHBIE PECYPCHI;

b. cpencTBa BEIUMCIUTENBHON U OpraHU3allMOHHON TEXHUKH;

+B. Konctutynus Poccun.

5.  Ooecnieyenue 6e30nacHOCTH MHGOPMAIIHH - ITO...

A.  0aHOpa30BOE MEPOTIPHUATHE;

+b. KOMIIJIEKCHOE KCIT0JIb30BaHKE BCErO apceHaia NMEIOIUXCS CPEJICTB 3aIUThI;

B.  pa3paboTka kax0il ciayx00¥ IIaHOBBIX MEP IO 3alUTe UHPOPMAITIH.

6. JImHrBHcTHYeCKOe o0ecrnieyeHHe HH(POPMAIHOHHOW 0€30MACHOCTH - 3TO?

A. peanuzanus 3amUThl UHQOpPMAIMKU CTPYKTYPHBIMU €IMHUIAMH, TaKUMHU Kak: Cclyx0a
0€301acHOCTH, CITy)K0a peKuma H T.1.;

b. HOpMBI M perjgaMeHTbl AEATENBHOCTH OPraHOB, CIIyXO, CPEICTB, PEATU3YIOIMMX (QYHKIUU
3aIuTHl HHOOPMAITIH;

+B. COBOKYNHOCTH CHEIMATIBHBIX A3BIKOBBIX CPEICTB OOIIEHUS CIELUAINCTOB U MOJIb30BaTeNeH B
cdepe 3amuTh HHGOPMAITIH.

7. DproHoMmmuueckoe odecrneyeHue HHPOPMALMOHHON 0€30MACHOCTH - 3TO?

A. aHTUBUPYCHBIE IIPOIPaMMBbI;

+b. COBOKYNHOCTh CpPEICTB, 0OECHEUMBAIOIIMX YNOOCTBa pabOThl IOJIb30BATENE ammapaTHbIX
CPEACTB 3alUThl HHPOPMALHH;

B. xomMmiekc MaTeMaTHYeCKUX METO/I0B, CBA3AHHBIX C OLIEHKOM OMACHOCTU TEXHUYECKUX CPEJICTB.
8. HudopmanuonHoe odecneyeHne HHPOPMALMOHHOMH 0€30NMACHOCTH — ITO?

A. COBOKYNHOCTb CHELHAIbHBIX A3BIKOBBIX CPEACTB OOILEHHs CHELMATUCTOB U INOJb30BaTEIeH B
cdepe 3anuThl HHOPMAIIHH;

b. aHTHBUpYCHBIE IPOIPAMMBI;

+B. IOKyMEHTHpOBaHHbIE CBEJIEHMs, JISKAIlMe B OCHOBE peIIeHHUs 3a1ad, 00eCHeuyuBaIOIINX
(YHKIMOHUPOBAHUE CUCTEMBI.

9.  OpranuszanuoHHoe o0ecnieyeHrne HHPOPMALIMOHHOI 0€30MACHOCTH - 3TO?

+A. peanuzanMs 3alMThl MHQOPMALUU CTPYKTYPHBIMM €AWHUIIAMH, TaKUMH Kak: CiIyx0a
0€30I1acHOCTH, CITyk0a pexuma u T.1.;

b. cOBOKYITHOCTB CpEACTB;

B. HopmaTuBHBIE HOKyMeHTHI 1o 1B, TpeboBaHNE KOTOPBIX SABISAIOTCS 00s3aTENbHBIMU B paMKax
cdepsl JeWCTBUS KaXJI0TO MOpa3/IeIeHHs.

10. K ocHoBHBIM yrpo3am unopmannonHoii 6ezonacnoctu HE orHocsaTes:

A. packpbITHe KOH(QUICHINATbHON HH(pOpMaLINH;

+b. HapyieHre NPUHIUIIOB SKOHOMUYECKON O€30IaCHOCTH;

B. oTka3 oT oOcmyxuBaHusl.

11. HWudopmannoHHoe opyxue - 3T0?

+A. KOMIUIEKC TEXHHUYECKMX CPEACTB, METOJAOB M TEXHOJOIHWH, HalpaBICHHBIX IPOTUB
YIPaBJIEHUYECKUX CHCTEM;
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b. HopMmaTuBHO-TIpaBoBas 6a3a Mo HHPOPMALMOHHON OE30MIACHOCTH;
B. xOMIUIEKC HHAMBUAYATBHOTO U OOIIECTBEHHOTO CO3HAHUSL.
12. TIpaBoBoe o0ecnevyenne HHGOPMALMOHHON 0€30MACHOCTH - 3TO..?

+A. HOpMaTHBHBIE JOKYMEHTHI 110 Wb, TpeGOBaHUS KOTOPHIX SBISIOTCS 005S3aTENbHBIMU B paMKax

cdepbl IeHCTBUS KaKI0TO MOAPA3ICIICHUS;

b. AOKYMCHTUPOBAHHBIC CBCACHUA, JICKAIIUMC B OCHOBC pPCIICHHA 3aaad, O6€CH€‘~II/IBaIOHII/IX

(GyHKIMOHUPOBAHNE CHCTEMBI;
B. mmpokoe ncnonap30BaHne TEXHUYECKUX CPENICTB 3allUThl HHPOPMALIUH.

Tect 2
1. JKOHOMHYECKasA nH(OpMAaLKs ABJISIETCH TOBAPOM?
+A. na;
b. Her;

B. kpome KOHUIEHITNATBHBIX CBEJCHU.

2. Kumncay ocodennocreii ungopmanuu kak Topapa HE orHocsaTes:
A.  coxpaHSeMOCTb;

b. HECaMOCTOATEILHOCTD;

+B. caMOCTOSITENBHOCTB.

3.Uudopmannst MOKET COCTABJIATH KOMMEPYECKYI0 TaliHy, eCJIu:

+A. K Hell HeT cBOOOTHOTO JJOCTYIa Ha 3aKOHHOM OCHOBaHUU;

b. conepxxutcs B yupeIuTENbHBIX JOKYMEHTAX;

B. conepxurcs B Oyxranrepckom OanmaHcax.

4.He sAABIASIOTCSH KOMMeEPYeCKOil TailHOM?

+A. cBeleHUsI, COJIep)KaIuecs B IOKYMEHTaX, JAIOIIHEe MPaBO 3aHUMAThCS IPEATPUHUMATETbCKOM

NESATENbHOCTBIO;
b. cBenenus o HayyHbIX pa3paboTKax;
B. cBeaenus o nepcoHaie npeanpusaTUs.
0.KoHpunaeHuMaIbHOCTh KOMIILIOTEPHOH HHpopManuei - 3T0?
A. peoTBpallleHUe TPOHUKHOBEHUSI KOMITBIOTEPHBIX BUPYCOB B mamsiTh [[DBM;
+b. cBoiicTBO HH(OPMaLK OBITH U3BECTHOM TOJIBKO JOMYIIEHHBIM U MPOLIEAIINM IPOBEPKY
(aBTOpM3aINIO) CYOBEKTAM CHCTEMBI,
B. 6e3omacHoe mporpaMmMHOe 00eCTICUCHHE.
6. bankoBckas TaiiHa - 3T0..?
+A. uadopmanysg o 0aHKOBCKOM cueTe, BKJIaJe, ONepalusaxX Mo cYeTy, 0 KIMeHTax 0aHka,
b. undopmanus o coTpynHukax O6aHka;
B. uadopmanms o pexxume paboTel OaHKa.
7.00bexkTamu npodeccuonaibHoii Taitnsl HE siBasirorcs:
A. TaliHa CTpaxOBaHMS;
b. BpaueOHas TaiiHa;
+B. Oyxrantepckuii OanaHc.
Tect3
1. HecaHKUMOHHPOBAHHBIM JOCTYNOM SIBJISIETCS:
A. HEIOCTaTOYHOE 3HAaHUE PaOOTHUKAMH MPEANPHUSITHS IPABUIT 3aIUTHI HH(OPMALINH;
b. cnabblit KOHTPOJB 32 COOMIOIEHUEM TIPABHIT 3alIUTH HH(POPMAIHH;
+B. xumenue Hocureneit UHGOpPMAIMK U JOKYMEHTAIBHBIX OTXO/IOB.
2. Peamm3anum yrpo3 mH(popManuoHHoM 6€30aCHOCTH CIIOCOOCTBYIOT:
+A. OONITINBOCTE;
b. mpoctynubie 3a001eBanHus;
B. Hanorosslii Kogekc.
3.  TunoBbIMH MyTAMH HECAHKIIMOHUPOBAHHOIO 10CTYyNa K HH(pOpMAIUM, SIBJIAIOTCS:
+A. nqucranimoHHoe ¢otorpadupoBanue;
b. Beixoa u3 crpos [19BM,;
B. yparansr.
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4. HecaHKIMOHHUPOBAHHBIM J0ocTynoM k nHdpopmanuu HE sinsiercs:
A. ¥Ccnoap30BaHUE IPOTPAMMHBIX JIOBYILEK;
+b. mobutensckoe GpororpadupoBaHue;
B. BkimtoueHue B OMOIMOTEKH MPOTpaMM CIIEIUATBHBIX OJIOKOB THUIIA «TPOSTHCKUN KOHbBY.
5. K cnocobam Bo3zeiicTBusl yrpo3 Ha nHpopmaunonHbie 00bekThl HE oTHOCATCS:
A. mporpaMMHO-MaTeMaTHYECKHUE;
b. oprann3animoHHO-IIPaBOBHIE;
+B. 10rOBOpHBIE OTHOIIEHUS.
6. XakepHas BoiiHa - 3TO?
+A. araka KOMITIBIOTEPOB U CETEH rpa)1aHCKOTO MHPOPMAIIMOHHOTO MPOCTPAHCTBA;
b. ucnonp3oBanne uHpopManuu s BIUSIHUS HA YMbI COIO3HUKOB M IPOTHBHUKOB;
b. 6noxupoBanue nHdopmanuu, npecieyromiee Uelb MOJTyduTh IKOHOMUYECKOE ITPEBOCXOJICTBO.
7. ¥Yrpo3bl J0CTYIIHOCTH JAHHBIX BOSHMKAIOT B TOM cjy4ae, koraa?
+A. 00BEKT HE MOJIYyYaeT JOCTYIAa K 3aKOHHO BBIECICHHBIM EMY pecypcam;
b. neranpHbIi Moib30BaTENb NEPEJACT UM IPUHUMAET IUIATEKHbIE TOKYMEHTHI, @ TOTOM OTPHIIAET
3TO, YTOOBI CHATH C C€0S1 OTBETCTBEHHOCTH;
8.  CIyYaroTCs CTUXHITHBIC OC/ICTBUS.
8. BHeapeHue KOMNBLITEPHBIX BHPYCOB SIBJISIETCS CJIEIYIOIIHM CIOCO0O0M BO3elcTBHA
yrpo3 Ha HH(OPMaILHOHHBbIE 00bEKThI?
A. MTHPOPMAIIMOHHBIM;
b. pusnueckum;
+B. nporpaMMHO-MaTeMaTHYECKUM CIIOCOOOM.
9; Jlornueckasi 6omo0a - 310?
+A. KOMIIBIOTEPHBIN BUPYC;
b. cnoco6 Benennst nHGOPMAIIMOHHON BOWHBI;
B. npuewm, ucnonp3yemslii B criope Ha GUI0CO(CKYIO TEMY.
10. OOBbexkTOM HH(POPMALMOHHON ATAKH He SIBJISIETCS:
A. AUC B ienowm;
b. xaHanbl mepegaun JaHHBIX;
+B. npupoaooxXpaHHbIE MEPOTIPUATHUSA.
11. Tlom «mackapaaom» moHuUMaeTcs?
+A. BBINOJHEHNE KaKUX-TH00 AeWCTBUN OJTHUM MOJIH30BATEIEM OT UMEHU APYroro Mojab30BaTes;
b. 06paboTka NeHEeKHBIX CUETOB MPU MOJYYECHUH IPOOHBIX CYMM;
B. MoHOMmoIM3a1us Kakoro-1mbo pecypca CUCTEMBI.
12. «JIokom» Ha3bIBaeTcsi?
A. UCTIONB30BaHUE MOCIIE OKOHYAHUS PA0OTHI YaCTH JIaHHBIX, OCTABIINECS B MAMSITH;
b. nmepenaua cooOrieHuii B CETH OT UMEHH JPYroro MOJIb30BaTENS;
+B. He onMcaHHas B JOKYMEHTAIIMH HA TPOTPAMMHBIN MTPOYKT BO3MOXHOCTh Pa0OTHI C HUM.
13. «MoOuIbHbIe» BUPYCHI PACIPOCTPAHAIOTCS:
A. myrem B3noma nporpamm BOBM;
+b. B BUzIE «uepBeiD» U «TPOSHIEB» 151 MOOMJIBHBIX TEIe(POHOB;
B. 1o nMHMU CBSI3U MEXAY Y371aMHU CETH.
14./{ns komnbloTepHbix npecrymiiennii HE xapakrepna:
A. ci10XHOCTh cOOpa 0Ka3aTeIbCTB;
+b. Hanmu4Ke OCTaTOYHON CIIEICTBEHHOM NMPAKTUKU MO PACKPBITUIO KOMITBIOTEPHBIX
IpecTyIuieHu B PO;
B. BbICOKas JIATEHTHOCTD.
Tect 4
1. Accouuanusi BBIMMCINTEIbHO TEXHMKH CO3/1aHA B
+A. 1947 rony;
b. 1964 rony;
B. 2017 rony.
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2. Koncopumym Bcemupnoii [layTunsl opopmiien
+A. B 1989 rony;
b. B 1994 rony;
B. B 2017 rony.
3. MexnyHapoaHasi OpraHu3anusi Mo CTAHJIAPTU3ALUHU ITO
+A. ISO;
b. ACM;
B. OOH.
4. TIpoeKT MeXIYHAPOAHBIX CTAHJAAPTOB MNPHOOPETAET CTATYC MEKIYHAPOIHOIO
CTAaHJAPTa, ec/JIM 32 Hero NMporoJa0coBaJio
A. 100% yneHOB;
Bb. 75% unenos;
+B. 80% uneHoB.
5. Aabsinc no 6e3onacuoctu ceru UHTepHeT co31aH B
+A. 2001 r.
b. 2016T.
B. 2017 .
Tecr 5
1. Jloxtpuna UndopmanmnoHHoii 6e301acHOCTH NPUHATA B
A. 2012 rony
b. 2014 rony
+B. 2016 rony
2. B opraHuM3anMoOHHYI) OCHOBY CHCTeMbI o0ecrnieyeHHsT MH(POPMALHMOHHON 0e30MacHOCTH
P® Bxoaut:
+A. CoBet 6e3omacHOCTH PD;
b. MunncrepcTBo 00pazoBaHus U Hayku PO;
B. IIPV CIIIA.
3. K akram ¢enepajsbHoro 3akonoaarejbcrsa no Ub B P® Bxoast:
A. Ilpuxassl ®CB;
b. MexayHapoiHble CTaHIapTHhI;
+B. Koncruryius PO.
4. IIpaBoBoe obecneuenue Ub o3nauaer:
A. 3aiuty uHTepecoB GU3NYECKUX U IOPUAUYECKUX JIHII;
b. 3amuTy nnTEpEecoB rocynapcTsa u oOLIECTBa;
+B. Bce BbllenepeyncieHHoe.
5. Macmradbl KOMIOBIOTEPHOI MpecTyNnHOCTH B PD
A. HeykIoHHO CHIKAIOTCS;
+b. Bozpacrator;

B.  Ocrarorcs u3 roga B roji HEM3MEHHBIMU.

6. Crartbs 23 Koncruryuun P® onpenensier:

A. IIpaBo Ha mosy4eHue 10CTOBEPHOM HH(POPMALIUU O COCTOSIHUN OKpYXKarolel cpeibl;
+b. IIpaBo Ha HENPUKOCHOBEHHOCTb YACTHOW >KW3HHU, JIMYHYIO U CEMEMHYIO TallHy U
UHBIE COOOIICHNUS;

B.  Ortka3 B mpegocTaBiieHUH I'paXkJaHUHY HH(OPMAIHH.

7. B HaunorosoMm koaekce P® nmeercs:

A. cr. 139 «CnyxxebHas 1 KoOMMepuecKast TaitHa»;

+b. cT. 102 «HamoroBelie TaitHbI»;
B.  ¢1.946 «TaiiHa cTpaxoBaHUA».
8. ®depepanbHblii 3akoH «O0 uHGopmanuu, HHGOPMALMOHHBIX TEXHOJOTHAX H O 3alIUTe
uHpopManum»

A. moKa He IPHHSIT;

b. mpunsat B 2000 roxy;
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+B. npunsat B 2006 rony.
9. ®enepanbHblii 3aK0H «O NePCOHATBbHBIX JAHHBIX) NPUHAT:
+A. B 2006 rony ¢ u3meHenusMu Ha 1 sHBaps 2017 roaa;
b. 8 2009 ronay;
B. B 2016 rony.
10. B kakoii cratbe YK mpeaycmarpuBaercs Haka3zanue 3a «HempaBomepHbIi gocTynm K
KOMIIbIOTepPHOII HHpopManum»?
+A. B cT.272;
Bb. B c1.273;
B. B c1.274.
TunoBble TecTOBbIE 321aHUA JJIs OleHKH copmupoBaHHocTH KomneTenuuu_ITK-3

Teer 1
1. MunuMHM3anus yreuku HH(pOpMaLMH Yepe3 MepcoHa 3TO
A. opraHu3alnMoHHO-TEXHUYECKUE CPEICTBA 3aIUThl HHpOpMaIHH;
b. oprann3anmoHHO-3KOHOMUYECKHE MEPHI;
+B. oprann3annoHHO-aIMUHUCTPATUBHbBIE MEPHI.
2. K opranm3anuu KoH(pHAEHIHATBLHOTO 1eJ0NPOU3BOACTBA OTHOCHTCS:
+A. opraHmM3aius JOKyMeHTO000pOTa;
b. ucnonp3oBanue cepTuGUIUPOBAHHBIX TEXHUYECKUX U IPOIPAMMHBIX CPEJICTB;
B. npoBepka HaJIexKHOCTH COTPYJHUKOB.

3. Opranu3anuoHHoe odecneyenne NHPOPMANMOHHOI 6€30MACHOCTH - 3TO..?
+A. peanu3zanus 3anUThl HHPOpPMAIIUU, OCYIIECTBIsIEMas ClTy>k0aMu 0€301MacHOCTH
pexuMa, 3ammuTa tHPOpMalMi TEXHUYECKUMU CPEJCTBAMH U JIp.;
b. coBokymHOCTE cpencTB, 0OecrieunBaronuX ya00cTBa padoThl MOJIH30BATENICH;
B. HopmatuBHbIie okyMeHTHI 110 1B, TpeGoBaHNs KOTOPHIX SBISIOTCS 00sA3aTeIbHBIMU B
pamkax chepsl IeHCTBUS KaXA0T0 MOIpa3aeaeHHs.
4. C yBOJBHAKOMMMHUCS COTPYAHMKAMH
+A. IOAMKUCKHIBAETCA JOTOBOP O HE PACIPOCTPAHEHUU KOH(PUACHINATBHOCTH;
b. 0OMeHnBalOTCs pyKomoxkaTueM;
B. npennararor BepHyThCA.
5. Opranu3anusi J0KyMeHT0000poTAa MpeAnoJaraer:
A. HCKIJIIOUEHHUE JAOCTYIa K OyMaXHOM! «CTPYKKeE;
b. nmpenynpexnenue He 000CHOBAaHHOTO 03HAKOMJICHHUS C JOKYMEHTAMH;
+B. uckiroueHue He 000CHOBAaHHON PACCHUIKH.
6. IIpoBeaeHue OPraHU3aNMOHHO-IKOHOMHYECKHUX MEPONPHUATHII peanoiaraer:
+A. cTpaxoBaHue HH()OPMALIMOHHBIX PUCKOB;
b. opranu3zanuio macCUBHOro NPOTUBOIEHCTBUSI TEXHUUECKUMHU CPEACTBAMU;
B. obecrieuenust 37€KTPOHHOTO IOKyMEHTOO0OpOTA.
Tecr 2
1. Anapec 3J1eKTPOHHOM IMOYTHI BKJIIOYAET:
A. Jlorum.
b. CumBonmyeckuii agpec cepBepa U UMs 30HBI.
+B. Bce BollenepeuncieHHoe.
2. DuaextponHasi noura HE cayxut pas:
A. Tlepenaun TekcTOBBIX cOOOIIEHMH B mpenenax MHTepHer.
+b. Cucremsl TenekoHpepeHuil.
B. Omnogemnienus noyib3oBaTeaei 0 HACTYINIEHUH ONPEAETICHHBIX COOBITHIA.
3. HNudopmanuonnbivu yrpozamu B Uurepnere HE siBasiercsi:
A. HecaHKIIMOHUPOBAHHBIHN IOCTYI K CETH OpraHU3aluy.
b. C60p 1 MOHUTOPHHT ceTeBON MH(POPMALIMU B MHTEpecax TPETbUX JIHII.
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T.IL.).

+B. Mcnonp3oBanue Opanamayspa.

4. Jins 3a10UThI 2JIEKTPOHHOM Mo4Thl B UHTEepHeTe MCIOIb3YIOTCS:
A. AHTHUBHpYCHBIE IPOTPAMMBI.

+b. Creruansabie mpotokossl (REM, CryptoAPI u ap.)

B. Haubonee npocroe 0003HaUeHNE IIEKTPOHHON TOUTHI ((haMuIIHsl, MacCOPTHBIC TaHHBIC U

5. OcHoBHbIE cepBUCHI cucTeMbl UHTepHeT:
A. WorldWideWeb (WWW).
b. IlporpamMmbI-Opay3epsl 1 CUCTEMBI TeTEKOH(EPEHIINN.
+B. Bce BbllenepeyncieHHoe.
6. K cepBepam cuctembl UntepHer HE oTHOCHATCS:
+A. [Iporpamma nedary y4eTHBIX JOKYMEHTOB.
b. IIporpamMma nepecbuiku ¢aiyios.
B. Cucrema undopmarimonHoro noucka cetu HTepHeT.
7. Ajapec 3JIeKTPOHHOW MOYTHI UMeeT BU/L:
+A. NTOTMH(@CHUMBOJMYECKHI aJipec cepBepa.uMs 30HbI;
b. morun.uMs 30HBI;
B.norus.
8. MeikceTeBO# IKpaH - 3TO
+A. Bpanamayap (Firewalls);
b. ®unetp;
8. AHTHBHpYCHas Iporpamma.
9. YTo0bI H30aBUTHCHA OT MOOHJILHOTO BHpYCAa:
+A. HyXHO M0J1b30BaThCs KIIABUIIHBIM MOOUIEHUKOM.
b. IIpuoGpectu caMblit JOPOTOCTOSIINNA MOOMIIbHHUK.
B. I1o3HaKOMHTBCS ¢ XaKEPOM.
10. HemocraTkoM HH(OPMHUPOBAHUS C CHMMETPHYHBIM KJIIOYOM:
A. Jlerko peanu3oBaTh anmapaTHoO;
b. BeicTpora;
B. Oo06a xiro4a OIMHAKOBEL.
11. IpeumymecTBa MH(PPOBAHUSA C OTKPHITHIM (ACCHMETPHYHBIM) KJIHYOM
A. PaboraeT MeJIEHHO;
b. TpebyeT OONBIINX BEIYACIUTEIBHBIX MOIIIHOCTEH;
+B. ucnosip3yercs 1Ba pa3HbIX KIKOYa.
Tecr 3
1. Ka:xayio cucremy 3allIUTHI cJieAyeT pa3padaTbiBaTh HHAUBUAYAJIbHO, YHUTHIBAS:
A. Opranu3alMOHHYIO CTPYKTYPY OpPraHHU3aluu;
b. O6bem u xapakrep UHPOPMALIMOHHBIX IOTOKOB;
+B. Bce BblllIenepeyncIeHHOE.
2. IlepBblii 3Tan NOCTPOEHUSI CUCTEMBI 3aLUTHI:
A. TlnanupoBanue;
+b. Ananms;
B. Peanuzaius cucTeMsl 3alIUTHI.

3. IIo cmocody ocymecTBieHusi Bcex Mep ob0ecrnedeHuss  0e30MACHOCTH
NMOAPa3aesIIOTCS Ha:

A. IIpaBoBbIE M1 MOPAJIBHO-ITUYECKHUE;

b. AnMunucTpaTtuBHBIe, GU3NYECKUE, alllapaTHbIE U IPOTPaMMHBIE;
+B. Bce BbllenepeuncieHHoe.

4. Yauie Bcero npuMeHsieTCsl CNOCO0 peain3aliu 3a1UThI:

A. «BctpoeHHasny;

+b. KomObunupoBanHas;

B. «JloGaBneHHasy.
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5. JTamnsbl CONPOBOKIEHUSA ITO:

+A. KoHTposib paboThl CUCTEMBI, PETHCTPALIUS TPOUCXOSIINX B HEH COOBITHI U MX aHAJIN3;
b. [InaHupoBaHUE CUCTEMBI 3AIIUTHI;

B. Peanusauus cucteMsl 3alllUThI.

6. INToauTHKa 0€30MACHOCTH BXOAHUT B

A. AHanu3 puCKOB;

+b. ITman 3anuTHI;

B. VYmnpasnenue nocrynom.

7. Ilian oGecrnieyeHUs1 HelpepbIBHOW Pad0ThI U BOCCTAHOBJICHUS] BKJIIOYAET:
A. UTo 1 Korza g0JKHO OBITEH CHIENAHO;

b. KeM 1 kak 3TO JOIKHO OBITH CAEIAHO;

+B. Bce BbllenepeyncieHHoe.

8. OTHOCHUTCH K BJI0KeHUSIM B HHGOPMALMOHHYIO 0€30IACHOCTD CJIeyeT KaK:
1. Karparawm;

+b. K ”HBECTUITHIM;

8. K Hem30e)HBIM MOTEPSIM.

9. ROl 3ro:

+A. IpPOLIEHTHOE OTHOIIEHHE TPUOBLIN OT IPOEKTa K MHBECTUIUSIM;

b. paznenenue 3aTpar Ha npsiMble U KOCBEHHBIE;

8. cpemHeB3BelIeHHAs CTOMMOCTh KaluTaa.

Kpurepun ouenoxk

«IpeBOCX0HO» - 96-100% mpaBUIBHBIX OTBETOB;

«OTIMIHO» — 86-95% NpaBUIIBHBIX OTBETOB;

«04eHb Xopo1o» - 81-85% npaBUILHBIX OTBETOB;

«XopoI1oy - 66-80% MpaBUIBHBIX OTBETOB;

«YZIOBIETBOPUTEIBHO» - 56-65% MpaBUIIbHBIX OTBETOB.

«HEYIOBJIETBOPUTENBHO» - 46-55% mpaBUIBbHBIX OTBETOB;

«10X0» - 45% 1 MeHbllIe TPaBUIbHBIX OTBETOB.

6. YueOHO-MeTOAMYECKOE M HH(POPMAIMOHHOE 00ecneYeHUe THCIHIIINHbI

a) OCHOBHas IUTEpaTypa:

1. bapanoga, E. K. Undpopmanmonnas 6e30macHOCTh M 3amuTa HHGopmaluu : yaebHoe mocoodue /
E.K. bapanosa, A.B. ba6am. — 4-e u3x., nepepad. u gomn. — Mocksa : PUOP : UHO®PA-M, 2021.
— 336 c. — (Beicimee obpasosanue). — DOI: https://doi.org/10.29039/1761-6. - ISBN 978-5-369-
01761-6. - Tekcr : anextponnsbii. - URL: https://znanium.com/catalog/product/1189326

2. bamune, I1. H. Madopmannonnas 6e3omacHoCTh U 3anuTa HHGopMauu [ DNeKTpoHHbIN pecypc|
: Yuebnuk / I1. H. bamer, A. B. bab6am, E. K. bapanosa. - M.: PUOP, 2013. - 222 ¢ -
ISBN 978-5-369-01178-2

3. Nudopmarmonnas 6e3onacHocTh: YueoHoe nocodue/ITapteika T. JI., [lonoB -e u3a., mepepad. u
gom. - M.: ®opym, HUI[ MHD®PA-M, 2016. - 432 c.: 60x90 1/16. - (IIpodeccuonanpHoe
oOpa3zoBaHue) (nepenneT)ISBN 978-5-91134-627-0, 200 IK3.
http://znaniurn.com/bookread?2.php?book=516806

4. CprueB, FO. H. Crangaptel unHbopMannoHHOW OezomacHocTH. 3ammTa U 00paboTka
KOH(UIEHITMATBHBIX TOKYMEHTOB : ydueOHoe mocobue / FKO.H. CerueB. — Mocksa : UHOPA-M,
2021. — 223 C. —  (Bpicmiee  oOpa3zoBanmue: bakanaBpwuar). — DOl
10.12737/textbook_5cc15bb22f5345.11209330. - ISBN 978-5-16-014397-2. - Tekct
anektponHbid. - URL: https://znanium.com/catalog/product/1189349

0) JONOJHUTENbHAS IUTepaTypa:
1. Hudopmanmonnas 6e30macHOCTh IpeanpusTus: Yuednoe nocobue / H.B. I'punmna. - 2-€ us.,
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gon. - M.: ®opym: HUL] UHD®PA-M, 2015. - 240 c.: nn.; 60x90 1/16. - (Beicuiee oOpa3zoBanue:
bakanaBpwuar). (o6moxka/lbB1 978-5-00091-007-8, 300 IK3.
http://znanium.com/bookread2.php?book=491597

2. NudopmanuonHas 6e30macHOCTb U 3amura uadopmanuu: YuebHoe noco- 6ue/bapanosa E. K.,
babamr A. B., 3-¢ uzn. - M.: U1l PUOP, HUIL] UH®PA-M, 2016. -Pabouas nmporpamma u ®OC
cocrtaBiieHbl B cooTBeTcTBUU ¢ TpeboBanuamu OC HHI'Y no nanpasnenuto noarorosku 38.03.01
«OKOHOMHKAY, TPOPUIs « IKOHOMHKA, MEXKTyHAPOIHBIH OM3HEC U TPEANPHHUMATEIHCTBOY.

B) nporpaMMmHoe obOecriedyeHne u VHTepHeT-pecypchl (B COOTBETCTBUH C  COJAEpKAHUEM
JTUCITUTLITUHBI )

www.gks.ru / ®enepanbhas ciryx0a rocy1apcTBEHHON CTaTUCTHUKY.

Onepanuonnas cuctema Microsoft Windows

[Mpuknagaoe nporpammHoe obdecrieuenre Microsoft Office

CrpaBouHo-nipaBoBas cucreMma «Koncynprantllnroc»

Cow>

7. MaTepHaJIbHO-TeXHI/I‘leCKOQ odecneyeHue AUCIHUIIIMHBI

[Tomerienus mpencTaBiIsitOT cOO0N yueOHble ayAUTOPUM UIsl TPOBEIEHUSI Y4eOHBIX 3aHSATHUH,
MPEeyCMOTPEHHBIX IMPOTrPaMMOM, OCHAIIEHHbIE O0OPYJOBaHHEM M TEXHUYECKUMHU CpPEICTBaAMU
00y4eHHs: KOMITbIOTepoM, mpoekTopoM miH JKK-TerneBu3opom, aKyCTUUECKOW CHCTEMOW W MUK-
podoHOM (TTpu HEOOXOIUMOCTH), a TAKKE JTOCKOH.

[Tomemenns it CaMOCTOSITENIBHOW paOOThl OOYYAIOIIMXCS OCHAIIEHBI KOMITBIOTEPHOU
TEXHUKOM C BO3MOXKHOCTBbIO MOJKIIOUEeHHS K ceTu "HHTepHer" u oOecreyeHbl JIOCTYIIOM B
ANEKTPOHHYIO HHPOPMAITMOHHO-00Pa30BaTEIbHYIO CPETY.

[Iporpamma cocrtaBiiena B cooTBeTcTBUU ¢ TpeboBanusmu OC HHI'Y mno HampaBieHuro
noarotoBku 38.03.01 DxonHomuka (OakamaBpuar), mnpoduiab «IKOHOMHKA, MEKIYHAPOTHBIN
OU3HEC U MPEANPUHUMATETHCTBOY.

ABTODBI:
K.3.H., mpodeccop kadenps! «MHGOpMALIMOHHBIX TEXHOJIOTUN

U UHCTPYMCHTAJIBHBIX METOJJ0B B DKOHOMUKEY B.H.Scenes

K.3.H., JoLEeHT Kadeapsl «MHPOpMAIIMOHHBIX TEXHOJIOT Ui

U UHCTPYMCHTAJIbHBIX METOJOB B SKOHOMUKEY ABI[OpO)KKI/IH

PenenszeHTnr:

1.3.H., mpodeccop, 3aMm.
reHepaibHOTo JupekTopa denepanpHoro kazeHHoro yupexaeHus H. @. [Tonskos

3aB.kadenpoit Tpudonos H0.B.
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