MUHUCTEPCTBO HAYKHU U BBICIIIET'O OFPABOBAHUS POCCUICKOM ®EJIEPALIUN
denepanbHOE TOCYAAPCTBEHHOE ABTOHOMHOE
o0pa3oBaTe/IbHOE yUpeKIeHHe BbICIIero 00pa3oBaHus
«HannoHaJbHBIN HCCJIe10BATEILCKUMI
Huzkeropoackuii rocygapcrseHHblii yausepcurer uM. H.U. JlobaueBckoro»

Pannodusnyeckuii pakyabTeT
(paxynbrer / uHCTHTYT / prsnan)

YTBEPXIAEHO
peuieHueM ydenoro copera HHI'Y
MPOTOKOJI OT

«31» mas 2023 . Ne 6
PaGouasn nporpamMMa JMCHUIINHBI

Cucrembl 00HApYKEHHUSI KOMITBIOTEPHBIX aTaK
(HaMMeHOBaHUE TUCIUIUINHEI (MOJIYIIS))

VYpoBeHb BhICIIETO0 00pa30BaHUs

CIICOUAIUTET
(GaxanaBpuar / MarucTparypa / CreLuaiIuTer)

HaHpaBHeHI/Ie IIOATOTOBKH / CIICHHUAJIBHOCTD

10.05.02 UndopmarmonHas 6€30MacHOCTh TEIIEKOMMYHUKAITMOHHBIX CHCTEM
(yKa?,BIBaeTCH KO 1 HAMMEHOBAaHUE HAIlpaBJICHUS ITOATOTOBKH / CHCL[I/IaJ'IBHOCTI/I)

HanpaBneHHocTh 00pa3oBaTeIbHON MPOTrPaMMBI

Cucrembl MOABMXHON IIU(PPOBOI 3aIUILIEHHON CBA3H
(yxa3piBaercst mpodrutb / MarucTepckasi mporpamMma / CrienuaIn3arms)

dopma 00yueHus
O4YHasa

(ouHas / 0uHO-3204Hasl / 3a04YHAS)

Hwxunit Hosropon

2023



1. Mecro mucuuniannsl B ctpykrype OOII

HI/ICHI/IHJ’H/IHa «CucreMbl 06Hapy>1<eH1/1${ KOMIIBIOTEPHBIX aTaK» OTHOCHUTCA K AWCHHUILTIMHAM

yacTd, (opMHUpYyeMOI y4acTHHKaMH 0Opa30BaTEIbHBIX OTHOILLIEHUIH, OCHOBHOM 0Opa3oBaTeNlbHOM

IIPOrpaMMBbI

110 CIICHUAJIbHOCTH

TCIICKOMMYHHUKAIIUOHHBIX CUCTEM).

10.05.02 «Mudopmarmonnas 0€301acHOCTh

Ne MecTo TUCHUNJIMHBI B Y4eOHOM CTanaapTHbIii TEKCT I aBTOMATHYECKOT0
BapHu I1aHe 00pa3oBaTe/IbHOMI 3ano/iHeHus1 B KOHCTpykTope PII/I
aHTa NPOrpaMmabl
2 biox 1. Jucummmuuel (Momynu) | Hductumiauaa b1.B.JIB.05.02 «Cuctemsl 00HapyKeHUs
Yacrs, dhopmupyemasi | KOMIIBIOTEPHBIX aTak» oTHOCUTCS K yactu OOII
ydyacTHUKaMH  oOpa3zoBarenbHbIX | cnenuanbHocTH 10.05.02 «MudopmanmonHas
OTHOIIIEHU I 0€301MaCHOCTh TEJIEKOMMYHHUKAITMOHHBIX CUCTEM),
dhopmupyeMoi yuacTHUKaMu 00pa30BaTEIbHBIX
OTHOIIEHUIA.
2. Ilnanupyemble pe3yJbTaThl 00yUeHUsI MO JUCIHUNINHE, COOTHECEHHBIE C
IUVIAHUPYEMBbIMHU Pe3yJbTaTaMH OCBOEHUsI 00Pa30BaTeILHOI NMPOrpaMMbl
(KkoMIeTeHUMSAMUA M UHAUKATOPAMU JOCTHKEHUS] KOMIIeTEHIIM)
IInanupyemble pe3ybTaThbl 00y4eHUsl 0 JUCHHUILIMHE HaumenoBanme
(MoyJ110), B COOTBETCTBUM C HHIAMKATOPOM OII€HOYHOT 0
Popmupyembie AOCTHKEHH S KOMIIeTeHUH cpeacTBa
KOMIeTeHIuH (KO, Nuaukarop PesynbTaThl 00yyeHus
coaepxanue JOCTHKECHUS N0 JUCIHUTINHE
KOMIIETEHIIUH) KOMITeTEeHIIU U
(xom, comepkaHme
WHIMKATOpa)
[TK-2. Criocoben [IK-2.1. 3naer: 3Hate: CobecenoBanue
- ME€TOAbI CO3JaHUA - MOJCIN 03 UH(POPMAITMOHHOU
aHaMSHPOBATD YTPO3BI Moz[enilﬁ yrpci 6630il[aCHgg’lli)H un(b%))ogmxu
UH()OPMAMOHHON nH(pOopManMOHHOM TENEeKOMM YHUKAI[HOHHBIX ceTel
6e30MacHOCTH IH(POBIX 0€30MacHOCTH HUPPOBBIX | - METOIUKH OLIEHKH YSI3BHUMOCTEH
TCJICKOMM YHUKAITUOHHBIX HI/I(I)pOBI)IX TCJIICKOMM YHUKAITMOHHBIX
TeHeKOMMyHHKaHHOHHBIX cerei CeTell C TOUKH 3pC€HHA BO3MOKHOCTH
ceTel, KOHTPOJIUPOBATh | - CHOCOOBI OLEHKH HCJI
X PaBOTOCTIOCOGHOCTE 1 | YA3PUMOCTEH idpoBAIX
TCJICKOMM YHUKAITUOHHBIX
OLCHMBATH ceTell C TOUKH 3peHust
3P PEKTHBHOCTH Bo3MoxkHocTH HC/]
HUM
IK-2.2. Ymeer: VwMers: CobGecenoBanue
- pa3pabaTbiBaTh MOZIEIN | - aHATM3UPOBATH MOJIEIH YIPO3 U
yIpo3 u CHCTEMAaTH3UPOBATh CBENCHHS 00
CHUCTEMaTH3HPOBAThH yrpo3ax HH(pOPMaIIOHHON
cBeleHus 00 yrpo3ax 0€30I1acHOCTH
nH(pOopManMOHHOM
0€30I1acHOCTH
TIK-2.3. Bnaneer: Brnaners: CobecenoBanue
- HaBBIKaMH cOopa u - HaBBIKaMH 00pabOTKH cBeieHuH 00




cUCTeMaTH3aluu
CBeNIeHHH 00 yrpo3ax
HC]JI x cuctemam
MOABWKHOW 1IU(POBOH
3aIUIIEHHON CBA3U

yrpozax HCJI k cuctemam
TTOJIBYOKHOM ITU(POBON 3aIHUIIICHHOU
CBSI3U

TIIK-4. Criocoben IK-4.1. 3uaer: 3HaTh: CobecenoBaHue
- HAIIMOHAJILHEIE, - HAIlMOHAJILHEIE,
IIPOBOINUTH HAYYHBIE
MEXTOCYIAPCTBEHHBIC U | MEKIOCYIapCTBEHHBIC U
HCCIICAOBAHUA MEXIyHapOIHbIE MEXIyHApOAHbIE CTAHIAPTHI,
TIPHHIIAIIOB CTaHIAPTHI, YCTaHABIHMBAIOIIHE TPEOOBAHUS 10
YCTaHABIUBAIOIIHEC 3aruTe nHHOpMAaIUH
HOSHIMOHNPOBAHNSA TpeOOBaHHUS MO 3aIIUTE - TpeGOBaHUS TIO 3aIIUTE
HOIBWKHBIX OOBEKTOB U | MH(DOPMAIIUK, AaHATTU3Y nH(pOPMAIIUH, aHATH3Y
PEATH30BHIBATS HX B 3alIUIICHHOCTH CHCTEM 3alIUIICHHOCTH CHCTEM
. MO3UIHOHUPOBAHHS MO3ULUOHUPOBAHUS TTOABHKHBIX
CHUCTEMaX MOJABHIKHOU MTOJIBM)KHBIX OOBEKTOB U | OOBEKTOB
1U(pPOBOIA 3aAIUIIEHHOH | - METOZEL, CIoCO0BI, - METOIMKH OIICHKH MOCIICICTBHH
R cpencTsa, HapylIeHuss HH()OPMAIHOHHOM
MOCIIE/IOBATEIBHOCTD 0€30MacHOCTH 3aIIUIICHHOCTH
cofiepKaHKe ITAIOB CHCTEM TMO3UIIMOHUPOBAHUS
pa3paboTKu CpescTB MOABMXHBIX 0OBEKTOB
3aIIUTHI CHCTEM - METOJIUKH BBIITOJTHEHHS ATAIIOB
MO3UIHOHUPOBAHHS pa3paboTKU CPECTB 3aIUTHI CHCTEM
MOABMXXHBIX 0OBEKTOB MO3UIMOHUPOBAHHUS TTOBIIKHBIX
00BEKTOB
IK-4.2. Ymeer: VMerh: CobecenoBaHue
- IPOBOUTH COOp U - 00pabaThIBaTh AaHHEIE B IIPOIECCE
aHaJIN3 UCXOIHBIX pa3paboTKU CPENCTB U CHCTEM
JAHHBIX [UIS pa3pabOTKU | 3aIIUThI B 00ECTICYHBATD
CPEICTB M CHCTEM PpalHoOHAIBHBIN BHIOOP 37IEMEHTHOI
3alIUTHI U 00ECTIEYNBATh | 0a3bl CHCTEM MOJBIKHOMN 1TH(POBOIA
palMOHAIBHbIH BBIOOD 3alIUIICHHON CBSA3M
3JIEMEHTHOM 0a3bI
CHUCTEM MOABMKHON
U(pPOBOH 3aIHUIIICHHON
CBSI3H
3. CTpykTypa u coaep:kaHue THUCHUILTHHBI
3.1 TpyaoeMKOCTb AMCHUIINHBI
OoJyHasd (l)OpMa OYHO-3a049YHas | 3a04YHas
o0y4eHust dbopma dbopma
o0yueHust o0yuyeHust
O0wmas Tpya10eMKOCTh 33ET 3ET 3ET
Yacos 1o yueOHOMY IIAHY 108
B TOM 4YMCJI¢C
AYJIUTOPHBIC 3AHATUSA (KOHTaKTHaﬂ
padora):
- 3AHATHA JIEKIUOHHOT'0 TUIIA 32
- 3aHATHUA CCMUHAPCKOI'o THIIA
( NPAKTUICCKUEC 3aHATUA /
JadopaTopHblie padoThl)




camMoCTosiTe/IbHas padoTa 75
KCP 1
IIpoMexxyTouHasi aTTecTalUs — 3ayer
IK3aMeH/3a4eT

3.2. ConepxaHue TUCUMILTUHBI

HaumeHoBaHue u Bcero B ToMm uncie
KpaTKoe cojep:KaHue (4acwhi) KonTakTHas padora (padora BO
pa3aeyioB U TeM B3aMMO/IeliCTBHY € NMpPeNnoaaBaTesieM), 4achbl
AMCHUNJINHBI, U3 HUX §
Lo -
. = g 3
(popma npomeKyTOUHOM = 3 = 2 2
5
aTTecTalluy 10 = = = s 5
AMCIHIINHE = ° 2 ° 2 5
) = S = 5 S
o <) = 5y L ~
g &z o Q E o
(5] =) m =] E
" = ® & R = )
= o = s =« 5 8
= = oH-- o9 g =
® = ® = " S s T
= | 25 | =¢ 5 &
M E ™ 8 M E oo
1. HopmartuBHas 6a3a B 28 6 6 22
o0Oiactu
nH(OPMaLMOHHON
0e30IMacHOCTH
2. CucteMsl 79 26 26 53
oOHapyXeHUs
KOMIIBIOTEPHBIX aTaK
Hroro: 107 32 32 75

4. Y4eOHO-MeToAU4YeCKOe o0ecreyeHue CaMOCTOATEIbLHOM padoThl 00yUYalommxcst

CamocrosTenbHas paboTa 00yJaronuXcsl BKIIOYACT CIEAYIOIINE BUIBI:

- H3YYCHHUC JOIIOJIHHUTCIBHBIX Ppa3aciioB JUCHUIIIIMHBI C HCIOJb30BAHUCM y‘I€6HOI\/’I
JUTEPaTypHl;

- U3Y4YEHHE M IpPOBEpKa KOMIIBIOTEPHBIX HACTPOEK M HHTep(eiicoB Ha MEepPCOHAIbHBIX
KOMIIbIOTEpaX 00y4aromuxcsl.

Tekynui KOHTPOJIb YCBOEHUSI MaTepuaia MPOBOAUTCS IIyTEM IIPOBEIEHUS OIIPOCa.

KOHTpOJ’IBHBIC BOITPOCHI U 3aJaHUA JJIA IMPOBCACHUA TCKYHICIO KOHTPOJA U HpOMGX(YTOqHOﬁ

aTTeCTalluy 110 UTOraM OCBOCHHUA NUCHUILIIMHBI ITIPUBCACHBI B II. 5.2.




S.

DoH/1 OLIEHOYHBIX CPEACTB IJIsl MPOMEKYTOUYHOMH aTTeCTANMHI MO AUCHHIJINHE
(Moayo),

BKJIFOYAKOIII A

5.1.

Omnucanue mKan OILICHUBAaHHWA PE3YJIbTATOB 06y‘~I€HI/I$I 110 JUCHMITIIMHE

Yposenn Ikaja onennBanust chopMUPOBAHHOCTH KOMIIETeHIMIA
copmupoBan
HOCTH
KOMIIeTeHIHI
(MHOUKATOpA HeE 324YTEeHO 3a4YTEHO
JOCTHIKEHUS
KOMIIeTeHL i)
OtcyrcrBHe VYposeHb MuHnManeHo | YpoBeHb VYposeHb VYposeHb VYposeHb
3HAHMUI 3HAHMHI HIKE | JOIMYCTHUMBIN 3HaHUH B 3HaHUH B 3HaHUH B 3HaHUH B
TEOPETHYECKO | MUHHMMAaJbHBl | YpOBEHb o0beme, o0beme, o0beme, o0beme,
ro MaTepuana. | X 3HaHUIL. COOTBETCTBYIO | COOTBETCTBYIOII | COOTBETCTBYIO | MPEBBIIIAOIIE
TpeOOBaHUIA. JonymeHo meM €M IporpaMme meM M [IPOrpamMmy
o HeBosmoxHOC | Mmenn MecTo | MHOTO porpamMmme MOATOTOBKH. IporpamMme MOATOTOBKH.
=== Th OLEHUTH rpyosie HerpyObIX OJI'OTOBKH. JomymeHo OJI'OTOBKH,
MOJIHOTY OIINOKH. OIINOKH. Jonymeno HECKOJIBKO 0e3 ommooK.
3HaHM HECKOJIBKO HECYIIECTBEHHBI
BCIICICTBUC HerpyObIX X OIINOOK
OTKa3a OIIMOOK
o0yyaromeroc
s OT OTBETA
OtcyrcrBHe ITpu pemennn | IIpogemoncrp | Ilpomemonctp | IIpomemoncrpu | Ilpomemoncrp | IlpomemoncTp
MHUHUMAaJIbHBl | CTaHIAPTHBIX | MPOBaHBI UPOBAHbI BCE pOBaHbI BCe UPOBAHBI BCE | MPOBaHbI BCE
X YMEHUH . 3a7a4 He OCHOBHBIE OCHOBHbIC OCHOBHbIC OCHOBHbIC OCHOBHbIC
HeBo3moxkHOC | MPOJEMOHCTP | yMEHHSI. YMEHHUSI. YMEHHUSI. YMEHUs,pelle | yMEHHs,.
Tb OLCHUTH HPOBAHbBI Pemtensr Pemens! Bce Pemens! Bce HBI BCE Pemens! Bce
HaJM4ue OCHOBHbIC THUIIOBBIC OCHOBHbIC OCHOBHbIC OCHOBHbBIC OCHOBHbIC
YMEHHI YMEHHSL. 3a71a4M ¢ 3a7la4M ¢ 3a7ja4H . 3a71a4M ¢ 3a7a4m.
Yuerns BCIIEJICTBHE HerpyobIMU HerpyobIMH Beinonuensl Bce | oraenpHbIME | BelnonHeHsl
OTKa3a Nwmenn Mecto | ommGramu. OIIMOKaMHU. 3aJIaHMs, B HECYILECTBEH BCE 3aJIaHus,
obyuatomeroc | Ipyore Beinonuenst Beinonuenst TIOJTHOM HBIM B TIOJIHOM
s OT OTBETA OLKOKH. BCE 3a/IaHus BCe 3aJ1aHus, B | 0o0beMe, HO HEJI0YeTaMH,
HO HE B IIOJTHOM HEKOTOPBIE C BBIIIOJIHEHBI obneme 6e3
TOJTHOM o0bemMe, HO HEI0YETaMHU. BCe 3ajianus B | HEOYCTOB
obbeme. HEKOTOpBIE C MOJIHOM
HeJJoYeTaMH. o0beme.
OtcyrcrBHe ITpn pemennn | Mmeercs IIponemonctp | Ilponemoncrpu | IIpomemoncrp | IlpomemoncTp
BIIa/ICHUS CTaHJAPTHBIX | MUHUMAJIBHBI | UPOBAHBI POBaHbI HPOBAHbBI UpOBaH
MaTepuaaoM. | 3a7ad He 71 6a30BbIC 6a3oBbIC HaBBIKU TBOPYECKHUIT
HeBo3MOXXHOC | IIPOAEMOHCTP HaBbIKU HaBBIKU HOJIXOL K
Tb OLICHUTh HPOBaHBI Habop 1Y pCINICHUH | pemeHuro
Hapbiku HaJIM4ue 6a30BBIC HABBIKOB JUIS | TIPU PELICHUM | IPH PEIICHUH HCCTAaHIAPTH | gecraHgapTH
HABBIKOB HABBIKH. pelieHust CTaHJAPTHBIX | CTAaHIAPTHBIX BIX 337124 0€3 | pix 3amau
BCJIEJICTBHE CTaHJApTHBIX | 3aJad c 3az1a4 6e3 omuboK 1
OTKa3a Wmenn mecro | 3amau c HEKOTOPBIMH omuboK 1 HEJIOYETOB.
oGyuaromeroc | TPyobIe HEKOTOPBIMU | HElOYeTaMU HEJI0YETOB.
S OT OTBETa OIINOKH. HeJoueTaMu




IkaJyia oeHKH NPU NPOMEKYTOYHOM aTTeCTANMHU

Onenka YpoBeHb NOATOTOBKH

Bce xomrmereHIuu (Y4acTd KOMITETEHIIMI), Ha ()OPMUPOBAHUE KOTOPBIX HAIpaBIeHA
JIMCIUIUIMHA,  cHOPMHPOBAHBI HA  YpPOBHE HE  HIKE  «IIPEBOCXOHOY,
MPOJIEMOHCTPUPOBAHBI 3HAHMS, YMEHHUSA, BIAACHUA IO COOTBETCTBYIOLIUM
KOMIIETEHIIMSM Ha YPOBHE, BBIIIE IPELYCMOTPEHHOI O IIPOrPaMMOit

Bce xomrmereHIuu (Y4acTd KOMITETEHIMH), Ha ()OPMUPOBAHUE KOTOPHIX HAIpaBIIeHA
JMCIUTUINHA, COPMUPOBAHEI HA YPOBHE HE HUKE KOTIUYHOY», IPU 3TOM XOTS OBI O/THA
KOMITETEHIINSI CPOPMHUPOBAHA HA YPOBHE OTIAYHOY

Bce koMmmereHIMM (Y4acTH KOMIIETCHIIMI), Ha (hOPMHUpPOBAHHE KOTOPBIX HaIlpaBlicHa

3a4TE€HO
JTUCHMILINHA, ¢(DOPMUPOBAHbI Ha YPOBHE HE HIKE «OYCHB XOPOILO», IIPH 3TOM XOTS

ObI O/1Ha KOMTIETEHIIHUS COPMUPOBAHA HA YPOBHE « OYEHB XOPOIIIO)

Bce xomrmereHIuu (Y4acTd KOMITETEHIMI), Ha ()OPMUpPOBAHHE KOTOPBIX HAINpaBJeHA
JMCIUTUINHA, COPMUPOBAHBI HA YPOBHE HE HHXKE «XOPOIIO», IPU ITOM XOTS ObI OfIHA
KOMITETEeHIINSI CPOPMUPOBAHA Ha YPOBHE «XOPOIIO»

Bce xomrmereHIuu (Y4acTd KOMITETEHIMI), Ha ()OPMUPOBAHUE KOTOPBIX HAIpaBIIeHA
JMCIUTUIMHA, ¢()OPMHPOBAHBI HA YPOBHE HE HIKE «YIOBIECTBOPUTEIBLHOY», TMPH ITOM
XOTsI OBl O/IHA KOMITETEHIUS c(hOpMHUpPOBaHA HA YPOBHE «YIOBJICTBOPUTEIHHO)

Xorts OBl OfIHAa KOMIIETEHIHS C(OPMUPOBaHa Ha YPOBHE «HEYIOBICTBOPUTEILHOY, HH
HE 324YTEHO OJTHa M3 KOMIIETEHIIMH He CPOPMHUPOBaHA HA YPOBHE KILJIOXO)

XoTs Obl 0JTHA KOMITETEHIIMS C(hOPMUPOBaHA Ha YPOBHE ILIOXO0»

5.2. TunoBble KOHTPOJILHbIE 32JaAHUS HJIH HHbIE MaTepPHAaJIbl, HEOOX0IUMbIE
IS OIIEHKH Pe3yJIbTaTOB 00y4YeHHsL.

5.2.1. KoHTpOJIbHBIE BONIPOCHI

Bonpocui Koo gopmupyemoti
KomnemeHyuu
1. VszBumoctu. Kiaccudukanust ys3BUMOCTEH. IK-2
2. lousTHe aTak Ha KOMIbIOTEpHBIE ceTH. Kiaccudukarus atak Ha IK-2
KOMIIbIOTepHBIE ceTH. OCHOBHBIE TUIIBI CETEBBIX aTakK.
3. Mogens ataku. Pesynprar aTtaku. Otamsl peanuzanui atak. CoKpbITHE IK-2
WCTOYHUKA U (DaKTa aTaku.
4. CpencrBa peayn3aliuy aTak. IK-2
5. MexaHu3Mbl TUIIOBBIX aTaK, OCHOBAHHBIX Ha YS3BUMOCTSIX CETEBBIX IK-2, I[1IK-4
MIPOTOKOJIOB.

6. Ataxku Ha ceTeBble CITy)KObI. ATaKu C UCIIOJIb30BaHUEM IpoMexyTounbix | [IK-2, TIK-4
Y3J10B U TEPPUTOPUIA.

7. TexHonoruu 0OHAPYKEHUSI KOMIIBIOTEPHBIX aTaK U MX BO3MOXKHOCTH. IK-2

8. [IpsiMble ¥ KOCBEHHBIE TPU3HAKHU atak. Mcrounnku nadopmanmu o6 atakax I1K-2

9. Meroabl o6HapyxeHus atak. OOHapyKeHHE aHOMAIINi U OOHapy)KEeHHE IIK-2
3noynorpebnenuii. OOHapyKeHHE CIICI0B aTak.

10. Knaccugukanus cucrem ooHapyxenus atak (COA). CereBbie u y3nobie | 11IK-2
COA.

11. Tpebosanus, npenbspisieMbie K COA. IK-2

12. CucrteMsl aHamm3a 3amuineHHocT. «Kitaccudyeckney CUCTEMBI [IK-2

O0OHapy)XEeHUS aTak M aHAJIN3aTOPbI XKypHAIOB perucrpanuu. OOMaHHbIE




cucteMbl. CUCTEMBI KOHTPOJIA IEIOCTHOCTHU.

13. Onpenenenuie MOTUTAKA U MIPOIEAYP OE30MaCHOCTH. IK-2, TIK-4

14. T'enepanust vHGOPMAIIUH JJIsi KOHTPOJIS ETOCTHOCTH CHCTEMHBIX (aiinos| T1K-2

JAHHBIX.

15. TunoBas apxutextypa COA B cocTaBe ceHCOpa, MOIYJIsl yIIpaBiIeHUs, IK-2
aHaJIM3aTopa, Habopa MPOTOKOJIOB B3aUMOJICUCTBHUS U CPEACTBA PEarupOBaHHU:

16. BapuanTs! pa3menienus COA. IK-2
17. Pazmemenue cencopos COA. IK-2
18. PasMenienne CHCTEMBI aHaJIM3a 3alAIIEHHOCTH. IK-2
19. Pa3memenre CUCTEMBI KOHTPOJIS 1[ETOCTHOCTH. IK-2
20. Pa3merienre 0OMaHHON CHCTEMBI. IK-2
21. [Tpobaemsl, cesizanbie ¢ COA. IK-2
22. PearupoBaHue Ha UHIUAICHTEHI. IIK-2
23. COA Snort. HaznaueHue, BO3MOXKHOCTH. IK-2

5.2.2. Tunosele 3a1aHus A1 OLeHKH cpopmupoBaHHOcTH KomnereHunu ITK-2

1. [lonsiTne arak Ha KOMIbIOTEpHble ceTH. Kiaccudukamus aTak Ha KOMIIBIOTEPHBIE CETH.
OCHOBHBIE THIIBI CETEBBIX aTaK.

2. Monens araku. Pesynbrar araku. Ortanbl peanu3anuu atak. COKpbITHE MCTOYHMKA M (pakTa
aTaKy.

3. CpencrtBa peanu3aiyy aTak.

4. TpeboBanus, npeabssisembie K COA.

5. OnpeneneHue NOJUTUKHE U TIPOIEAYp O€30TTaCHOCTH.

6. TumoBas apxurektypa COA B cocTaBe ceHcopa, MOIYJS YIpaBJCHUs, aHAIM3aTOpa, Habopa
IIPOTOKOJIOB B3aUMOJECHCTBUSI U CPEJCTBA pearupoOBaHUsI.

7. BapuanTtsl pazmemnienust COA.

8. Pazmemenue cencopo COA.

9. PearnpoBanue Ha MHIUJCHTBHI.

10. COA Snort. Haznauenue, BO3MOKHOCTH.

5.2.3. Tunossble 3a1aHus I OLeHKH copmupoBaHHocTH Kommnerennuu [TK-4

1. MexaHH3Mbl TUIIOBBIX aTaK, OCHOBAHHBIX Ha YA3BUMOCTSIX CETEBBIX IPOTOKOJIOB.

2. Ataku Ha ceTeBbIe CITYKObl. ATaKH C UCTIOJb30BAHHUEM ITPOMEKYTOUHBIX Y3JI0B U TEPPUTOPHIA.
3. OnpeneneHue NOJUTUKHE B TIPOIEAyp 0€30T1aCHOCTH.

6. YueOHO-MeTOAUYeCKOe U MH(POPMALIMOHHOE 00ecnevyeHue TUCIHUILTHHbI

a) OCHOBHas JIUTepaTypa:

1. «Crtparerust HaunoHanbHOM Oe3onacHoctu Poccuiickoin @enepaunu 10 2020r», yrBepKaeHHas
yka3oM [Ipesunenta Poccuiickoit @eneparuu ot 12.05.2009 Ne 537.

2. Jlykankuit A.B. O6napyxenue arak. 2003 r.

0) TOTIOJIHUTETbHAS JTUTEPATYPA:
1. SNORT Users Manual 2.9.9.

B) IIporpaMMHoe obecrieuenre u IHTepHeT-pecypcehl:
1. https://snort.org/



7. MaTepuajibHO-TeXHUYECKOe olecriedeHne U CIUNINHBI
[Tomemienus nmpencTaBiIsioT coOol ydeOHble ayqUTOPUH s MPOBEACHUS YUEOHBIX 3aHATHM,
MIPEyCMOTPEHHBIX IPOTrpaMMOMN, OCHAIEHHbIE OOOpYIOBAaHMEM U TEXHUYECKHMMH CpEeACTBAMHU
0oOy4eHHs.
[lomemienus a8 caMOCTOATENbHOW pabOThl OOYyYarOUIMXCS OCHAIIEHbl KOMIIbIOTEPHOI
TEXHUKOW C BO3MOXKHOCTHIO MOJKIOueHuss K cetn "MHTepHer" m olecriedeHbl JOCTYIIOM B
ANEKTPOHHYIO HHPOPMAITMOHHO-00Pa30BaTEIbHYIO CPEY.

[Iporpamma coctaBieHa B cootBeTcTBuu ¢ TpeboBanmsimu GI'OC BO mo cnemumanbHOCTH
10.05.02 «MlupopmanonHasi 6€301MacHOCTh TEJICKOMMYHHKAITMOHHBIX CHCTEM.

ABTOD (BI) JL.YO. PotkoB

P.I'. Hyxueit

3aBenyronuii kadeapoit «bezomnacHocTs
MH(OPMALIMOHHBIX CUCTEM» JL.YO. PotkoB

[IporpaMmma on00peHa Ha 3acelaHUM METOAMYECKOM KOMHUCCUU Paguo(PU3NYECKOTO
¢akynbrera ot «25» mas 2023 rona, nmpotokos Ne 04/23.



