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1. Mecto pucyuninHsbl B cTpyktype OITIOII

HOuctunmza 51.0.21 MHbopMaroHHast 6e301macHOCTb OTHOCHUTCS K 00s13aTe/TbHOM YacTH
obpasoBaresibHOM IPOrpaMMBI.

2. IInanupyembie pe3y/ibTaThl O0yYeHHsI MO JAUCIUIUIMHE, COOTHECEHHbI€ C TUIAHUPYEMBIMH
pe3y/ibTaTaMi OCBOeHUsI 00pa3oBaTe/bHON MpPorpaMmbl (KOMIETeHHMAMH M HWH/UKATOPaMH
AOCTYDKeHHsI KOMITeTeHI[Ui)

dopmupyemsbie IlnaHupyeMbie pe3yabTaThl 00yUeHHs M0 AUCHUILUIMHe | HanMeHOBaHHe OLeHOYHOTO CPe/ICTBA
KOMIIeTeHL{UH (Mofgyn0), B  COOTBETCTBMM C€  HHAUKATOPOM
(xof, comep)kaHue | JOCTH)KeHHS KOMIIeTeHIIMH
KOMTIETEHIIVN) Nupukarop poctwkeHusi | PesyabTarsl 00yueHust Jns Tekymiero | /ins
KOMIIeTeHL{UMN o AUCLUIIUHE KOHTPOJIA IPOMEXXyTOUHOH
(xon, coZiepkaHue ycreBaemMoCTH aTrTecTranuu
VHAWKATOpa)
OIIK-3: CnocobeH OIIK-3.1: [lemoHcmpupyem OIIK-3.1: CobecedosaHue
pewamb 3HAHUe NPUHYUNO8, Memooo8 u |3Hamb 3adaHus DK3aMeH:
cmaxoapmhbie cpedcme peweHus npuHyunbl, Memoods! u cpedcmea | Tecm 3adanus
3adau . CMaHoapmHbIX 3a0ay peuwleHusi CmaHoapmHbIX 3a0au Tecm
npogeccuoHanbHou

desimeabHOCMU HA
ocHoge
UHopMayuoHHol u

npogeccuoHanbHol
OesimeabHOCMU HA OCHOBe

uHpopmayuoHHoll u

npogeccuoHanbHol
desimeabHOCMU C y4emom
OCHOBHbIX mpebosaHutl

6ubnuozpaguueckoii | bubauozpaguueckoti UHGOpMayUoHHOU
Ky/bNypbl € Ky/bMypbl € NpUMeHeHueM 6ezonacHocmu
npumeHeHuem UHGOpMAyUOHHO- Ymemb
UHGOpMAYLOHHO- KOMMYHUKAYUOHHbIX UCno/b308amb NPUHYUNDL,

KOMMYHUKAYUOHHbIX
mexHoso2ull U ¢

mexHonoaull u C yuemom

MemoObl U cpedcmea peleHust

Yuemon OCHOBHbIX mpebosaHuil CMaHOapmHbIX 3a0ay
OCHOBHBIX uHpopmayuoHHoll npogeccuoHanbHou
mpe6oeauii 6esonacHocmu OesimenbHOCMU C yuemom
uH¢opmayuoHHoll OIIK-3.2: [lemoHcmpupyem OCHOBHbIX mpeboeaHuil
6esonacHocmu; YMeHue npumeHsimb uHpopmayuoHHoll
uH$opmayuoHHo- 6e3onacHocmu
KOMMYHUKAYUOHHBble Bnademsn

mexHo/02UU peleHus
cmaHoapmHbix 3a0ay
npogeccuoHanbHoU
OesimeabHOCMU HA OCHOBE

UHpOPpMAYUOHHOTI U

HAeblKamu peweHus
cmaHoapmHbix 3a0ay
npogeccuoHanbHoU
dessmeabHOCMU C yuemom
0CHOBHbIX mpeboeaHuil

6ubauoepacpuueckoil UHpOpMAyUoHHOTI
Ky/bMypbl C yuemom 6e3onacHocmu
OCHOBHbIX mpebosaHuli
UHpOpMAyuoHHOI
chopmay OIIK-3.2:
6e3onacHocmu
3Hamb

OIIK-3.3: Umeem
npakmuueckutl onblm peweHust
cmaHoapmubix 3a0ay
npogeccuoHanbHol
dessmeabHOCMU C
cobmodeHuem mpeboeaHuil
uHpopmayuoHHoll
6e3onacHocmu

NPUHYUNbI peuleHus
CMaHOapmHbIX 3a0ay
npogeccuoHabHoU
OesimeabHOCMU C yuemom
OCHOBHbIX mpebosaHuli
UHpOpMAayuoHHol

6esonacHocmu




Ymemb
paspabomamb mpe6oeaHus no
uHpopmayuoHHoll
6e3onacHocmu 0415 pewieHus
cmaHOapmHbIX 3a0ay
npogeccuoHanbHou
dessmeabHOCMU

Bnademsb

Haebikamu nodbopa u
UCNONb308AHUS NPO2PAMMHO-
mexHuuecKux cpedcme 0151
peuwleHusi CmaHoapmHbIX 3a0auy ¢
yuemom O0CHOBHbIX mpebosaHuli
UHpOpMAayuoHHol

6e3onacHocmu

OIIK-3.3:

3Hamb

npuHyunbl N0020moeKu 0630pos,
axHHomayuti, cocmaeneHus
pecdepamos, HayuHbIX 00KAAO08,
nyéaukayuil, u 6ubauozpacpuu
No Hay4YHO-UCCAe008amenbCcKoll
pabome c yuemom mpebosaHuil
uHpopmayuoHHoll
6e3onacHocmu

Ymemb

UCNO0b308aMb OCHOBbL
uHpopmayuoHHoll
6e3onacHocmu npu nod2omogke
0630pos, aHHomayuii,
cocmaeneHust pecpepamoa,
HayuHbIX 00K/1a008, nybaukayuti,
u 6ubauoepagpuu no HayuHo-
uccaedosamenbckoli pabome
Bnademb

HABbIKAMU UCNO/b308AHUS
Memodos u cpedcms
obecneueHust UH(POPMAYUOHHOU
6e3onacHocmu npu nodzomoske
0630poe, anHomayuii,
cocmasneHus pegpepamos,
HAayuHbIX 00K1a008, nybauKayull,
u 6ubauoepagpuu no HayuHo-
uccnedoeamenbckoli pabome

OIIK-4: CnocobeH
yuacmeogamb 8
paspabomke
cmaHoapmoe, Hopm u
npaeus, a makice
mexHuueckotl
OdoKymMeHmayuu,
C853aHHOl C

OIIK-4.1: [TemoHcmpupyem
3H@HUE OCHOBHBIX
cmaxd0apmos, HOpM U npasun
ocopmaeHuss mexHuUecKoll
O0OKyMeHMayuu Ha pazauuHbIx
cmadusix NpoekmMupoeaHus u

Nnoo0epAHCcKU HCUSHEHHO20

OIIK-4.1:

3Hamb

OCHOBHble 3aKOHOOamesbHble
akmbl 6 cpepe
UHpOpMAayuoHHol
6e3onacHocmu

Ymemb

CobecedogaHue
3adaHus
Tecm

OK3ameH:
3adaHus
Tecm




npogeccuoHanbHou
OesimenbHOCMbIO;

YuKaa uHGpopmMayuoHHbIX
cucmem

OIIK-4.2: IIpumeHsiem
cmaHoapmbl, HOpMbI U
npasusa (8 mom uucne
YyCmaHogneHHble
camocmosimenbHoO) npu
ocpopmieHUU mexHUUecKol
0OKyMeHmayuu Ha pa3AuyHbIX
cmaousix NpoeKmupoeaHus u
no00epHCcKU HCUSHEHHO20
Yukaa uH(popMayuoHHbIX
cucmem

OIIK-4.3: Umeem
npakmuyeckuil onbim
paspabomku mexHuueckoul
O0OKyMeHmayuu Ha pasuyHbIX
manax npoeKmupo8aHus u
noooepAHCcKU HCUSHEHHO20
Yukna uHpopmayuoHHoll
cucmembl

UCNO0b308aMb 8 NPAKMUYecKoll
OesimenbHOCMU Cyujecmayioujue
npaegoeble 3HaHus 8 cgpepe
UH(bopMayuoHHbIX cucmem u
uHpopmayuoHHbIX mexHono2ull
Bnademb

HasbIKamu cob100eHUs HOpM U
npasus, cywecmayowux 8
8upmyasnbHoll cpede

OIIK-4.2:

3Hamb

cmaHdapmbl opopmaeHust
mexHuueckol doKymeHmayuu ¢
yuemom uH@opmMayuoHHol
6e3onacHocmu

Ymemb

UCnonb308amb CmMaHoapmbl
ocpopmaeHuss mexHUUecKoll
O0OKyMeHmayuu Ha pasauuHbIx
Ccmaodusx HCU3HeHHO20 YUKAA
uHpopmayuoHHoll cucmembl ¢
yuemom uHGOpMayuoHHoU
6e3onacHocmu

Bnademb

HABbIKAMU UCNO/b308AHUS!
UHCMpYMeHMo8
uHpopmayuoHHoll
6e3onacHocmu npu paspabomke
mexHuYecKoll 00KymeHmayuu

OIIK-4.3:

3Hamb

OCHOBHble UHCMPYMeHMbl
uHpopmayuoHHoll
6esonacHocmu npu
cocmae/neHuu mexHu4ecKotl
OdoKymMeHmayuu

Ymemb

npumeHsimb Memoobl U
cpedcmaea uHpOpMayuoHHoU
6e30nacHocmu Ha pasauuHbIX
smanax J#cu3HeHHozo yukia UC
Bnademsb
Memodamu u cpedocmeamu
obecneueHust UH(POPMAYUOHHOU
6e30nacHoCmu Ha pa3AuyHbIX
2Manax HCusHeHHO20 YUK1a

uHpopmayuoHHOll cucmembl

3. CTpyKTypa U cojepkKaHHe AUCLUILIUHbI




3.1 TpyA0eMKOCTb AMCLUII/ITUHBI

oyHas O0YHO-3a04YHas

O011as TPY/J0EMKOCTD, 3.€. 4 4

Yacos 1o yue0HOMY IJIaHY 144 144

B TOM 4HUCJIe

ay/JUTOpHbIE 3aHATHSA (KOHTaKTHas padoTa):

- 3aHATHA JIEKIJMOHHOI'0 THIIA 24 12

- 3aHATHUS CEMHHAPCKOI0 TUMNA (MpaKTHUYeCcKue 3aHATHA / 1abopaTopHbie¢ 24 12

paboThI)

- KCP 2 2

caMocTosTe/bHasA padoTa 58 82

ITpomexyTouHas arrecTanys 36 36
JK3amMeH JK3aMeH

3.2. CozepxaHue JUCLUIIIVHDI

(cmpykmypupogaHHoe no memam (pasdenam) C yKazaHueM OmMEeOeHHO20 HA HUX Ko/auvdecmed
aKkaoeMuuecKux uacos u 8uobl yueOHbIX 3aHsimuli)

HanmeHoBaHue pa3zfesioB ¥ TeM JUCLIMITTIMHBL

Bcero (uacsr)

B TOM UucC/ie

KonTakTHast pabora (pabota Bo
B3aMMO/IECTBHUH C IPEIo/iaBaTesieM), Yachl U3

HHX

3aHSTHS CamocTosTenbHast
CeMUHApCKOro pabora
3aHATHA THUTIA oGyuatowerocs,
JIEKLIMOHHOTO | (TIpaKTHuecKue Bcero acel
TUMa 3aHsATHUsI/Tabopar
OpHBle paboThl),
Yyackl
0 0 0 0 0

0 0 0 0 0

S S T S SRR ST SR S N

0 0 0 0 o 0 0 0 0 0
IMonMTHKa rocyapcTsa B 06;1acTi MHQOPMALMOHHOH 2 2 4 ” 6 ) 10 4 1 16
6e301acHOCTH
Yrpossl U HapyimTe Iy 6e30macHOCTH HHGOPMaLiH 22 24 4 4 6 4 10 8 12 16
Moygesnb yrpo3 6e30macHOCTH UH(OpPMAaLU 22 22 6 2 4 2 10 4 12 18
TonuTrKa 6€30MacHOCTH OpraHU3arluii 24 20 6 2 4 2 10 4 14 16
CucreMbl 06Hapy)KeHUs1 U MPeIOTBPALLeHHs] KOMITbIOTEPHBIX aTak 16 20 4 2 4 2 8 4 8 16
Arrecranus 36 36
KCP 2 2 2 2
Utoro 144 | 144 24 ‘ 12 24 ‘ 12 50 26 58 82

CojepixaHue pa3/ie/ioB M TeM AMCIUILIUHBI

Tema 1. TTonuTHKa rocyapcTea B 00/1acT MHGOOPMAIMOHHOW 6e30T1acCHOCTH
[MTonuTHKa rocygapcTBa B 00/1acTi MH(GOPMALMOHHOM 06€301acHOCTH. YTPO3bl M HapyIIMTe M 6e30MacHOCTH

vHpopmaiun. Mogenb yrpo3 be3ornacHoctu uH(GopMarmu. [TonmTrka 6e30macHoCTH opranu3ayu. CUCTeMbl
oOHapyKeHHs ¥ TIPeIOTBPAIlleHHs KOMITbIOTEPHBIX aTak. OCHOBHBIE CTaH/[AapThl B 00/1aCTH MHMOOPMAaIOHHOM

0e30MmacHOCTH.




Tema 2. YTpo3sl ¥ HapyLIuTe i 6e301macHOCTH UHGOPMAIUU

IMToHsATHE Yyrpo3bl 6e30macHOCTH WHpOPMAaIuK. Buibl yrpo3 6e3omacHOCTH HHGOpMaIu. VICTOUHUKY yTpo3
6e3onacHocty nHGopMaLun. Hapyimrenu 6e3omacHocTr mHGOpManyy. Buasl 1 Lieny HapyLmTesniei.
[MoreHnMan ¥ BO3MOKHOCTH HapyinuTeiel. CriocoObl peasM3aliiul yrpo3 HapYIIUTEEM.

Tema 3. Mogens yrpo3 6e3omacHOCTH HHGOpMaLUU

Hasnauenuvie mozierm yrpo3 Vb. Upentudukanus yrpo3 6e3omacHocTv MHPOPMaMY U UX UCTOYHUKOB. Mogenb
HapymwmTess. [I[pUHIIUT OL[eHKY aKTyaabHOCTH yTrpo3. OljeHKa BO3MOKHOCTH pear3alyy yrpo3sel. OrjeHKa
crenieH yiriepba. OLleHKa aKTyaJbHOCTH YTPO3bI.

Tema 4. TTonuTHKa 6€30MaCHOCTH OpraHU3al[ux

[MonsiTre momuTvKY Oe3onacHocT. HazHaueHWe U coZiep>kaHue MOMTHKK Oe3omacHoCTH. Bompockt,
paccMaTprBaeMbie B MOJMUTHKe Oe3omacHocTH. OpraHu3aioHHbIe acleKThl MHPOPMAIMOHHOM 0e30TMacHOCTH.
Ynpasnenue akTiBaMu. be30omacHOCTh, CBA3aHHas C yrpaBieHrueM riepcoHanioM. dusnueckas 6€30MacHOCTb.
YmnpaeneHue A0OCTyoM. Borpock skcriTyaTauui HHPOPMALMOHHBIX CUCTEM. YTIpaB/ieHre UHLUAEHTaMHU 1
HeTpepLIBHOCTLIO On3Heca. CoOTBeTCTBHE TPeOOBAHUSAM 0053aTe/ILCTB OpraHu3arvu. KU3HeHHbIH 1[UKIT
MOJIMTHUKY 6e30MacHOCTH.

Tema 5. Cuctembl 0OHApY>KeHUS U TIPe/IOTBPallleHHs] KOMITBIOTEPHBIX aTak

HasHaueHue cricteM 0OHapyKeHHs M TIPeZIOTBPAIlleHHst KOMITbIOTEPHBIX aTak. [TOHATHe KOMITbIOTePHOM aTakKy.
TpeboBanus K crcTeMaM 0OHapy>KeHUs 1 TIpe/IOTBpalljeH!s] KOMITbIOTepHBIX aTak. Knaccudukaius cucreM
oOHapy)XeHHs ¥ TIPeIOTBpAIlleHHs KOMIBbIOTEPHBIX aTak. CUCTeMbI aHa/|3a 3alUIeHHOCTH. CUCTEMBI
o0OHapy»eHusi atak. CHCTeMbI KOHTPOJIs LIeIOCTHOCTH. CHUCTeMBbI aHa/In3a XKYPHAIOB PerucTpaLyu.
Pa3mernienvie cricteM 0O6Hapy>KeHUs U TTPeJIOTBPAIlleHUs aTak B MHGOPMaI[MoHHOH crcTeMe. Kputepuu BeiOOpa
cucteM oOHapy>KeHUsI U TTpe/IOTBPAIlleHNst KOMITBIOTEPHBIX aTak. 3allfuTa JaHHbIX TT0JTb30BaTe s

IIpakTrueckas 4yacTb

. Pabota co cpeacTBamu Kpuntorpaguu

. Mudps! 1 KpunToaHamus

. 3aimquTa 6/1aHKa OpraHU3alvy OT Pe/laKTHPOBaHUs cpeicTBaMu MS Word

. ArnimaparHble cucteMbl 6e3omacHoctu ITK

. OcHOBBI H(OPMAIIMOHHOM 1 KOMITbIOTEPHOH 6e30MacHOCTH

. Hactpoiiku 6e3onactoctr OC tumna Windows

. UccnenoBanue cToiikocTu cucTeMsl uaeHTU(rKanuu, kpunrorpaduun OC tvna Windows

. MiccniemoBanme rnporpaMMHO-anmiapaTHBIX CpefcTBa aHanu3a 3auuieHHoctd OC turna Windows

© 00 O Ul &~ WIN -

. UccnepoBanme ys3BUMOCTH ceTeBOW MH(PaCTPYKTYPhI C UCII0/Ib30BaHWeM CKaHepoB Oe3omacHocTH Nessus 1
Nmap
10. ITporpamMHo-arnaparHble cpe/iCTBa aHaiu3a 6e30MacHOCTH Nepesjaull JaHHbIX B JIOKA/IbHBIX CETAX

4. YueOHO-MeToAMYeCKOe ofecreyeHre CaMOCTOSITe/TbHOW PadoThI 00yJaroUXCsl

CamocrosTenbHasi paboTa oOyyaroLuxcsi BK/IOUaeT B cebsi MOATOTOBKY K KOHTPOJIbHBIM BOIPOCAM U
3a[laHUsIM JIJIsi TeKYIero KOHTPOJIsi U TIPOMEKYTOUHOM aTTeCTallud T0 UTOraM OCBOEHMS JUCLIATITUHEI
NIpYBe/IeHHBbIM B I1. 5.

st obecrieueHUs: CaMOCTOSATeTEHOM Pab0ThI 00YUaIOIUXCS MCII0/Ib3YIOTCS:
OneKTpOoHHBIE KYPChI, CO3/JaHHbIE B CICTeMe 3/IeKTpOHHOTo 00yuenuss HHI'Y:

WudopmanmonHas 6e3onacHocts [TV (TTonsikoB E.A.), https://e-learning.unn.ru/course/view.php?
id=11693.



WHble yueOHO-MeTO[UeCKHEe MaTepHaIb:

TeopeTtnueckas yacTb Kypca

VHTepakTUBHBIN KypC:

TecToBble 3a7jlaHKsA 110 BCEM TeMaM Kypca.

JIeKIIMOHHBIN MaTepuait:

1. TTonuTHKa rocyzapcTBa B 06/1acT HHGOPMAI[MOHHOM 6e301acHOCTH
2. YTpo3bl ¥ HapylLmMTeau 6e30rnacHOCTH UHGOpMaIu

3. Mogenb yrpo3 6e3ormacHoCTr HHMOPMaLUN

4. TTonutrKa 6€30MaCHOCTH OpraHu3alin

5. CucremMbl 0OHapy>KeHUsI U TIPeJ0TBPall[eHHsI KOMITbIOTEPHBIX aTak

IIpeseHTauyu:

[Tonutrka rocygapcTBa B 061acty nHGOpMaI[MoHHOW 6e301acHOCTH
YTpo3bl ¥ HapylIUTe My 6e30MacHOCTH UHPOPMALIUH

Mogens yrpo3 6e3omacHoCcTH HH(DOPMAIUH

[MonmuTrKa 6e30MacHOCTH OpraHU3aLu

Cucrembl 0OHapy>KeHHUs ¥ TIPeA0TBPalLeHNs] KOMITBIOTEPHBIX aTak

JIabopaTopHBIM MPaKTUKYM

[paktuka 1. PaboTa co cpefcTBamMu Kpunrorpaduu

[TpakTuka 2. [In¢pe! ¥ KpUNTOAHAIN3

IMpakrtuka 3. 3amura 671aHKa OT peJlakTUpOBaHuUs cpeAicTBaMu MS Word

ITpakTrKa 4. AtnimapaTtHele crcTeMbl 6e3omacHocTH TTK

IMpaktrka 5. OcHOBBI HH(GOPMALIMOHHOM U KOMITbIOTEPHOM 6e30macHOCTH

ITpakTuka 6. [TepeuuHbie HacTpoiiku 6e3omacHocTy OC trra Windows

[IpakTuka 7. ViccnefoBanue CTOMKOCTH cUCTeMbl uaeHTHdUKamu, kpuntorpadguu OC tina Windows
[TpakTyrka 8. ViccnemoBaHye MporpaMMHO-arapaTHbIX CpeicTBa aHaiu3a 3amuiieHHocti OC tvna
Windows

[TpakTuka 9. ViccneoBaHue ysi3BUMOCTH CeTeBOM MH(PPACTPYKTYPbI C UCII0/Ib30BAHWEM CKaHEPOB
6e3oracHoctr Nessus 1 Nmap

ITpakTuka 10. IIporpaMmmHoO-arniapaTHble Cpe/ICTBA aHa/IM3a 0€30MacCHOCTH Mepe/iaul IaHHbIX B
JIOKa/IbHBIX CeTSX

KoHTposb 110 Kypcy
JK3aMeHallMOHHOE 3aHSITHe

5. @oHA OLEHOUHBIX CPEeACTB /I TeKYyIlero KOHTPOJ/IS YCIeBaeMOCTH U TMPOMEeXYyTOUHOM
aTTecTalyy Mo JUCIUILIMHE (MO/Y/II0)

5.1 TunoBbIie 3a/laHHUA, H806X0ﬂl/thle AJId OL€HKHM Ppe3y/bTdTOB OﬁquHl/lﬂ npu npoBejeHHUU
TEKYIIEero KOHTPOJ/IA yCII€eBA€MOCTH C YKd3dHHUEM KPUTE€PHUEB UX OLl¢HUBAHUA:



5.1.1 TumnoBble 3ajaHusa (oueHouHoe cpeacTBO0 - CobecefoBanue) [Jisi  OLEHKH
chopmupoBanHocTa KommnereHyuu OTTK-3:

1. OxapakTepr3yiiTe 0OCHOBHbBIE TIPUHIIAIIBEI CUCTEMHOM K/lacCUbUKAIIMK YTpo3 6€301acHOCTH
vHdopMaluu.

2. MlaiiTe ompezesieHre KOMIbIOTEPHOTO BUPYyCa KaK CaMOpeNpoAYLUPYIOLeicsi MPOrpaMmbi?

. OxapakTepu3yiiTe W3BeCTHbIE BaM K/1aCChl KOMITbIOTEPHBIX BUPYCOB.

w

4. KakoBbI O/DKHBI ObITH OCHOBHBIE TPaBHMJIa pab0ThI C KOMITBIOTEPOM, TIPeAYTIPeXKAatoIiie
BO3MOXXHOE ero 3apakeHue BUPyCamu?

5. C uewm, 10 BallleMy MHEHHIO, CBsi3aHa HeOOXO[UMOCTh pa3pabOTKX HOPMATHUBHBIX JOKYMEHTOB
110 UH(POPMALIMOHHOM Oe30TacHOCTH?

6. UTo Takoe rocy/iapCTBeHHas TanHa?

7. [latiTe oripefiesieHle Cpe/iCTB 3all[UThl MH(MOPMaLMK coriacHo 3akoHy «O rocyjapCTBeHHOM
TalHe».

8. ChopmynupyiiTe 0CHOBHBIE TI0/10KeHUsT 3akoHa Poccuiickoit @epepanyu «O6 nHbopMariyy,
vH(bOopMaTH3aliy U 3aliuTe HHGopMaIum»

9. Cdopmyupyiite 11e/1 3amuThl HHGOpMaluu corinacHo 3akoHy «O6 uHdopmaruu,
vH(bOpMaTH3alliy U 3aliuTe UHGOpMAL[UN».

10. UTto Takoe OIleHOUHbIe CTAHAAPTHI ¥ TEXHUUECKHe CTielUpHKaLiU B 00/1acTu
uH(pOopMaLMOHHO 6e301acHOCTH?

11. KakoBbl OCHOBHbBIE TIPUHLIUITHI 3aIUTHI HHPOPMAaLMKU OT HeCAHKIIMOHUPOBAHHOTO JoCTyTa? B
YyeM 3aK/TF0YaeTcsi CyTh KaXK/I0T0 U3 HUX?

12. Yto Takoe MOHUTOP obpariieHuii?

13. daiite onipefiesieHne UeHTU(GUKALIMK U ayTeHTU(UKALMU 10/1b30BaTesis. B uem pasHuiia
MeX/1y STUMHU TTOHATUSMU?

14. Ha3oBuTe ocHOBHBIe criocoObl ayTeHTU(HKaLyu. Kakoi 13 3Tux criocoboB siB/isieTcs, 1o
BallleMy MHEHHI0, Harbosiee 3 heKTUBHLIM?

15. Kakue 0CHOBHbIE METO/bl KOHTPOJISL OCTYTa UCII0/Ib3YIOTCS B COBPEMEHHBIX
aBTOMAaTH3UPOBaHHbIX CUCTEMaXx?

16. TTepeuriciiTe MPUUKHBI HApYIIeHUss THPOPMALIMOHHOW 0e30T1aCHOCTH B BBIUNC/IUTE/TLHON
CeTHU.

17. [laliTe ompe/iesieHre TIOHSATHUIO «TeXHUUECKUM KaHa/ yTeuku nHdopMarmn». HazoBute
OCHOBHbIe BU/IbI 3TUX KaHAJIOB.

5.1.2 TunoBble 3ajaHusi (oueHouHoe cpeactBo - CoOecefoBaHHe) /i OLEHKH
copmupoBaHHocTH KomneTeHnuu OITK-4:

1. Kakoii, 1o BaiieMy MHeHH0, TeXHUUeCKUI KaHa/l yTeuku MHGOpMaLMi MOYKHO OTHECTU K
HanboJ/1ee YacTo UCIO0JIb3yeMbIM TEXHUUECKUMH Pa3BeIKaMU ISl TTO/TyUeHHsI
KoH(HUAeHIMaTbHOM nH(MopMalin? PackpoiiTe 0cCOOEHHOCTH 3TOTO KaHaJla.

2. [atiTe knaccudUKal[0 UICTOYHUKOB yTeUKy MH(MOpMalun

3. OxapakrepusyiTe MeTO/ibl KOHTPOJIs1 UHPOPMALMU TeXHUUECKUMHU CPeJICTBAaMU B KaHaaax
Tene)OHHOM CBSI3U.

4. Ha3zoBute MeTO/Ibl KOHTPOJIsi MH(OpMaluu, 06pabaTbiBaeMoii Cpe/iCTBAMU BbIUKC/IATE/ILHON
TeXHUKHU.

5. OxapakTepu3yiTe OCHOBHbIE CITIOCOOBI MpeIOTBpallleH s yTeuKd HHPOPMAL[UH I10
TeXHUUeCKUM KaHasiaMm.



6. Ha3oBuTe MeTOZbl ¥ CpeZICTBA 3allliThl MH(OOPMALIUK OT YTEUKU T10 ITOO0UHOMY
3/IeKTPOMAarHUTHOMY KaHasy.

7. Haiite oripefieneHue mmdpa v chopMyIupyiTe 0OCHOBHbIe TPeOOBaHUS K HEMY.

8. TlosicHuTe, UTO BBI TIOHUMaeTe T10/] COBepIIeHHbIM I1dpom? [IpuBeanTe pumep
COBepILIeHHOT O 1rdpa.

9. W3noxuTe MPUHLUITHAATBHYIO CXeMY OpraHU3aliy CeKpPeTHOM CBSI3U C UCTOIhb30BaHUEM
cucTeMbl MK(GPOBaHUS C OTKPBITHIM KTFOUOM.

10. V3n10>kuTe IpUHLMITMAIBHYI0 CXeMy OpraHu3alui oOMeHa JOKyMeHTaMy,
3aBepeHHbIMU LIU(PPOBOI TTOAMUCHIO.

11. [Touemy peticTBuTeNnbHO 3¢dekTrBHAs 3amyTa MHMOPMAIMK MOXKeT ObITh 0OecrieueHa
TOJIBKO TIPH KOMITJIEKCHOM CHCTEMHOM TIOZXO/ie K PeIIeHHI0 3TOM pobieMbr?

12. CcdopMyupyiiTe OCHOBHBIE KOHLIENTYa/IbHbIE [T0/I0’KeHHS] TEOPUU 3aLL{UThI
MH(pOopMaLu.

13. CdopmynupyiiTe orpejiesieHue 3a/jauy 3allldThl UHPOPMaLIMK.

14. [TpuBenuTe HanbOIee pacIpoCTpaHeHHbIe Ha CErOHSIIHNN /JeHb KIaCCU(PUKALIIO

cpeAcTB 3aluThl UHGopMaluu. KakoBbl, Ha Balll B3IJIs/l, IPeMMYIileCTBa U HeJJOCTaTKU
MPOrpaMMHBIX, aMfapaTHbIX U OpraHU3al[MOHHBIX CPe/ICTB 3all[UThl MHGOpMALUN?

15. PackpoiiTe cojiep>kaHre KOHLIEeMLUY yrpaBaeHus: CUCTeMOM 3allliThl MH(OPMaLIUH.

16. PackpoiiTe cofiep)kaHye MeTO/I0JIOTHH CO37IaHMsI, OPraHU3aluy U 00ecrieueHust
(GYHKI[MOHUPOBAHUSI CUCTeM KOMIJIEKCHOM 3allIUThl UHPOPMAaLUHU.

17. YTO TaKoe ceTeBble CKaHepbI 0e30MaCHOCTH U aHA/IN3aTOPhI TPOTOKOJIOB?

Kpurepuu ouenuBanus (oneHouHoe cpecTBo - CobeceoBaHme)

OneHka Kpurepuu orjeHrBaHUS

3a4TeHO YpoBeHb 3HaHUI B 00beMe, COOTBETCTBYIOIL[EM TIPOrpaMMe TOATOTOBKH.

He 3aUTeHO0  YpOBeHb 3HaHUM HIXKe MUHUMAaJTBHBIX TpeOOBaHHUH.

5.1.3 TunoBbie 3afaHusa (OLleHOYHOE CpeJCTBO - 3afiaHus) A/l OLeHKH C(opMHPOBAaHHOCTH
kovmerennuu OIIK-3:

1. Ckosnibko ypOBHEVI noTeHUaNa HapywnTena BbloesiaeTcda B COOTBETCTBUU C MeTOLNKON?

2. Kakue 3almileHHbIe MoJis AOKYMEHTa MOryT ObiTb MCMOJIb30BaHbl A4J1 MOATBEPXKAEHNS €ro
IOpPUANYECKON CUbI?
[ns npvMepa MOXXHO UCMOb30BaTh (PYHKLMM /11060r0 TEKCTOBOrO peaakTopa.

3. B yeM oT/IM4us 3alnThl PaniIoB B Pa3/IMyHbIX TEKCTOBLIX PellakTopax, BKoYas obnadHble.
[ns npvMepa MOXXHO UCMONb30BaTh (PYHKL MM /10BOro TEKCTOBOrO pefakTopa, 06/1a4Horo cepsuca.

4. Ha3oBuTe cnocobbl 3aWMThl JOKYMEHTa OT HECAHKLIMOHNPOBAHHbLIX AENCTBUIA NONb30BaTENS.
Ona npuMepa MOXXHO UCMOJIb30BaTb PyHKL MW S10OOro TEKCTOBOro pefakTopa.

5. B kakoMm rogy 6bina paspaboTaHa MeToAuKa onpeaenieHns yrpo3 nHhopmaunoHHoN 6e30nacHOCT B
MHMOPMaLUNOHHbLIX cucTemax?

5.1.4 TunoBbie 3afaHusa (OLleHOYHOE CpeJCTBO - 3afiaHus) A/l OLeHKH C(opMHPOBAaHHOCTH
kovmerennuu OITK-4:



1. NMpueegnte nopanok cbpoca nonbsoBaTenbckoro naponas B OC tuna Windows ¢ nCnonb30BaHNEM peXxnma
"BoccTaHoBneHne cncrtembl”
Mepe3arpysute KoMnbloTEP:
® HaxmuTe n yaepxunsante knasuwy Shift.
® KnunkHute "Myck" (nnm "MeHto nutaHmna") n soibepute "Mepesarpyska'.
Boupute B pe>XxuM BOCCTAaHOBJIEHUA:
® [locne nepesarpysku KOMnbloTepa, KOr4a NosiBUTCS 3KpaH BXoa B CUCTEMY, yAepXKMBanTe

knasuwy Shift n ogHoBpeMeHHO wenkHuTe "Myck" (nnu "MeHio nuTaHnsa") n seibepuTe
"MEPE3ATPY3KA".
® [locne nepesarpysku BoibepuTte "YcTpaHeHne Henonagok" ("Troubleshoot").
BbibepuTte "[JononHutenbHble napameTpbl” ("Advanced options"):
® B MeHI0 "YCcTpaHeHue Henonanok" BoibepmTe "[ononHUTENbHbIE NapaMeTpsbl”.
BbibepuTte "MapameTtpsl 3arpy3ku” ("Startup Settings"):
® B "[lononHunTenbHbIX NapameTpax" HanauTe "MapameTpbl 3arpy3skn" n Boibepute ux.
Mepe3arpysuTte KOMNbLIOTEP B peXXUMe C OTKJII0OYEeHHOW NnpoBepKou undpoBon NnoanucK:
® [locne sToro Bbibepute "lMepesarpysnTb" 1, KOrga KOMMNbIOTEP Nepe3arpy3nTcs, HaXKMUTE KJ1aBuLLy

4 vnun F4 ons 3anycka B 6@30MacHOM peXxuMe C OTKJIIOYEHHOW NPOBEPKON LinchpoBOW MOAMUCK.
CbpocbTe naponb:
® [locne BxoAa B CUCTEMY C MCNOJIb30BaHMeM 6e30MacHOro pexxuma, Bbl MoxeTe cbpocuTb Naposb B
YnpaBieHUn y4eTHbIMU 3anucamu.

2. YKaxuTe nopanok HacTponku noboro bpaysepa ons nosbiieHns 6e3onacHoOCTN cepduHra CanTos
NHTepHeT. Heobxoanmo nepeyncnnTb pa3genbl U Nob30oBaTeNbCKME HAaCTPONKM, KpOMe TOro yKasaTb
npvMepbl HACTPOWKUN BCTPOEHHbLIX MHCTPYMEHTOB, (PYHKLNI U AOMNOSIHUTENbHbLIX pacLUNpeHnn.
Ncnonb3oBaHMe pexxnMa MHKOMHUTO:
® PeXXuM MHKOrHMTO No3BonseT bpay3epy paboTaTb 6€3 coOXpaHEHUSA NCTOPUN, KYKN U AaHHbIX (OpM.
OH MoXXeT 6bITb BKJIIOYEH B MeHIo Bpay3epa (Tpu TOYKM B BepxHeM NpaBoM yriay) -> "HoBoe OKHO
MHKOrHUTO".
O6HoBneHne bpay3sepa:
® Ba)kHO BCerpga MUCroJsib3oBaTb NMoCaefHIo Bepcuto 6paysepa, 4Tobbl MMeTb AO0CTYN K MOCAeAHNM
ncnpasneHmam 6esonacHocTn. O6HoBneHne Chrome MO>XHO BbINOJIHUTL B pa3aene "CnpaBka" -> "O
Google Chrome".
Ncnonb3oBaHMe BCTPOEHHBLIX MHCTPYMEHTOB 6e3onacHoCTu:
® Chrome npepnaraeTt BCTPOEHHbIE MHCTPYMEHTbI 6€30MacHOCTK, Takne Kak "blokMpoBKa canToB" u
"3awmTa oT BpeAoHOCHbIX NporpaMm". OHM MOryT BbITb BKJIlOYEHbI B HAacTponkax bpay3epa.
HacTpolika napaMmeTpoB KOHUAEHLManbHOCTM 1 6e3onacHoCTu:
® [lepengunte B "HacTponkun" -> "OonosHuTenbHble" -> "KoHpunaeHUNnanbHOCTb 1 6e30nacHoCTb".
30ecCb Bbl MOXXETe HaCTpoUTb NapaMeTpbl 6€30MacHOCTN, BKADYasa ynpaBseHne Kykamu, HaCTPOKN
KOHTEHTa 1 gpyrue.
Ncnonb3oBaHMe pacliMpeHnin 4ns nosbiweHns 6e3onacHoOCTH:
® PaccmoTpuTe yCTaHOBKY paclumpeHuin, Takmx kak HTTPS Everywhere, AdBlock, Privacy Badger n
Apyrux, 4Tobbl yny4wmnTs 6€30nacHOCTb U @aHOHUMHOCTb B MHTEpHeTe.
BktoveHue pyHkunm Safe Browsing:
® B "HacTtpownkax" -> "[JononHUTeNbHble" -> "KoHdunaeHUManbHOCTb U 6e3onacHoCcTb" -> "3awunTa oT
BPEAOHOCHLIX MporpamMm" ybeanTtech, 4TO BK/OYEHA PYHKLUMSA "3almTa OT BPE€AOHOCHbIX N OMaCHbIX
cantos".
O4yncTKa ncTopum N gaHHblx 6paysepa:
® PerynsipHo 4YncTuTe ncrtoputo, annbsl cookie n kaw, oCobeHHO ecnum Bbl UCNOJb3yeTe
0obLeNoCTYNHbIE KOMMbIOTEPBLI. 9TO MOXXHO cAenaTb B pasaesne "Uctopua" -> "OYNCTUTb AaHHble
bpaysepa".
Ncnonb3oBaHne BUpTYyasbHOM YacTHom ceTun (VPN):
® 119 AONONHNTESIbHOM0 YPOBHA @aHOHUMHOCTU MOXXHO PacCMOTPETb BO3MOXHOCTb UCMOJIb30BaHUS
VPN, 4T06bI CKpbITb CBOM IP-agpec 1 WwndpoBaTb NHTEPHET-COEANHEHME.
HacTpolika napaMeTpoB rnouncka:
® Ecauv ncnonbsyetca nouck Google, yaocToBepbTeChb, HTO HAaCTPOEHbI MapaMeTpbl
KOH(MAEHUMANbHOCTU. MOXXHO TaK)Xe pacCMOTPeTb UCMOJIb30BaHNE MOMCKOBLIX CUCTEM,
yoenswowmnx 6onbue BHUMaHNA aHOHUMHOCTN.

3. an/IBEJJ,VITe TeKCT Koaa wabnoHos y‘-IETHOI7I 3anncum C ncnoJib3oBaHMeM peecTpa:



3agayda - 3aperncTpmpoBaThb TOJIbKO OAUH (Nonb3oBaTenbcknin) USB-guck. Mpu 3TOM, OTKIOYUTD
BO3MOXXHOCTb YTeHus/3anncu nobbix gpyrnx USB-HakonuTenen.

B KoAe Hy>XHO yKasaTb pacnosioxxeHne HeobxoAMMOro pasfesna 1 napaMeTpbl KJO4a peecTpoBON 3anucu.
# 3ameHunTe 'X' Ha 6ykBy Bawero USB-aucka$allowedDrivelLetter = 'X'# Co3pnaem nyTb B peecTpe ansa USB-
HakonuTenen$registryPath = "HKLM:\SYSTEM\CurrentControlSet\Control\StorageDevicePolicies"#
MpoBepsem Hanu4me kaoda WriteProtectif (-not (Test-Path $registryPath)) { # Ecnu kno4ya HeT, co3naem
ero New-Iltem -Path $reqgistryPath -Force | Out-Null}# YcTaHaBnvBaem 3HavyeHue 1 gns 3anpeTta 3anncy Ha
Bcex USB-HakonuTensaxSet-ltemProperty -Path $registryPath -Name "WriteProtect" -Value 1# Co3pnaem unn
06HOBISIEM KJ/IIOY peecTpa ANS pa3peLlleHns AocTyna K KoHkpeTHoMmy USB-gucky$usbDiskRegistryPath =
Join-Path $registryPath "ProviderProfiles\{4f69f170-b8b2-4a9e-9e62-2aa4f2b8ad89}"# lNMpoBepsem Hanm4une
kntoda anga USB-guckaif (-not (Test-Path $usbDiskRegistryPath)) { # Ecnn kntova HeT, co3paem ero  New-
Item -Path $usbDiskRegistryPath -Force | Out-Null}# YcTaHaBnnBaeM 3HavyeHue O 4nsa paspeLlleHna goctyna
TONIbKO K KOHKpeTHoMy USB-aunckySet-ltemProperty -Path $usbDiskRegistryPath -Name
"$allowedDriveletter:" -Value OWrite-Host "JocTyn pa3pelweH Tonbko ana USB-gucka ¢ bykson
$allowedDriveletter."

4. MNpueeanTte TEKCT Koda WabsOHOB y4eTHOM 3anncK C UCNOJIb30BaHNEM peecTpa:

3ajaya - OTKJIYNTb YCTAHOBJIEHHYIO NOIb30BaTEIEM 3aCTaBKy 3KpaHa U CHATb Naposib.

B KoAe Hy>XHO yKasaTb pacnosioXeHne HeobxoAMMOoro pasfena 1 napaMeTpbl KJo4Ya peecTpoBON 3anucu.
# OTKJIl04aEM 3acTaBKy 3kpaHaSet-ltemProperty -Path 'HKCU:\Control Panel\Desktop\' -Name
ScreenSaveActive -Value 0# CHuMaeM naposib C akkayHTa (3ameHunTe 'UmsAlNonb3oBaTens' Ha hakTuyeckoe
nma nonb3oBaTtens)$Username = 'Mmsalonb3oBatensa'$User = New-Object
System.Security.Principal.NTAccount($Username)$UserSID =
$User.Translate([System.Security.Principal.Securityldentifier]).Value# Mony4aem o6beKT y4eTHOWM 3anncu
nosnb3oBaTena$UserObj = Get-WmiObject -Class Win32_UserAccount | Where-Object { $_.SID -eq

$UserSID }# CHumaeMm naponb$UserObj.SetPassword('')

5. YKaxnte nopanok HacTponk BCEX BO3MOXXHbIX 3/71IeMeEHTOB aBTo3anycka B OC Tuna Windows ans
VNCKJTIOYEHNS HEHY)XHbIX, YAANEHHbIX NN BPEAOHOCHbIX MPOLLEeCCOB MpU 3anycke onepauyoHHON CUCTEMBI.
MeHen>xep 3agau:
® OTkponTe "MeHemxep 3agay" (HaxxmuTe Ctrl + Shift + Esc nnm npasbii KINK Ha NaHeNn 3a4adumn 1
BblbepnTe "MeHenxep 3amay").
® [lepengnTte Ha BKIaAKy "3arpys3ka" (Startup).
® 3pecb oTobparkaloTca NporpaMmbl, 3anycKaroLmnecs BMecTe C CUCTEMON. Bbl MOXXeTe OTKAOHYNTDb
HEHY>KHble€ 3JIeEMEHTbI, KJINKHYB NPaBON KHOMKOW MbIWK 1 BbibpaB "OTKA4YNTL".
CucteMHas KoHdpurypauma (msconfig):
® Haxmute Win + R, BBegnte msconfig n HaxxmuTe Enter.
® [lepengnTte Ha BkaaKy "Cnyxbbl" (Services).
® YbenuTechb, 4TO BKIOYEH hakok "CKpbITb Bce cnyxbbl Microsoft".
® OTKJI0YMTE HEHYXXHbIE CNYyXObl NN cny>bbl, KOTOPble BaM HEN3BECTHbI.
® [lepengunTte Ha BKNaaky "3arpy3ka" (Startup) n oTKAOUYNTE HEHY)KHbIE 3/IEMEHTHI.
Peectp Windows:
® OTkponTe "PepnakTop peectpa" (regedit). BeegnTte regedit B cTpoke noucka n Haxmute Enter.
® [lepenguTe K Kntody peectpa: HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\
Run (ansa Tekywero nonb3oBatens) unm HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\
CurrentVersion\Run (ansa Bcex nonb3oBaTesnen).
® 31ecb MOryT 6bITb YKa3aHbl MPOrpaMMbl, 3arnyCcKatroLlnecs npu ctapTe. Bel MoOXXeTe yaanuTb nnm
OTKJIIOUYNTb HEHYXXHbIE KJTHO4W.
Mankn aBTO3arpyskKu:
® OTKpoWnTe Nanky aBTo3arpysku, Habpas shell:startup B cTpoke noucka n Ha>xaB Enter. 9To oTkpoeT
rManky aBTO3arpy3kun TeKYLLEro nojb3oBaTens.
® [IpoBepbTe Takxe nanky C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Startup aons
aBTO3arpy3Ku BCcex NoJsib3oBaTenen.
® YpanuTe ApJsbIKN HEHYXXHbIX MPOrpamMM nam cansbl, 4Tobbl NpesoTBpaTUTb NX 3aMyCK.
CneunasbHble NporpaMmbl 415 ynpaBieHNs aBTo3anyCKoM:
® lIcnonb3ynTe CTOPOHHME nporpammel, Takme Kak "CCleaner" nnm "Autoruns" ot Microsoft
Sysinternals, 4Tobbl yNnpaBnaTb 3/leMeHTaMn aBTo3anycka 6onee aeTasnbHO.

Kpurepumu orjeHnBaHus (OL[eHOUHOE CPeAACTBO - 3afiaHusA)



Ouenka Kpurtepun ouieHnBaHus

3a4YTeHo YpoBeHb 3HaHUI B 00beMe, COOTBETCTBYIOIL[EM TIPOrpaMMe TOATOTOBKH.

He 3aUTeHO YPOBGHI) 3HAHUI HKe MUHUMAJIbHBIX Tp66OBaHHﬁ.

5.1.5 TunoBble 3ajaHus (oreHouHOe cpeAcTBO - Tecr) sl OLEHKH C(HOPMHPOBAHHOCTHU
kKomneTteniu OITK-3:

1. CKo/IbKO ypOBHEN peann3aunm yrpos cyuecTsyeT?
OTBeT:

2. PaccTaBbTe JIOTUKY OCYLULEeCTBJIeHUA Yyrpo3bl 6e3onacHocTn uHpopMaumuu:
1.
[1]

2.
[2]

3.
[3]

4.
[4]

A) [leicTBUE UCTOYHUKA Yrpo3bl MPUBOAUT K NoBpexaeHuto D) PeanusyeTt ncnosb3ys HEKYHO
NHdoPMaLUM UM MHEGOPMALIMOHHO CUCTEMBI. YS3BUMOCTb MH(OPMaLMOHHON CUCTEMBI.

B) Pe3ynbTaToM yrpo3bl ABASETCSH HECAHKLMOHNPOBAHHbIN E) NCTOYHMK Yyrpo3bl UHhopMaLLnm

[OCTyn. peanunsyeT HeKoe LeNCTBME.
C) Yrpo3a 6e3onacHOCTU MHpOPMaLMM HaueeHa Ha F) Yrposa 6e3onacHocTn nHdopmaumm
rIJ,eI‘/IICTBVIe. nMeeT NCTOYHUK.

3. K70 sABsiseTcA cyb6beKTOM NepcoHasbHbIX AAaHHbIX B COOTBETCTBUUN C 3aKOHOM O MEPCOHasIbHbIX AAaHHbIX?
A) MyHUUMNanbHbIE OpraHbl BAacTn

B) Opugunyeckne nuua
C) dusmnyeckme nmua
D) lMpaBooxpaHnUTeIbHbIE OpraHbl

4. KTO CHMTaeTCa BHELWWHUMN aHTPOMNOreHHbIMU UCTOYHUKaMM Yyrpo3?
A) KpuMUHanbHble CTPYKTYpPbI

B) BcnomoraTtenbHbln nepcoHan



C) OxpaHHNKN
D) Cnyx6bl 3anTbl MHOPMaL UK
5. Ha 410 nmeeT npaBo BRageney nHdopmaumm, cornacHo «06 nHpopmaumnm, MHPOPMaLMOHHbIX

TEXHOJIOrUAX N 0 3aWwmnTe nHpopmMmaunm»?
A) PaspelwieHune nnum orpaHu4eHne gocTtyna

B) AGCOMOTHBIN KOHTPOJIb Hag UHgopMaumen

C) HeorpaHuyeHHoe pacnpocTpaHeHne NHgopMaLum

D) HapylweHune npaB Ha HEMPUKOCHOBEHHOCTb YaCTHOM XXN3HU

6. Y10 cumTaeTCs yrposamMmm nHopMaumoHHon besonacHoCcTn?

A) YnydweHne nHdopmMauum

B) HecaHKLMOHNPOBaHHLIN JOCTYN

C) YpaneHune nHpopmauunm

D) OTpuuaHmne NoOJIMHHOCTU UHOPMaL N

E) Moangpukauna nHgpopmaumun

F) YHU4YTOXEHME NHOPpMaL NN

7. PacnonoxunTe crepyloLlme NpuHLKUMNLI B TOM Nopsake, B KOTOPOM OHUM npeacTaBneHsbl O3 «06
MHdopMaLunmn, NHPOPMaLMOHHbBIX TEXHOJIOTUAX U O 3aLlunTe NHMOPMaLINn>»:

A) HeponycTnMOCTb TEXHOIOrMYecKoro haBopuTrU3Ma
B) OTKpLITOCTb MHGOPMaLUN

C) HenpMKOCHOBEHHOCTb YaCTHOW XXN3HWN

D) PaBeHCTBO £13bIKOB B MIH(DOPMALIMOHHbBIX CUCTEMAX

8. CooTHecuTe TUn 3/10yMbIlWJIEHHNKaA C €ero onncaHmnemM.

[1] BHyTpeHHMe 3/10yMbILWIEHHNKMN A) Jlnua c rocTeBbiM JOCTYMNOM

[2] HepobpocoBecTHbIe NapTHEpPSI B) CoTpyaHUKN opraHmM3aummn

[3] MepcoHan TexHoNMOrn4yeckom C) [0encTByoT n3BHe MHpOPMaLMOHHON
nonoep>XkKu CUCTEeMBI

[4] BHellHMe 310yMbILINEHHUKMN D) Jlnua c oAHOPa30BbIM aBTOPM30BAHHbIM

AO0CTYyNnoOM



E) MoryT nencTBoBaTb U3 KOPbICTHbIX
noby>xaeHnin onsa noayvyeHuns
KOHKYPEHTHbIX MPenMyLiecTB

9. KakoBa OCHOBHas LeJib peXXnMa KOMMep4YeCcKon TalHbl, 0 KOTOPOW NOBOPUTCSH B 3aKOHe?
A) Copencteme obLeCTBEHHOMY AOCTYNYy

B) Mpo3pavyHOCTb 3KOHOMMNYECKON AeATESIbHOCTM
C) YBennyeHmne 0oxonos

D) 3awnTa 3KOJIOrM4eckomn nHgpopmMaumnm

10. CnpasennvBo 5 3TO yTBEpPXXOeHNE?

MoHAaTHe NHdopMaLnOoHHON cdepbl BKIOYaeT B ceba Kak nHdopMaumio, Tak 1 NpaBoBoE perysnpoBaHue
COOTBETCTBYHOLMNX 06LLEeCTBEHHbIX OTHOLLIEHWN.

A) Oa

B) Het

5.1.6 TumnoBbie 3ajaHusa (omeHOUHOe cpeacTBO - Tect) Ai1A OLEeHKH C(HOPMHUPOBAHHOCTH
Komnerenuu OITK-4:

1. AKTyanbHOCTb Yrpo3bl, COrnacHo «MeToaunke onpeneneHus yrpo3 6esonacHocTn MHgopMaunm B

MH(OPMaLMOHHBIX CUCTeMax», pa3paboTaHHon ®PCTIK B 2015 r., 03HavaeT, 4TO

A CyLeCcTBYeT akTyasibHbI ANA JaHHON MH(OPMALMOHHON CUCTEMbI HapyLWMTe b C 4OCTAaTOYHbIM
noTeHUMas oM nsa peannsauumn yrposbl

B MH(OPMALMOHHOW CUCTEME CYLLEeCTBYET AOCTAaTOYHAs BEPOATHOCTbL pPeasnsauunm yrpossbl, a ee
nocnencTBMa UMET CpeaHUA NN BbICOKMIA YPOBEHb HaHOCKMMOro yulepba

C)B MH(OPMALIMOHHOW CUCTEME CYLLEeCTBYET BO3MOXXHOCTL peannsaunm yrposb

D)peanm3au.vm yrpo3bl HaHeceT yuep6b Bnagensuy nam onepaTtopy MHgopmaumm nnbo cybbekTy
NepCoHasbHbIX AaHHbIX

B MH(POPMALIMOHHON CUCTEME CYLLEeCTBYET BO3IMOXHOCTb peasnsaunm yrposbl HapyLinTenem c

COOTBETCTBYIOLLUM MOTEHLINANIOM N ee peasin3aumna npuseeT K HaHeceHuto yulepba

2. YKaKunTe, Kakme npouenypbl OTHOCATCA K ynpassieHnto uHumnaeHtamu Ub?
A) nepepaya paccinefoBaHUa MHUMAEHTa Ha 60siee BbICOKNN YPOBEHb

B) ornpepnefieHNe NCTOYHMKOB Yrpo3 HapyLUEHNA OeATeNbHOCTY OpraHM3aumn, oLeHKa NocneacTBUA TakKux
yrpos
yBefomsieHne 06 06513aHHOCTSAX MO COOBLIEHNIO KOHTAKTHOMY JINLLY OpraHM3aumn o atobbix NHUNAEHTaX

Q) VG

obecneyeHne HeNPepbLIBHOCTU AEATEILHOCTY OpraHM3auumn, 4OCTYNHOCTU nHpOopMaLmm Ha TpebyeMom
YPOBHE

D)

E) yBenomneHue nuu, B3auMMoAeNCTBYOLLINX C OpraHu3aLmeit, o npouenypax nHpopMupoBaHus ob



MHUMOEHTax

BKJ1IOYEHME MH(POPMALIMOHHON 6e30MacHOCTU B MPOLIECC YNPaBJ/ieHUS HENPEePbIBHOCTbLIO AeATeNbHOCTY
opraHusauum

G) ucnonb3oBaHMe hopManbHbIX Mpouenyp MHHOPMUPOBaHUSA 06 NHLMAEHTAX
3. YkaxuTte Bce 06CTOSATENLCTBA, COrNlacHo «MeToanke onpeaeneHns yrpo3 6e3onacHoCcTn nHGopMauum B
MHGPOPMaLMOHHbIX cucTeMax», pa3dpabotaHHon ®CTIK B 2015 r., cnocobHbie ABNATLCSA MPUYNHON

TEXHOTreHHbIX Yrpos3:
A) BHeApeHne BpedOHOCHbIX 3J1eMEHTOB B alnmnapaTHoe obecneyeHne nnm TeXHNYeCKne cpencTBa

B) HM3KOe KayecTBO 06CNy)XMBaHUA CO CTOPOHbI 06CYy)KMBaOLLNX NNL,

C) oTCyTCTBME NOALEPXKMBAIOLLEN MHDPACTPYKTYPLI NN ee HU3Kas 3P PEeKTUBHOCTb

S

XaNaTHOCTb CO CTOPOHbI SN, obecneymBaroLLNX TEXHNYECKoe 06CyXBaHME

E) HM3KOe KayecTBO ceTel CBA3N NN YCAYr CBA3MN

F) n3HoC annapaTHoro obecneyeHns nam TeEXHNYECKNX CPenCTB

4. YKaxuTe BCe OeNCTBUS, BKOYaeMble B Npouenypy MHBeHTapmn3aun akTUBOB:

A) cbop nHbopmaumm, HeobxooMMON A5t BOCCTAaHOBJIEHNS aKTUBa B C/lyYae MHUMAEHTA
B) cbop nHdopmaunm ona akTyanmsaumm atpubyToB 1 paspewieHnn annos akTuBa

C) aKkTyanmsauuns onnucum akTUBOB

D) Ha3HayeHue BNagesbLEB akKTUBOB

E) onpepeneHne ypoBHeR BaXKHOCTM N HeobxoanMMocCcTn obecneyeHmns 3alunTbl akTUBOB
F) onmcaHwe 3Ha4YMMOCTU aKTUBOB

5. YKa)xuTe BCe OCHOBHbIE 3aa4M CUCTEM OBHapy>XeHUsa N NpefoTBpaLLeHNs KOMMNbIOTEPHbIX aTak:

A JIMKBUOauusa HGOGXO,D,I/IMOCTI/I B Ha1n4num B aBToOMaTuM3auna ynpasineHmna cpeacrsamm
) BbICOKOKBaMpULUMPOBAHHOIO NepcoHana ) 3aWwunTbl MHPOPMALWN N NX HACTPONKaMM

C ynpouweHune 06paboTkn 3Ha4MTENbHLIX 06bEeMOB D . . o
KOHTPO/b AeNcTBMI nonb3oBaTenen NC
) WUHMopmMaunmn )

E)KOHTpOJIb BCeX COBLITUI B cucteme
6. YTo Takoe npeanonoxxeHns 6esonacHoCcTn?
A) B Hel PyHKUNOHMPYET 06BbEKT OLEHKN B) 4YacTb cpenbl 3aWmnThI

C) B Heln yHKUMOHNPYET 3awmiaembin 06bekT D) 4acTb onmncaHusa cpepbl



7. YKa)KuTe BCe NMpoLecchl, Mpu KOTOPbIX, COr/lacHO pekoMeHaauum no obecnevyeHno COOTBETCTBUSA
TpeboBaHMAM 0643aTeNIbCTB OpraHn3aLunm, 4OJKHbI Y4UTbiBaTbCA TpeboBaHua 6e3zonacHoCTu:
A) BHeppeHne NC

B) npoekTuposaHue NC

C) peanuzauna NC

D) hyHKLMOHMpoBaHue NC
E) ncnonsb3oBaHune NC

8. YkaxuTte obuime Tunosble TpeboBaHMs goBepus 6ezonacHoOCTu:

A) NonCK [OBEPEHHOro KaHana nepefayu B) nonck [oBepeHHOro MapLupyTa

C) aHanm3 cTonkocTn yHKUMN 6esonacHoCTH D) nonck pa3paboTHMKOM SBHbIX YS3BMMOCTEN

E) He3aBncumoe TecTnpoBaHue F) aHanu3 oTKpbITUSA CeaHca C 06 bEKTOM OLLEHKM
G) KOHTpOb 6JI0KMPOBAHUSA CeaHca H) KOHTpo/b cpeabl pa3paboTku

9. ConocTaBbTe NPUHLMUMbLI NOCTPOEHNA MOAENN YIPO3 MHPOPMaLMOHHOM 6e30NacHOCTN Ha OCHOBE
metToaunku PCTIK:

MopgenupoBaHme yrpo3 gOJIXKHO HOCUTb [1] XapaKTep N OCYLEeCTBAATLCA N Ha
3Tane NPOeKTUPOBaAHUSA NHHOPMALMOHHOW CUCTEMbI, U MEPNOANYECKM B XO4e SKCrayaTaunm.
OueHka yrpo3 6esonacHoOCTM MHGOPMauum nposoanTcs [2] MEeTOA0M.

A) BpeMeHHbIN D) pacyeTHbIM

B) E)

I'IepVIO,EI,I/IHeCKI/IVI cucTemMaTUYecKui

C) NpoOEKTHbIM F) akcnepTHbIM

10. B paMkKax pacCMOTPEHWS BOMPOCOB, NMOCBSILLLEHHbIX YNPAB/EHUIO HEMNPEPbLIBHOCTLIO B3Heca, B NOAUTUKeE
6e30nacHOCTU opraHn3aunm cnegyeT chopMysIMPOBaTh MPUHLUMbI

A) B3aMMOCBSA3U UH(POPMaLIMOHHOI 6€30MacHOCTM OpraHu3aUMn 1 NpoLecca ynpasieHUs HeNMpepbIBHOCTbIO

NesATeNbHOCTbIO OpraHM3auunm
noAafep>XXKu rnpouecca ynpassieHNA HENPEPbIBHOCTLIO AeATENIbHOCTN OpraHmn3aunm MepornpuaTuamMmn B
obnacTn nHgopmaymnoHHo 6e3onacHoOCTH

aKTVBM3aLUM CpeacTs NHGpopMaLMoHHOM Be30nacHOCTY B C/lyyYae peanunsaumm yrpos 6esonacHocTu
MHGOopPMaLMK, HanpaB/ieHHbIX Ha HapyLUeHWe HEMNPEePbIBHOCTU AesiTeNbHOCTU OpraHn3aumm

®)

BKJ1IO4EHUA MH(OPMaLMOHHON 6e30MacHOCTM B MPOLLECC YNpaBJ/ieHNa HENPePbIBHOCTbIO AeATEIbHOCTY
opraHusauumn

Kpurepumu orjeHnBaHus (0LjeHOUHOe CpeAcTBO - Tecr)



OueHka Kputepun ouieHuBaHUs
3a4TeHO 75% ¥ 6osiee IPaBUIBHBIX OTBETOB
He 3a4TeHO MeHee 75% IpaBU/IbHBIX OTBETOB

5.2. OnMcaHue MIKaJI OleHUBaHUSA Pe3y/IbTaTOB 00y4YeHHs MO JUCIUIIMHE IPH MPOMe)XXyTOUHOH

aTTecTalyu

IITkana oueHuBanus c)OPMHPOBAHHOCTH KOMIIEeTeHI[UI

Yposen
b
copmu Hey/A0BJIeTBOP Y/I0BJIETBO O4YeHb
IIOXO X0pOoII0 OT/IHYHO MPeBOCX0/{HO
pOBaHH HTEe/IbHO PHTE/IBHO X0poIIo
ocTH
KOMITIeT
eHIUH
(uHAMK
aropa
AOCTHIXK He 3a4TeHO0 3a4TeHOo
eHus
KOMIIeT
eHIHiT)
YpoBeHb
OtcyTcTBHE YpoBeHb poset
” o 3HaHUM B
3HaHUU MuHuManeH | 3HaHUM B obBeMe YpoBeHb
TeopeTHUeCcKoro 0 obbeMe, > 3HaHWUK B
YpoBeHb COOTBETCTBY YpoBeHb
MaTepuaa. o JIOTyCTUMBI | COOTBETCTBY obbeme, .
3HaHUM HIDKe " oLeM 3HaHUH B
HeB03MOKHOCTD 1 ypoBeHb oLIeM COOTBETCTB
MUHHUMaJIbHbIX o rporpamMme obbeme,
3HaHWSA | OL|eHUTb NOJHOTY o 3HaHUM. rnporpamme yro1emM
N TpeboBaHUI. MOJTOTOBKHU TIpeBbILIAOLIe
3HaHUN [Jony1eHo NO/rOTOBKU rporpaMme
Nmenu mecto . JonyeHo M IIpOrpammy
BC/Ie[ICTBHE MHOT'O . JonyieHo MOJTrOTOBK
rpyObie OIIUOKK HECKOJIbKO TIOJTOTOBKH.
OTKasa HerpyObIx HEeCKOJIbKO u. Oumbok
HeCylllecTBe
obyuatorerocs ot orboK Herpy06bIx HHEIX HeT.
oTBeTa omb0ok
oumbok
IIpogemoHc
TPUPOBaHbI
[Tpomemonc PHp
[IpogemoHc | Bce
IIposeMoHC | TpupOBaHbI
TPUPOBaHbI | OCHOBHBIE
TPUpOBaHbl | BCe
BCE YMeHUs. IIpomemoHcTp
OCHOBHbIe OCHOBHBIE
OtcyTcTBHE OCHOBHBI® Perens! HpOBaHBbI BCe
[Ipu pereHun YMeHUSL. yMeHusl.
MUHUMAJTbHBIX yMeHusl. BCE OCHOBHbIEe
. CTaH/apTHBIX Perenst Periens! Bce
YMeHU. PeluieHbl Bce | OCHOBHbIE yYMeHHUs..
3a7iay He TUTIOBBIE OCHOBHBI®
HeB03MO>KHOCTb OCHOBHBIE 3aJauu C Periennl Bce
MPOAEMOHCTPUP | 3afa4yu C 3a7auu C
OLIeHUTb Ha/TMuKe 3aJauM. OTJie/IbHBIM | OCHOBHBIE
YmeHus N OBaHbI HerpyObIMH | HerpyObIMu
YMeHHUI BrimonHeHs!l | U 3aJaum.
OCHOBHBIE omubKaMu. | OIIMOKaMMU.
BC/Ie[ICTBHE BCe 33/laHUsI | Hecyl[ecTB | BrImomHeHbI
yMeHus. Vimenu | BeinosnHeHsl | BbinosHeHbI
OTKasa B [IOJIHOM €HHBIMU BCe 33/laHus, B
MecTOo rpy0Oble BCE BCe 33/laHus
obyuarolerocs ot obbeme, HO | HefjoueTaM | TOJHOM
oLIMbKU 3a[jaHus, HO | B IIOJTHOM
oTBeTa HEKOTOpbIe U, obneme 6e3
HE B obneme, HO
c BBINOJIHEH He/loueToB
TOJTHOM HEKOTOphbIe
HeJloueTaMu | bl BCe
obbeme d
3aJjaHus B
HefloueTaMu
TIOJTHOM
obbeme
HaBbiku | OtcyTcTBUE [Ipu perennn Nmeetcsa [Ipopemonc | Ilpogemonc | Ilpogemonc | ITpogemoHCTp
6a30BbIX CTaH/,apTHBIX MHHUMalbH | TPUPOBaHbI | TPHUPOBaHbI | TPHUPOBAHBI | WPOBaH
HaBBIKOB. 3a7iay He bIii Habop 6a3oBble 6a3oBble HaBBIKU TBOpUYECKUM
HeB03MO>KHOCTb MIPOZIEMOHCTPUD | HaBBIKOB HaBbIKY TIPY | HaBLIKY [IPY | IIpU MOJXO0J, K
OLIEHUTDb Ha/lMuue | OBaHbl 6a30Bble | AJist pelLleHrnn pelLleHnn pelLleHrur peLleHHI0
HaBBIKOB HaBBIKU. VIMenu | peleHUst CTaHZAPTHBI | CTaHJApTHHI | HeCTaHAApT | HeCTaHJApTHBI
BC/Ie[ICTBHE MecTo rpyObie CTaHJAPTHBI | X 3a71a4 C X 3azau 6e3 | HbIX 3a71au X 3a7au
OTKasa OLIMOKM X 33/ia4 C HEKOTOPBbIM | OLIMOOK U 6e3
obyuarolerocs ot HEKOTOPbIM | U HeJloueTOB onboK U




u
OoTBeTa HeJjoueTaMu HeJI0YeTOB
HeJloueTaMu

Ixana OLl€eHUBAHUA ITPU HPOME)KYTOHHOﬁ aTTeCTalunu

OneHka YpoBeHb NOJrOTOBKH
TPEBOCX0/{HO Bce KommeTeHIMM (YacTW KOMITETeHLMH), Ha ()OpMHpOBaHHe KOTOPHIX HarpaBieHa
JUCLIMIUINHA, COpPMHPOBAaHBI Ha YpPOBHe He HIDKe «IIPeBOCXOAHO», IMPOJeMOHCTPHUPOBAHbI
3HaHUS, YMeHWs, B/afieHus1 [0 COOTBETCTBYIOLMM KOMIIETEHL[USSM Ha YPOBHe BBbIllIe
TIpe/iyCMOTPEeHHOT0 TIPOrpaMMoi
OT/INYHO Bce xkommeTeHIMM (YacTd KOMITETeHIMH), Ha (OpMHUpOBaHWe KOTODLIX HarpaBjeHa
JUCLIUIIIMHA, CHOPMHUPOBAHBI HAa YPOBHE He HIDKe «OTJIMYHO».
3AUTeHO OuYeHb XOpOII0 Bce xommnereHUMM (Y4acTM KOMIIeTeHLMH), Ha (OpPMUpPOBaHME KOTOPBIX HarpaB/eHa
JUCLIIUINHA, COPMHUPOBAHBI HAa YPOBHE He HIDKE «0UeHb XOPOLIO»
XOpOoI1110 Bce xkommeTeHIMM (YacTd KOMITETeHIMH), Ha (OpMHUpOBaHMe KOTODLIX HarpaBjeHa
JUCLIUIUIMHA, COOPMHUPOBAHBI HAa YPOBHE He HIDKE «XOPOLIO».
yJoB/IeTBOpUTENb | Bce kommereHIy (W4acTé KOMIIeTeHLM), Ha ¢OpMHMPOBaHHe KOTODBIX HarpaB/ieHa
HO [IUCLIMIUINHA, C)OPMUPOBaHbI HA YPOBHE He HIDKE «Y/IOBJI€TBOPUTEILHO», MPU 3TOM XOTsS ObI
0J1Ha KOMITeTeHL{Usi ChOpMHUPOBaHa Ha YPOBHE «YZIOBJIETBOPUTEIHEHO»
HeyjoB/eTBopure | XoTs Obl 07Ha KOMIIeTeHLMs CHOPMHUPOBaHA Ha YPOBHE «HEY/[OBIETBOPUTEIBHOY.
JIBHO
He 3a4YTeHO
TJIOX0 Xots 66 0ZjHa KOMITEeTeHL{UsI CHOPMHUPOBaHa Ha YPOBHE «ITJIOXO»

5.3 Tumnosblie KOHTPOJ/IbHbIE€ 3dJdHHA HWJ/IH HHbI€ MaTepHd/ibl, H606X0}I[I/IMBIE AJIsA OLl€éHKH
pPe3y/bTdTOB 06y‘-IEHl/Iﬂ Had HPOMQ)KyTO‘—IHOI‘/'I dTTeCTallUl C YKd3dHUE€EM KPpUTEpPpHEB HX
OIl€eHUBAHUA:

5.3.1 TunoBbie 3afiaHus (OLleHOYHOE CpeJCTBO - 3afiaHus) A/l OLleHKH C(opMHPOBAaHHOCTH
kovmnerenuu OITK-3

BapmuanT 1

3apanue 1. OxapakTepu3yiiTe OCHOBHBIE TIPUHLUIBI CUCTEMHOM KlacCU(UKaLUK yrpo3 6e30racHOCTH
MH(pOopMaLu.

3apanue 2. ChopMyMpyiTe OCHOBHBIE KOHLIENTya/lbHble OI0)KEeHUs] TEOPUU 3alL{UThl UH(POPMaLUH.
Bapuanr 2.

3apanue 1. [laiiTe onpe/iesieHe Cpe/CTB 3allUThl MH(OpPMALMK CoryacHO 3akoHy «O
roCyJapCTBEHHOU TalHe».

3apanue 2. PackpoiiTe He0OX0AUMOCTb pa3pabOTKH HOPMAaTUBHBIX JOKYMEHTOB I10 WH(MOPMAIIMOHHOMH
Ge3omacHOCTU?



Bapwuanr 3.
3aganue 1. Packpoiite coziep>kaHre KOHLENLIUU yIpaB/ieHUs] CUCTEMOM 3allUThl HHQOPMAaLUHU.

3apanue 2. V3710)KUTe MPUHIMIHAAIBHYIO CXeMY OpraHu3aluu oOMeHa JOKyMeHTaMu, 3aBepeHHbIMU
1{1(pOBOM MOJITUCHIO.

Bapwuanr 4.

3apanue 1. UTo Takoe ceTeBble CKaHepbI 0€30MaCHOCTH U aHa/IM3aTOPbl TIPOTOKOJIOB?

3aganue 2. [laiite onpefiesieHue mmdpa u chopmyupyiTe 0OCHOBHbIE TpeOOBaHUS K HEMY.

Bapmuanr 5.

3aganue 1. ChopmyupyiiTe OCHOBHbIE KOHLIENTYa/lbHbIE MOJI0)KEHUS] TEOPUH 3all{UThl MUH(OpMAaL1K.
3apganue 2. Chopmynupyiite onpeeseHre 3a/jauk 3al[UThl UHPOPMALIUU.

Bapwuanr 6.

3aganue 1. [laiite kaccuuUKaLyoO NCTOUHUKOB YTeUKH MH(OpMaL1K.

3apanue 2. Ha3oBUTe MeTOAbI U CPe/ICTBA 3alUThI MH(GOPMALIUK OT YTeUKH 0 0O0UHOMY
3/IeKTPOMarHUTHOMY KaHaly.

5.3.2 TunoBble 3afiaHus (OLleHOYHOEe CpPeJCTBO - 3afiaHus) A/l OLleHKH C(opMHPOBAaHHOCTH
kovmetrennuu OITK-4

Kop ¢opmupyemoii komnerenuuu OITK-4

Bapmuanr 7.

3apanmue 1. [TepeunciuTe MpUUMHBI HapyLIeHNs] THHOPMALMOHHOM 6e30TMaCHOCTH B BBIUMCTUTE/TEHON
CeTH.

3aganue 2. KakoBbl OCHOBHbBIE TTPUHLIUIIBLI 3aIUTHI UHPOPMALIMU OT HECAHKLIMOHMPOBAHHOTO
Jocryna? B yem 3ak/touaeTcsi CyTh KaXKA0r0 U3 HUX?

Bapuanr 8.

3aganue 1. ChopmynupyiiTe OCHOBHBIE MTOIOXKeHUs 3aKOHa Poccutickoii ®enepariun «O6
MHpopMaLyy, “HHopMaTU3aLMK U 3alljuTe HHPOPMAaLIUK»

3apanue 2. PackpoiiTe co/iep)KaHre MeTO/I0JIOTHH CO3/IaHuUsI, OPraHU3aIiuy U 00ecrieueHust
(YHKI[MOHUPOBAHUS CUCTeM KOMIIEKCHOM 3alliUThl UHPOPMAaIUHU.

Bapuanr 9.



3aganue 1. [laiite kaccupuUKaLyo0 NCTOUHUKOB YTeUKH MH(GOpMaL1K.

3apanue 2. HazoBuTe MeTo/bI KOHTPOJIsE MHpOpMaLyu, obpabaThiBaeMol cpeficTBaMu
BBIUHC/IUTE/ILHOU TeXHUKU.

Bapwuant 10.

3aganue 1. Kakoii, 1o BailieMy MHEHHIO, TEXHUUECKHH KaHa/l yTeUKU MH(GOPMAIMA MOYKHO OTHECTH K
HauboJsiee yacTo UCIOJIb3yeMbIM TeXHUUeCKUMH pa3BeJKaMu JI7Is TT0/TyueHUst KOHPUIeHIMaTbHON
uHpopmauuu? Packpoiite 0co6€HHOCTH 3TOTO KaHarla.

3aganue 2. UTo Takoe MOHUTOP obOpartiieHuiA?

Kpurtepuu oueHuBaHus (OL[eHOYHOE CPe/ICTBO - 3aflaHUs)

OrjeHka Kpurtepuu orjeHUBaHUS
TIPEBOCXO/THO He OIIeHUBaeTCs
YpoBeHb 3HaHWH B 00beMe, COOTBETCTBYIOI[EM TIPOrpaMMe TO/[TOTOBKH, 6e3
OT/INYHO
OIIM0O0K
OU€Hb XOPOILIO He OLIEHUBAETCS
YpoBeHb 3HaHUH B 00hEMe, COOTBETCTBYIOIEM ITPOrpaMMe MO/ITOTOBKH.
XOPOLLIO
P ITory11eHo HeCKOJ/IbKO HerpyObIX OIIMO0K
MUHMMa/IBHO AOIYCTHUMbIN YPOBEeHb 3HaHUI. JI0MyIleH0 MHOIO Herpy0bix
VIOBJIETBOPUTETHHO y yp Aomyy Py
OILIUOKH.
YpoBeHb 3HaHWH HIDKe MUHHUMAa/TBHBIX TpeOoBaHui. ViMeu MecTo rpy0ble
HEY/TOB/IETBOPUTETLHO
OILINOKU.
IUIOXO He OLIEHUBAETCsI

5.3.3 TumnoBbie 3ajaHusa (omeHO4YHOe cpeacTBO - TecT) A1A OLeHKH C(HOPMHUPOBAHHOCTH
kovmnerenuu OITK-3

1. Yrpo3a 6e3onacHoct nHpopMauumn, HanpaeBJieHHas Ha HTepecylowylo HapywuTensa UC, c 3apaHee
M3BECTHbIMU €My XapaKTEPUCTUKaMM, Ha3bIBaeTCs, COrJIacHO MeToauKe onpeaesieHus yrpos 6esonacHoOCcT1
MHPOpMaLMM B UHPOPMALMOHHBIX cUcTeMaX, pa3pabotaHHon ®CTIK B 2015,

A) NnoAroToBJIEHHOM B) LeneHanpaBaeHHOM

C) afanTMpoBaHHOM D) nsbupartesibHom



E) aKTya/lbHOM

2. YKa)Kute Bce yrposbl A0CTYNHOCTU MHPOpMaLum:

A) ncKaxkeHue cucTeMHoro ¢aiina onepaumoHHON CUCTEMBI, NMPUBOAALLEE K HEBO3MOXXHOCTM ee 3amycKa
B) BHeceHue B UCMonHAeMbIi daitn TeKcTa BUpyca

C) U3MeHEeHUEe OLEHKWN B 3JIEKTPOHHOM JHEBHUKE

D) BbiBOA, M3 cTpos USB Hocutens

E) oTnpaBKa ceTeBbIX MaKeTOB ¢ NoAAe/IbHbIM aApecoM oTrpaBUTens.

F) 6noKkupoBaHMe y4eTHOM 3aMncK NoJib30BaTeNs B pe3yibTaTe KOMIMbIOTEPHOM aTaku
3. B yeM coctouT cyTb CTpatermm HaunoHanbHoi 6esonacHocTu P®?

A) B Heln onpeaensoTcs HaluMoHanbHble UHTepeckl PO

B) B Hei1 onpegensaoTca nonoxeHme Poccnm B CoBpeMeHHOM Mupe

C) onpepaensoTcs OCHOBHbIE MOKa3aTe/In COCTOSHMSA HaUMoHaAbHOM 6e30nacHoCTH
D) saBnseTtcs 6a30BbIM JOKYMEHTOM CTPaTErMUYECKOro naaHnMpoBaHus

E) B Hel onpenensaoTcs cTpaTermiyeckne HauMoHasbHble NPUopuUTeThbl PO

4. OCHOBHbIM PeKOMEHAALMAM M0 BONPOocaM GUINYECKON 3aLLMTbI, PACCMATPUBAEMbIM B NOJUTUKE
6e30MacHOCTM OpraHn3aLunmn, COOTBETCTBYET CUTYaLMA, NPU KOTOPOW

Ansi Bcero ob6bekTa MHpopmaTmnsaLmm BCA MHPOPMaLMs OpraHM3aLnmn pasMeLLaeTcs TakKUM
A obecneunBaeTcs eMHbIN YPOBEHb B 06pa3oM, 4To6bl HaxoAMUTbCS B Hanbosiee ya06HbIX AN
) 3alMILIEHHOCTH, HE UMeloLLIMIA Bonee cnabbix ) [4ocTyna nepcoHasna 3oHax, B HenocpeACcTBEHHOM

MecT. 6,1M30CTM OT paboumx MecT Nosib3oBaTesien

019 NOBbILWEHWUs ya06CcTBa NoNAb30oBaTeNEN
YPOBEHb 3aLMULLEHHOCTN BCEro 06BbeKTa B LLEJIOM U €ro
KOHTPOJIb AOCTYMa OCYLECTBASETCS TO/IbKO Npn D
C OTAE/NIbHbIX 30H YCTaHAB/IMBAETCS B 3aBUCUMOCTH OT
HenocpeaCcTBEHHOM BXOAe Ha TEPPUTOPUID .
BbISIBJIEHHbIX PUCKOB MHGOPMaLMOHHOM 6e30nacHOCTH
obbekTa MHdopmMaTmsaumm

5. Kakue yrpo3sbl CYLLLEeCTBYIOT B KJlacce N0 KOMMNOHEHTaM o6beKTa MHopMaTusaumumn?
A) HapyLLeHUe LLeJIOCTHOCTU
B) BO3/eiICTBME Ha laHHble

C) HapylUueHUe KOHOUAEHUMANBHOCTU



D) BO3/IEACTBME HA NPOrPaMMbl

E) HapyLLeHWe A0CTYMHOCTU

F) BO3/ei1CTBME Ha annapaTtypy

6. YKaxkuTe Liefib NOCTPOeHUS Yrpo3 MHopMaLMoHHoM 6e3onacHocTn UC:

A) 6yaer M HaHeceH ywepb TpeM obnagatensam nHdopmaumm

B) cyuwecTByeT i BEPOATHOCTb HapyLweHus paboTbl UHGOPMALIMOHHOM CUCTEMBbI
C) ecTb i1 BO3MOXXHOCTb HapyLleHUs 6e30nacHoCTU MHpopmMaLmnn

D) 6ypet m yrposa HaHeceHua ywepba TpeM obnagatensam nHbopmaumm

E) 6yaet v HaHeceH ywepb onepatopaM MHGOPMALMOHHON CUCTEMBI

7. Yto Takoe npeanonoxeHns 6esonacHoCcTn?

A) 4acTb onucaHusa cpefpl B) B Helt PYHKUMOHUPYET O6BHEKT OLLEHKM

C) yacTb cpefbl 3alLMTbI D) B Helt GYHKUMOHUPYET 3alUpLLAEMbIN OBBEKT

5.3.4 TumnoBbie 3afaHusa (omeHOYHOe cpeacTBO - Tect) AIA OLEeHKH C(HOPMHUPOBAHHOCTH
kovmneTenuu OITK-4

8. Uto Takoe HalMoHa/IbHasA O6e3omacHocTh Poccuiickoii @eepanun?
3T0 cocTosAHUE 3almeHHocTH [1] ,

(2] "
[3] OT BHYTPEHHUX U BHELLIHUX

yrpo3, Npy1 KOTOPOM 06ecrneynBatoTcs peanmnsaums
[4] rpaxkgaH Poccuiickoii

dbepepaunn (ganee - rpaxkgaHe),
[5] , CyBepeHUTET, He3aBUCUMOCTb,

rocyapCTBEHHast U TeppUTOpMasIbHas LENOCTHOCTb, YCTOMYMBOE COLMAIbHO-9KOHOMUYECKOE Pa3BUTUE
Poccuinckoin ®epgepaumn.

A) obuiectBa F) o6ecneyeHme 3alLMILLEHHOCTH
B) npuvoputeTbl GpUHAHCUPOBAHUA rOCYAapCTBEHHbIX NporpamMM G) rocyaapcrtea
C) 6opbba C TEPPOPM3MOM U SIKCTPEMU3IMOM H) 6opbba c Koppynuuei

[) LOCTOMHbIE KAYECTBO U YPOBEHb UX
D) nMyHocTH
YKMU3HU



E) KOHCTUTYLIMOHHbIX NpaB 1 cBo6oy,

9. Yto Takoe CBOGO]J[& BbIDpA)K€HUAA MHEHHUHA C TOUYKH 3peHUsA I/IHqJOPMal[PIOHHOﬁ GEBOHHCHOCTI/I Poccun?
A) npaBo Yenoseka cBOBOAHO PacrpoCTPaHATbL MHPOPMALMIO U Maen 6e3 Kakoro-1Mbo orpaHnyYeHms

B NpaBo BbINOJIHATE KOHCTUTYLMIO PO, defepanbHble 3aKOHbI U UHbIe 3aKOHOAATE/IbHbIE U UCTIONHUTE/IbHbIE
aKTbl B YacTn cBOGO bl pacrnpocTpaHeHUs UHGOPMaLUK

C) npaBo yenoBeKa cBo604HO BbipaXaTb U NPUAEPKNBATLCS CBOETO MHEHUS

0653aHHOCTb BbIMOJIHATb KoHcTutyuuio PO, d)ep,epaanble 3aKOHbI U UHbl€ 3aKOHOAATEJ/IbHbIE U
NUCNOJIHUTENbHbIE aKTbl B HaCTU CBO60,£I,I:>I pPacnpoCcTpaHeHNA MHd)OpMaLI,MM

10. K kakoMy pasaeny Vb opraH1sauym oTHOCATCA MEPONPUSTUSA MO pasMELLLEHNIO BayKHOM MHbOPMaL MK B
30Hax 6e30MacHOCTM, 060PYA0BaHHbIX CPeACTBAMM KOHTPOS AOCTYNa U COOTBETCTBYHOLMMM 3aLUUTHBIMM

cpeacTtBamMm?
A) ynpaBneHue akTMBaMu B) ¢pusmueckas 6esonacHocTb
C) 6e3onmacHOCTb yrpaBJ/ieHWUs NEPCOHAIOM D) MaHAaTHas MoAe b YNpaBieHUst AOCTYNOM

E) ynpasieHve MHUMAEHTaMN U HENPEPbLIBHOCTLIO GM3Heca

11. YKkaxuTte Bce OCHOBHbIE 33J1a4M CUCTEM OBHAPYXEHUS N NPEAOTBPaLLEHNSA KOMIMbIOTEPHbIX aTaK:

. ynpouieH1ne o6paboTKM 3HAUUTESIbHbIX 06bEMOB
A)KOHTPOJIb BCEX COBLITUI B CUCTEME

nHbopMaLmnn
NMKBUAALUS HEOBXOAMMOCTU B HAIMYNK D aBTOMaTM3aLus yrnpaBaeHUs cpeacTBamMu
BbICOKOKBaIMOULIMPOBAHHOIO NepcoHana ) 3aWmThl UHPOPMALMK U UX HACTPONKAMMU

E) KOHTpo/b AeincTBuit nonb3osatenei NC

12. AKTyanbHOCTb Yrpo3bl, COrlacHO «MeTonKe onpeaesieHus yrpo3 6esonacHocTM MHdopMauum B
MHPOPMALMOHHbIX cucTeMax», paspabotaHHon ®CTIK B 2015 r., 03HaAYaEeT, UToO

A B MHOPMALIMOHHOM CUCTEME CYLLLECTBYET BO3MOXHOCTb Peann3aLmm yrpo3bl HapyLIUTENEM C
COOTBETCTBYHOLLMM MOTEHLMANOM U ee peanmsaLns NpuBeeT K HaHeceHuto yilepba

B peanusaums yrposbl HaHeceT yuep6 Bnafenbly uan onepatopy MHGopMaLmMm 6o cyGbeKTY
NepCoHasbHbIX JaHHbIX

c CYLLLECTBYET aKTya/ibHbIN AN AaHHON UHPOPMALIMOHHOM CUCTEMbI HAPYLLMTESb C AOCTAaTOYHbIM
NoTeHLMaN0oM AJi18 peann3almm yrposbl

D)B MHPOPMALIMOHHOM CUCTEME CYLLLECTBYET BO3MOXKHOCTb peanin3aLum yrposbl



B MHGOPMALIMOHHOM CUCTEME CYLLLECTBYET JI0CTaTOYHAsA BEPOSTHOCTb PeasiM3aLnm yrpossbl, a ee
nocieAcTBUS UMET CPpeAHUIA NN BbICOKUI YPOBEHb HAHOCMMOTO Yillep6a

E)
13. YT0 comepXUT Moaeb HapyLUUTens?

A) BO3MOXHbIe Lean U NoTeHLMaN HapyluTenei

B) BO3MOXHble cnocobbl peanmsalmm yrpos 6e3onacHocTi MHbopmaLlmm
C) aKTtyanbHble yrpo3bl MHGOpMaLMOHHOM 6e30nacHoCTH

D) Tunbl U BUAbI HapywnTenen

E) yc/noBMS MOCTPOEHUS MoJenn HapylmnTene

F) onucaHue UC 1 ee ocobeHHOCTEN

14. ConocrtaBbTe NoHATUA B U ux onpeaeneHus:

[1] — 3TO COBOKYMHOCTb Mep,

pernaMeHTnpyrowmnx nosceaHEBHYO XXU3Hb OpPraHn3auunm

[2] — 3TO CUCTEMa, HamnpaBJ/ieHHas Ha

OGHapYy)XeHWe HapyLLIEeHUI N NOBCeAHEBHOIO GYHKLMOHUPOBAHUS 06beKTa MHPOPMaTU3aLMK

A) cuctema ayamrta u C) cucteMa o6Hapy»KeHus
KOHTPO/IsA aTak

B) noauntmnka 6esonacHoctu

15. YKaxute To/IbKO 06LLMe NpeanonoXKeHns 6e30MnacHOCTU U3 NePEYUCTIEHHbIX:
A)o6x0/, 310yMbILLNEHHUKOM 3aLLMTHbIX CPeAcTB B)mMackapag, nosb3oBaTens

OCYLLECTBJIEHNE 3/I0YMbILLIEHHUKOM ¢dur3nyeckoro D He onycKaeTcsl BOSMOXHOCTb 06X0/1a Y3/10B CETH, Ha
JOCTYNa K BbIYUC/IUTE/IbHOM YCTaHOBKE ) KOTOpbIX PYHKLMOHUPYIOT cepBUCHI 6e30MacHOCTH

BO3MOXXHOCTb Ya/IEHHOrO aJMUHUCTPUPOBAHMS . pe3epBHOE KONMpoBaHMe MHGopMaLUN,
cepBuca accoLMMPOBaHHON C CEPBMCOM

Kpurepumu orjeHnBaHus (oLjeHOUHOe cpeAcTBO - Tecr)

OueHka Kputepun onieHuBaHUs

TPEBOCXO/THO He OI|eHUBaeTCA




OueHka Kputepun onieHuBaHUs
OT/INYHO >95% mnpaBU/IBHBIX OTBETOB
OueHb XOPOLLO He OL|eHUBaeTCs
XOpO1110 >85 1o 95% npaBUIBHBIX OTBETOB
YZIOBJIETBOPUTEJILHO >75 no 85% TnpaBUIbHBIX OTBETOB
HEeyZI0B/IETBOPUTE/ILHO MeHee 75% MpaBUIbHBIX OTBETOB
T/I0X0 He OLIeHUBaeTCs

6. YueGHO-MeTOAMUECKOEe H HH(OPMaLMOHHOE 00ecrieyeHHe JUCIUILTHHBI (MO/1y/151)

OcHoBHas MTeparypa:

1. Bopona A. A. VI opMaLMoHHO-9KOHOMUYeCKast 1 THPOpMaIrjMoHHasi 6€30T1acHOCTh B yCIOBUSIX
(bYHKLMOHMPOBaHUS LIeHTPOB /IEKTPOHHOTO /IeK/IapUpoBaHus : yueOHoe rocobue / Bopona A.
A.,KonireBa JI. A. - 2-e u3f., gomn. - Cankt-IletepOypr : intepmenus, 2022. - 182 c. - Kuvra u3
Kosnekiu Vintepmenus - Hdopmaruka. - ISBN 978-5-4383-0246-9.,
https://e-lib.unn.ru/MegaPro/UserEntry? Action=FindDocs&ids=881457&idb=0.

2. 3enkoB A. B. MHdopmarroHHas 6e301macHOCTh U 3aluTa HHpopMaluu : yueOHoe rocobue / A. B.
3eHKOB. - 2-e u3[. ; Tiep. u Jo11. - Mocksa : FOpaiit, 2023. - 107 c. - (Bbiciiee obpa3oBanue). - ISBN 978-
5-534-16388-9. - Tekct : 3mekTpoHHbIM / DBC "HOpaitt"., https://e-lib.unn.ru/MegaPro/UserEntry?
Action=FindDocs&ids=871683&idb=0.

3. Hukynux B. B. HdopMmaronHas 6e30macHOCTh. JITabopaTOPHBIM MTPAKTUKYM : yueOHO-MeTOo[UUeCcKoe
rocobue /7151 CTy1eHTOB HaripassieHus roArotoBku 09.03.03 npuknagHas uHGopmaruka / Hukynvn B. B.
- Bpsnck : Bpsuckuii ['AY, 2021. - 84 c. - Kaura u3 konnekuyu bpsHekuii 'AY - UHdopmaruka.,
https://e-lib.unn.ru/MegaPro/UserEntry? Action=FindDocs&ids=860117&idb=0.

[ornonHuTenbHas mUreparypa:

1. ladopmarmonHas 6e30macHOCTb U 3amuTa MH(GOpManyy : mpakTukyM / Mun3oB A. C., Bo6sinesa C.
B., Ocurnos I1. A., TTonio A. A. - [ly6Ha : T'ocyapcTBeHHbIN yHUBepcuTeT «/ly6Ha», 2020. - 85 c. -
PekoMeH/J0BaHO yueOHO-MeTOANYeCKUM COBETOM YHUBepcuTeTa «/lyOHa» B KauecTBe MPAKTUKyMa [IIst
CTYZIeHTOB, 00YyUarOIIMXCs TI0 HarpaB/IeHUsIM MOATOTOBKU «CHCTEMHBIM aHa/Iu3 U yIIpaBIeHUe»,
«[Tpuknagnast nHpopmaTtuka», «IIprkiazHas MaTeMaTUKa M MHPOpPMaTHUKa (Marucrparypa). - bubamorp.:
JIOCTYTIHa B KapTOuKe KHUTH, Ha caiiTe DBC JlaHb. - KHura u3 kosnekuuu ['ocyjapCcTBeHHBIN
yHuBepcureT «/ly6Ha» - MHbopmaruka. - ISBN 978-5-89847-608-3.,
https://e-lib.unn.ru/MegaPro/UserEntry? Action=FindDocs&ids=730800&idb=0.

2. Ctpwxkakosa E. A. MHbopmairioHHast 6e301acHOCTb B Ipo¢eCcCUOHaTbHOM /1esTe/IbHOCTH:
nabopaTopHBIN MTPAKTUKYM [/t 00yuatrormxcs 1o criefiaabHocT 38.05.01 DxoHOMUYecKast
6e3oracHocTh / CtpmkakoBa E. A.,ITenskoBa P. U. - Bonrorpaz : Bonrorpagckuii I'AY, 2022. - 92 c. -



Knwura u3 konnekiuu Bonrorpagckuii I'AY - Madopmatuka., https://e-lib.unn.ru/MegaPro/UserEntry?
Action=FindDocs&ids=866608&idb=0.

3. baceias E. A. CeteBast uHpopmaljioHHasi 6e301acHOCTh : yueOHUK / bacwins E. A. - Mockea : HUAY
MU®DU, 2023. - 224 c. - Knura u3 koiekiuu HUAY MUDPU - NndopmaTrka. - ISBN 978-5-7262-
2949-2., https://e-lib.unn.ru/MegaPro/UserEntry? Action=FindDocs&ids=884189&idb=0.

[TporpammHoe obecrieueHrie 1 VIHTepHeT-peCcypChl (B COOTBETCTBHUU C CO/IePXKaHUEM JIMCIUTIIAHBI):

1. OnepatioHHasi cucteMa Microsoft Windows
2. [MakeT npuknagHbix mporpamm Microsoft Office

7. MaTepHa/ibHO-TeXHHYeCKoe ofecrieyeHHe JUCLUIIMHBI (MOY /1)

YueOHble ayAWTOPUM [i/isI TIPOBeJieHHs yueOHBbIX 3aHSITHM, TpeJyCMOTPeHHBbIX 00pa3oBaTe/bHOM
MPOTPaMMOM, OCHaI[eHbl MYJbTUMEAUUHBIM 000pyZoBaHUeM (TTPOEKTOP, 3KpaH), TeXHUUYeCKUMHU
cpefcTBaMHU 00yueHUs, KOMITbIOTepaMH.

[MomerieHusi A1 CaMOCTOSITe/TbHOM paboThl 00YyYarOLUXCsl OCHAIlleHbl KOMITbIOTEPHON TEeXHUKOU C
BO3MOJKHOCTBIO TMOAK/IOUeHUss K cetd "VHTepHeTr" u obecrieueHbl [OCTYIIOM B 3/I€KTPOHHYIO
MH(pOpMalMOHHO-00pa3oBaTe/IbHYI0 Cpejy.

IIporpaMmma cocTtaBfieHa B cooTBeTcTBUM ¢ TpeboBanusimu OC HHI'Y 1o HampaB/ieHHIO
noaroToBku/crerianbHocty 09.03.03 - [MpukiagHas vHGOpMaTHKa.

ABtop(sl): [TonskoB EBrenuii ApTypoBuY, KaHAUAAT MeJarOrMYecKux Hayk.
3aBenyroumii kaeapoii: IlonsikoB EBrennii ApTypoBHY, KaHU/1aT Mefjaroruyeckrix Hayk.

ITporpamMma ozio6peHa Ha 3ace/JaHUM MeTOAMUeCKOH Komuccuu ot 22.12.2023, poTokos Ne 17.
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